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SA3 thanks RAN3 for the LS sent in S3-060422 (R3-060964), and below provides answers to the questions asked in that document.
Q1 "Considering the above mentioned assumption in RAN WG3 about the separate MME and UPE nodes, does SA WG3 see any specific issues or consequencies in S1 interface, resulting from this separation?"

A1: This analysis conducted by SA3 (S3-060245) on the suitability of NDS/IP for LTE NDS, took the possibility that MME and UPE may be implemented in separate nodes into account. Note though that different types of protection may be of interest for the two traffic flows. The traffic between the UE and the UPE is encrypted, and hence no confidentiality protection is required for the link between the eNodeB and the UPE. On the other hand, if RRC keys or similar is sent from the MME to the eNodeB, these should be confidentiality protected.

Q2: "If pre-establishments or in advance configurations were chosen as key management solution, would SA WG3 consider them as significant from the Operability and Management (O&M) perspective, thus possibly setting the limit for the number of S1 interfaces supported by the Network Element in the Evolved Packet Core or by the eNode"

A2: Although SA3's tracking document for LTE security so far only speaks about key management between eNodeBs, some things can be said about the key management for MME/UPE and eNodeB. Regardless of which key establishment method is chosen, it will require the provisioning of pre-shared secrets or certificates in the eNodeBs and Network Elements. Hence, the limit is more likely to be dependent on the processing power in the Network Element which needs to look-up the security association for, and (un)protect each packet in the communication with each eNodeB.
Q3: "Does SA WG3 see any security related restrictions in the maximum geographical coverage of S1-U, S1-C interface? Restrictions that would prevent e.g., a nationwide coverage of one MME/UPE node."

A3: As long as the S1-U and S1-C is protected appropriately, SA3 does not see any restrictions on the physical length of the connections. 

SA3 feels that there is some underlying concern in the question that is not explicitly stated. In case RAN WG3 regards the answer as inadequate, SA3 welcomes a clarification on RAN WG3's concerns. 

In case the underlying concern of RAN3 is that the key management between a large set of nodes could cause problems (as is indicated by question Q2), SA3 would like to refer to the NDS/AF (TS 33.310). NDS/AF is an authentication framework which is designed to be highly scalable. 
Q4: "RAN3 has discussed the possibility to update routing information in the UPE directly by the target eNodeB at each inter-eNodeB handover. Under this assumption has SA WG3 considered the need and means for securing the route update signalling in the user plane between the eNodeB and the UPE?"
A4: SA3 has identified two types of attacks. Malicious eNodeBs and an attacker on the S1 interface. 

In the case of a malicious eNodeB, there is a threat that the eNodeB sends false route update messages to the UPE on behalf of existing and/or non-existing UEs. There was a proposal on a countermeasure in SA3, but SA3 needs to study the use and effectiveness of this proposal. In addition, the validity of the threat related to this proposal needs further analysis.

In case the attacker is located on the S1 interface, SA3 has found that packet authentication is needed on S1 interface in general, to counteract packet injections towards the downlink user plane. The assumption is that in case packet authentication is applied in one direction it is also applied in the other direction. Therefore, injection/modification of routing update messages on the S1 interface would be mitigated.
2. Actions:

To 3GPP RAN3: None
3. Date of Next TSG-SA3 Meeting:
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