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Introduction

In the RAN2/3-SA3 joint meeting in January 2006 SA3 was asked to study the MAC/RLC security and RRC ciphering (RRC integrity protection is a working assumption). It is assumed that UE can be in LTE_ACTIVE state for long time periods (several hours). This contribution analyses the security of these and proposes to have a requirement for RRC ciphering and sequence number discontinuity between handovers.
Threat of UE tracking

The threat of user tracking has been identified in SA3 SAE/LTE Security Rationale document and RRC ciphering has been identified as one possible countermeasure. RRC ciphering was discussed in multiple earlier contributions, e.g. S3-060234, S3-060116, and S3-060231.

Tracking based on new and old RNTI mapping

SA3 was notified in S3-060341 that C-RNTI will be used to identify a UE:
-
The C-RNTI provides a unique UE identification at the cell level.

-
It is assumed that this identity is used for scheduling unless the cost would turn out to be too high and the introduction of a separate MAC-Id is required.

RAN2 has agreed that C-RNTI is pre-allocated in the target eNB and transferred to the UE in Handover Command (see R2-061714). This means that a passive attacker can link new and old C-RNTIs together unless the allocation of C-RNTI itself is confidentiality protected.

Tracking based on handover signalling messages

Serving eNB commands UE to a target eNB with Handover Command message. UE sends Handover Confirm message to the target eNB. A passive attacker can map these messages together and conclude that a UE has changed eNB. This is just an example of what information an attacker can deduce from the RRC messages, which are not confidentiality protected. Note that identifying messages based on small differences in the message lengths is not obvious or most probably not even possible as the packets are sent in full frames etc.
Tracking based on cell level measurement reports

UE sends cell level measurement reports to the eNB within the RRC protocol. A passive attacker listening to the measurement reports from UEs can follow UE’s movements based on the reports and track the position of the UEs more accurately than the information of current cell location. Note also that the location/position based services may be based on the cell level measurement reports.
Tracking based on packet sequence numbers

If the user plane (RLC, PDCP) or control plane (RRC, NAS signalling) packet sequence numbers are continuous it is easy for a passive attacker (listening) to follow UEs with high possibility based on the packets only (i.e. following the sequence number sequences).
A passive attacker can listen to user and control plane (AS and NAS) packets and track the UE based on the continuity of the packet sequence numbers between handovers or idle-to-active mode transitions.
Countermeasures
To mitigate threats other than tracking based on the sequence numbers, we propose to have RRC ciphering, similar to the UTRAN:

a) RRC ciphering prevents attackers from mapping RRC messages together during handovers (like "Handover Command" with "Handover Confirm")
b) With RRC ciphering new C-RNTI, which is transferred in the Handover Command message can not be linked to the old/current C-RNTI 
c) With RRC ciphering an attacker can not track the UE based on the cell level measurement reports

To mitigate UE tracking based on packet sequence numbers, the packet sequence numbers must NOT be continuous over the air between handovers and possibly also between idle-to-active mode transitions: 

d) The user and control plane packet sequence number sequences must not be continuous over handovers and idle-to-active mode transitions in the over-the-air signalling. The sequence number must be continous for the ciphering function during a key lifetime. Thus, one possible solution is to use a random offset to make the user and control (AS and NAS) plane sequence numbers discontinuing in the over-the-air signalling. These random offsets are selected by the eNBs and carried along with the new C-RNTI to the UE via source eNB during the agreed handover procedure.

The result from A to D is that a passive attacker can not track/follow the user based neither on control nor user plane packets.
MAC and RLC Security
In SAE/LTE the number of different MAC entities is reduced compared to UTRAN (e.g. MAC-d not needed in the absence of dedicated transport channels). The following analysis is under the assumption that there is no confidentiality or integrity protection at MAC layer.
In downlink (DL), anyone can receive the DL L1 control channel and find the DL time-frequency resource of a certain C-RNTI. Since TB is not encrypted, anyone can read TB to find the MAC C-PDU and D-PDU. Since C-PDU is not encrypted, anyone can read C-PDU. C-PDU in DL has the information only on ARQ, HARQ ((Hybrid) Automatic Request), not UE-specific information. Since D-PDU header is not encrypted, anyone can read sequence number, LCID (logical channel ID added by MAC), etc. If the plain text sequence number is NOT continuous in the handover, basically nothing can be followed. The payload is either RRC message or data from PDCP. The user data from PDCP is encrypted and resistant to confidentiality attack.
In uplink (UL) anyone can receive the UL L1 control channel and find the UL time-frequency resource of a certain C-RNTI. Because UL TB can be also received/demodulated/decoded in sub-frames, anyone can know the proper sequence number to be sent in the next sub-frame. But reusing that C-RNTI just collides with the transmission from the correct UE that has the C-RNTI. So, the only way to reuse C-RNTI is by requesting the capacity first by using the UL buffer status report MAC C-PDU. This C-PDU also does not have any UE ID inside, and the UE is supposed to be identified in L1. Thus, if UE is not properly checked in L1 (or if nothing is added in MAC), anyone can send UL buffer status report MAC C-PDU by reusing C-RNTI of other UE. 
Buffer status reports from UEs to the eNBs are not protected and may be used by an attacker to make the eNB believe that other UEs don't have anything to transmit and get more resources as a result. The attack may also result in faster initial access times for the attacker (for example a burst of packets). However, the real UE is also sending buffer status reports, although not during DRX period if there is no urgent uplink data in the UE. As a result there may be a conflict in the eNB if an attacker is also sending reports on behalf of other UEs. It may be difficult to launch this attack as the UEs must follow the allocation tables. If they do not follow the allocation tables, the eNB can not decode the packets (noise).
If buffer status reports are sent in a random access channel (RACH) the attack is easier. RACH is used, when the UE is attaching to the eNBs as well. Sending false attach requests may be possible. The attack is comparable to Denial-of-Service attack as the attacker needs to send attach requests fast enough to consume the resources in the RACH.
A smart attacker can affect packet scheduling, load balancing, and admission control with false buffer status reports, but analyzing the real threat from these is not possible without proper knowledge of the algorithms (e.g. if the packet scheduling algorithm uses only the latest buffer status report or multiple reports to make decisions). Possible case might be that an attacker attacks only few other UEs and thus makes the attack more difficult to trace or notice,  
The MAC header contains no sensitive data being mainly related to framing and segmentation. Apart form the MAC header, the only unprotected part of MAC is the peer-to-peer signalling, which is related to outer ARQ, retransmission window handling, and buffer status reporting. There is no confidential information in these messages. 
Message insertion, deletion or modifications are not useful to the attacker, because the only result is the deterioration of the service, which can be achieved by simpler means (e.g. a simple analog interference transmitter, radio jammer). The only exception here might be the unprotected buffer status report, which may be easier and more effective for an attacker to use than radio jamming.
Conclusions and proposal
If there is already confidentiality and integrity protection at layers above MAC, there is no need for confidentiality or integrity protection at MAC layer. The worst thing that can happen caused by attack against the MAC layer is deterioration of the QoS, which can be achieved by simpler means like with a radio jammer.
· MAC layer does not need integrity protection or ciphering as attacks on MAC layer are comparable to radio jamming attacks. An attacker can not map MAC level messages together during handovers.
RRC ciphering prevents multiple UE tracking threats.

· RRC must be ciphered to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. If seen necessary higher layers messages transferred with RRC messages do not have to ciphered, if they are protected in the higher layers.
Tracking of UE based on packet sequence numbers is a threat especially in the LTE

· Tracking UE in LTE_ACTIVE state based on passive message sequence number analysis between handovers should be prevented by making the clear text packet sequence numbers discontinuous between handovers and idle-to-active state transitions in RLC, MAC and RRC protocols (also PDCP if it is carrying clear text sequence numbers over the air).
We propose that these are documented into the SA3 SAE/LTE Security Rationale document and that RAN groups are informed about these conclusions and decisions with a LS accompanying this document. The LS to the RAN groups should also mention the issue of unprotected buffer status reports.
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