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1
Introduction

Documents [1] and [2] were discussed during the last meeting within the context of intra-AS Mobility idle mode and an inter-system mobility anchor node. 

A number of questions were raised during the discussion of [2], but ultimately no conclusions were taken from this paper by RAN3 (it was to be presented during the SA2 joint meeting), in particular no text was included within the R3 internal TR, nor was a RAN3 opinion liaised to SA WG2 on the subject of UPE/MME physical separation (as opposed to separate logical entities within the same physical node.)
The intention of this paper is to state what are the reasons and usage scenarios whereby the MME and UPE may be split – not just in the handling of multiple APNs -  and also attempt to resolve some of the open questions highlighted during the discussion of this subject at the last RAN3 meeting [1]. 

As has been indicated only verbally in previous meetings, it is the opinion of Vodafone that the MME and UPE may be split and it is hoped that this paper will help other readers to share our opinion.
2
Discussion

Whilst the intention of this document is not to repeat in depth the points of previously submitted documents [2], the following non-exhaustive both positive and negative points simply cannot be overlooked:
2.1 Drawbacks of a Split MME / UPE

· A new interface will be required between the two elements i.e. standardisation work will be needed in defining the usual interface characteristics: Functionalities, Protocol Stack, xxxAP (Application Part) and it’s maintenance thereafter.  
Note however that some or part of these considerations would have to be done anyway.
· An additional Node in the network – additional configuration, management etc 

· Additional complexity in the handling of User Plane Security (elaborated upon in Section 3 below).
2.2 
Advantages of a Split MME/UPE

The following non-exhaustive list (in no order of importance) should be considered in a positive consideration of a split MME/UPE.
· MME location is not tied to the location of the UPE.

· Location of UPE – independent of MME – means that establishment of primary PDP contexts may be permitted to different UPEs e.g. Corporate UPEs is a possibility.

· Corporate UPEs will save upon transmission resources i.e. avoiding the “tromboning” of data.

· MMEs may select UPEs depending e.g. access to a particular PDN, QoS. 

· Reduced User Plane latency.

· Splitting the MME/UPE achieves scalability, load sharing and avoids a Single Point of Failure. (Why are we not following the MSC-Server/MGW or SGSN/GGSN model from UMTS?)
· Greater OpCo choice in the selection of network element providers i.e. development of one entity not tied to another. 

3 Discussions during RAN3 Meeting #51

The following text is extracted from the RAN3 Meeting #51 Minutes, and the handling of [1], a document on the subject of multiple UPEs.
R3-060197
Impact of multiple UPEs on architecture (Lucent Technologies)

Sudeep Palat (Lucent) explained that the main point of the document is that even if SA2 decides that multiple APNs are required RAN3 should avoid multiple UPEs. It was proposed to discuss this further in the joint meeting with SA2. Philippe Godin (Nortel) stated that Nortel do not agree that multiple UPEs shall be avoided.

conclusion: noted, will be submitted to joint meeting

The following points were raised in this Lucent paper and are extracted and presented below with now a response from Vodafone:
1. Impact of user plane encryption in UPE With multiple UPEs, and in the absence of another node to funnel the user data, it can then be expected that each of these UPE must do encryption of the user plane.

VF Understanding: UP termination in the UPE will see each UPE perform ciphering for the data flows which they look after. This may mean that the ciphered content for each flow cannot be derived from the security information of the other – UPEs may be in less secure locations than others and thus the ciphered stream should be independent from other flows. 
2. Distribution of Cipher keys to UPEs Encryption of the user plane in the UPE requires presence of cipher keys at the UPEs.  These cipher keys are expected to be initially present in the MME.  If the presence of multiple UPEs, the keys must be transferred to each of the UPEs.
VF Understanding: Agree. With respect to the “master/slave” concept and the MME &UPE, the MME is in charge of Ciphering Key Management and thereafter the distribution of these keys to the UPE which controls the APN for that UE.

3. A rolling number required for encryption:  Encryption algorithms use a rolling sequence number input.  This could be just a frame sequence number or a combination of a Random number and frame sequence number.  In any case, its start value should be negotiated between the UE and network.   If assigned by the UPE, each will use their own rolling number and if assigned by the MME, it would be a common number.  In terms of signalling, if assigned by the UPE, it could be signalled to the UE over the user plane signalling between each UPE and UE.  If it is a common one generated by MME, then it would be control plane signalling between MME and UE followed by additional signalling between MME and UPE.
VF Understanding: Indeed any sequence number will be allocated from either the MME (common) or the UPE (individual). If a common one from the MME is used then some form of bearer or UPE identity needs to be used as an input to the ciphering process. However no additional signalling overhead is foreseen as this is negotiated/signalled during the PDP Context Activation procedure. 
4. Change of Cipher Keys With the user staying attached to the same MME and with always on, one can expect long periods of attachment.  Since a change of tracking area does not normally result in a change in MME or UPE, it must be possible to change the encryption keys during a session.  With multiple UPEs with different frame sequence numbers, it would be difficult to synchronise the change by the MME and each UPE will have to perform the key change procedure over user plane signalling.  In the UE, this would mean that during the change over phase, both keys will be used depending on the flow.
VF Understanding: A short sequence number (e.g. 1bit) should be included in the uplink and downlink packets between the UE and the UPE. Following the completion of the Authentication procedure, the MME passes each of the UPEs their specific cipher key. Then the UPE can then change the key when it decides. This is signalled to the UE for this cipher stream by incrementing/toggling of the sequence number. This process is simple, with little overhead, and provides flexibility.

5. Security algorithms negotiation: It can be expected that multiple UPE will support different algorithm sets.  Hence algorithm negotiation must be performed between UPE and the UE.  The UE will have to use different algorithms for the different flows.  Alternatively, the MME could negotiate between the UPEs and the UE to find a common algorithm.  But this may not always be possible or the common algorithm may be a compromised algorithm resulting in a weak overall security of the system.  Moreover, if a new UPE is added during a session, the MME must renegotiate algorithm.  Procedures must then be defined to support a change in algorithm during a session in case there is a change in chosen algorithm.

VF Understanding: The negotiation of the Ciphering algorithms is possible in the PDP Context Activation procedure with no signalling overhead. If need be due to claims of increased complexity, we could mandate that for a single UE, the usage of a single ciphering algorithm for each of the flows.

6. Need for Integrity protection of the User plane signalling:  If security algorithm negotiation must be done over user plane, then there must be some mechanism for integrity protecting this signalling.  This will require integrity protection keys in each UPE and means to integrity protect this user plane signalling.

VF Understanding: Currently there is not expected to be a requirement for integrity protection of user plane data. 
7. Idle mode impacts On transition to idle mode, the bearer from the UPE to the eNodeB is expected to be torn down.  The ciphering inputs can be expected to be retained by the UPEs.  An option is for MME to provide them again on transition to active, but since some context must be retained in the UPE, it will be a quicker to also retain the security context in the UPE for Idle mode UEs. Another related issue is the re-establishment of the bearers on transition back to connected mode.  Either the bearers to all the UPEs could be set up together or only the relevant ones.  Similarly, on moving to idle all the bearers between UPEs and eNodeB must be torn down. Both these add signalling, complexity and additional delay in transitioning between Idle and connected modes.

VF Understanding: The UPE needs to store a UE profile whilst the PDP context is active, like the GGSN does today for a PDP context. This UE profile includes the ciphering information. So no additional complexity is introduced.

This paper makes the assumption that the S1 interface is like the Iu interface, in which the interface requires a dedicated connection for a UE - this has not been agreed.
8. Handover Impacts The need for inter MME/UPE mobility is still being discussed.  In case there is inter-UPE mobility due to UE mobility between geographical MME/UPE regions, all the UPEs in the region must be relocated to UPEs in the other region.  This adds complexity and delay to the HO procedure.

VF Understanding: It is assumed that the S1 interface is “flexed”

4 
S1 Flex and split MME/UPE

The need to split the MME and the UPE has been questioned previously, bearing in mind the fact that the S1 will be “flexed” from the beginning. 

However, whilst this question has some merit from the point of view that in terms of dimensioning, load distribution could be managed using this method (the original intention of Iu flex). However the other listed reasons such as Single Point of Failure, Corporate APNS, remain.

5
Proposal
It is hoped that this paper goes some way to providing the case for a split MME/UPE and also answers some questions raised at the last RAN3 meeting.
It is proposed:

· RAN3 take the Working Assumption that the MME and UPE may be physically separate entities.
· It is liaised to both RAN2 and SA2 that the preference of RAN3 is that the UPE and MME may be separate physical entities requiring a fully standardised open interface between them. 
6
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