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1 Introduction

This document is based on an earlier SA3#41 (San Diego, Nov 2005) contribution (S3-050719) about threats in the LTE/SAE. The updates are mainly taking into account the resolutions that were achieved in the joint RAN2, RAN3, SA3 meeting in Sophia Antipolis (Jan 10-11, 2006). We think that it is good to collect identified threats into a single document for smooth work progress. Thus, this document can provide some threats against eNBs and last-mile links. However, other threats exist as well, like the threat of IMSI catching attack and attacks against MME/UPE etc., which are not listed in this document, but should be added.
In S3-050602 SA3 assumes that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. The LS, however, does not clearly state what kind of attacks are its main concerns. In this paper we introduce potential threats in Long Term Evolved RAN/3GPP System Architecture Evolution under this assumption and discuss about possible countermeasures.
2 Some threats to an eNB and last-mile transport links
This document covers the threats that may realize due to the 
1) Small and low cost eNBs

2) Vulnerable eNB sites (e.g. public indoor site)

3) Less trusted transmission to/from eNB site (e.g. regular office Ethernet cables) (= last-mile)
The scope is based on the SA3 assumption that evolved system will consist of 1), 2) and 3). In the following subsections the threats are listed and the countermeasures are described.

2.1 Packet injection attacks
The threat is that an attacker injects packets in the eNB, which means that the physical security of the eNB has been compromised. The compromised eNB injects upstream or downstream packets to the network. Here, the assumption is that the UPE and UE are not compromised. 
The threat is also that an attacker injects packets on the last-mile, while eNB, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.
Abuse of outsourced network access transit capacity, i.e. insider attack by access network operator employees is also possible. The result is the access network operator reports more packets than in reality UEs have sent.
Countermeasures and discussion
The best countermeasure is that the U-plane is integrity protected between UE and the UPE. Using only encryption for the packets provides much higher security than no encryption, but still the packet modification attack is possible. However, when encryption is used between UE and UPE, packet injection attack is mitigated. 
It should be noted that the packet/byte counters, if any, in UPE must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users. 
2.2 Packet modification attacks
The threat is that an attacker modifies encrypted user plane packets in the eNB or in the last-mile, so as to steal service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing. The attacker could also modify encrypted packets on the last-mile by adding a new network node between the eNBs and the UPE or hijacking for example the switches/routers on the SAE access network.
Countermeasures and discussion

Here we assume that the user plane traffic is at least encrypted between UE and UPE. Thus, a result of packet modification attack would for example be that UEs would experience lower quality or denial of service.
The countermeasure is to use user plane integrity protection between UE and UPE. Using only U-plane ciphering between UE and UPE is not enough for mitigating packet modification attacks but provides higher security than no encryption. Only integrity protection can provide full mitigation for packet modification attacks.
2.3 Packet eavesdropping
The threat is that an attacker is eavesdropping packets in an eNB or on the last mile, and for example tracks the UE based on information (for example temporary ID of the UE) in the packet headers. 
Countermeasures and discussion

Attacker needs to find out for which terminal/user the packets belong to. Also attacker needs to listen in multiple eNBs or links on the SAE access because of the UE mobility.
2.4 Compromised eNB keying material or stolen eNB
The threat is that the attacker digs out the eNB-MME/UPE shared secret or a long term certificate from the eNB and tries to add another eNB (in the same or another network). Also the threat is that the attacker steals an existing and deployed eNB, sells it further to another operator, which tries to use it. 
This threat is not so much about selling the stolen eNB to an operator, but if the same SAE/LTE solution is used in unlicensed access technologies then attacker can sell the eNB to individuals for private use.
Countermeasures and discussion

The countermeasure is to use identification and separate private keys with all eNBs. Use physical security for eNB implementation (i.e. burn identification information into the eNB during manufacturing phase). The ID is in tamper resistance chip and can not be changed without breaking the chip. The secret key (used in asymmetric cryptography) can not be read from the chip. MME is able to detect if there are two eNBs using same keys.
2.5 (D)DoS attacks against eNB from the network

The threat is that another network node from the network launches a logical (D)DoS attack against the eNB(s). The attacker sends selected packets towards the eNB(s). 

Countermeasures and discussion

eNBs should not reserve any resources based on signaling without proper authentication. This would mean that the eNBs do not trust other eNBs without proper authentication methods. For example context transfers between eNBs are possible to authenticate based on the separate and UE specific session keys with the eNBs or with separate security associations between eNBs.
2.6  (D)DoS attacks against eNB from UEs
The threat is that the attacker sends selected packets against the eNBs to deny eNB services from others. The attacker could launch a logical (D)DoS attack towards the eNBs from the RAN side. 
Countermeasures and discussion

The countermeasure is to integrity protect signaling after successful authentication. Before authentication should use protocols that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks). Anyway, radio jamming attacks can be made with special hardware and countermeasures for these are not feasible to implement, but perhaps detect and report.
2.7 (D)DoS attacks against MME through eNBs
The attacker launches a logical (D)DoS attack against the MME through the eNBs utilizing signaling that goes through the eNB, for example initial access authentication. 
Countermeasures and discussion

The countermeasure is to integrity protect signaling after successful authentication. Before authentication should use protocols that are not highly vulnerable to (D)DoS attacks. Another countermeasure is to use cookies.
3 eNB security
Breaking the eNB to get the keys and unencrypted data is theoretically possible, i.e. there may be some points in the eNB where the unencrypted data is exposed between two encrypted data pipes. But this kind of attacks can be protected with physical security measures such as alarm systems to protect unauthorized opening of the eNB, putting keys into a hard to break chips etc. 
When eNB case is opened or power goes down (electricity break) in the eNB, an alarm system could send something to the network or start an audio alarm. Network can also remotely monitor the eNB and start managed power off if needed (i.e. clean memory). eNBs can have a secure module to store long term keys, which are used to bootstrap SAs between an eNB and MME. There could be partial network boot if needed as well. eNBs get authenticated info from external sources (servers, local cable connections etc.). There can be sensors for detecting physical break-in (light and motion sensors or break on a wire connection).
For local and physical management reasons, there needs to be a way to authenticate the connection (i.e. person opening door, connecting a device etc.). For this reason the person could get an eNB specific ticket from the core network element and use that for localized authentication to the eNB.
The security association between an eNB and MME can be used to distribute session related information (keys, profiles, filters etc), manage eNBs. If the attacker can break into the eNB, it may be possible to attack the network from the eNB. Thus, there is need to protect the eNB even the user plane ciphering is not terminated in the eNB. This means that the network node, which has a security association with the eNB, i.e. the management interface, must be implemented in such a manner that it is not vulnerable to logical DoS attacks etc. launched from the eNBs. Some level of physical and cryptographical security in the eNB is required anyway.
3.1 Mitigating eNB hijacking threat

Attacker gain is minimal with a hijacked eNB and not worth of doing. Applications are likely to be designed with access independent end-to-end security in order to be able to utilize Internet transit. Correctness of charging is addressed by locating authoritative meriting in UPE. 

False and man-in-the-middle eNB attacks can be mitigated with mutual authentication between UE and eNB based on eNB-specific session keys. Session keys are bound to the eNB identity and the master key for deriving eNB specific session keys are stored only in the UE and the MME. Attackers cannot leverage compromise of one eNB to compromise other eNBs. eNBs do not contain long term UE session keys (eNB keys with the MME are there) and they can not derive or create keys for other eNBs.

Using the UE-eNB session keys provides protection against logical DoS attacks based on mobility signalling between eNBs. Context transfers and/or handoff commands can be authenticated and thus resource depletion attacks are mitigated. Attackers can’t hijack UE’s application level protected sessions with a hijacked eNB. Attackers can’t hijack UE-MME session or initial access authentication key material with a hijacked eNB. Based on the eNB specific session keys attackers can’t hijack sessions with other eNB with a hijacked eNB. Because of the separate UE session keys with every eNB, an attacker can not hijack UE sessions moving out of the hijacked eNB.
4 Conclusions

The flat architecture and distributed RAN C-plane security with eNB specific UE session keys is secure enough. It protects against mobility based logical DoS attacks between eNBs. There is no need to terminate RAN C-plane security deeper in the network.
With small indoor eNBs, the situation could be compared to for example WLAN APs. Physical vandalism is an easier attack than trying to break into the eNB.
Regardless of whether the UP and CP is terminated deeper in the network, some level of physical security is required for the eNB and on the transmission links (wire line network from eNB towards CN or other eNBs).
� The possible attackers/intruders are hackers, operator's own personnel, third parties having access to the system, competing operators, competing vendors, criminals, ordinary subscribers (deliberately or non-deliberately), spies, etc. Motivations of attackers/intruders are espionage, violating operator's business or reputation, getting information about operators’ system, business or services, just for fun, financial benefit, by mistake, to cover illegal actions, vandalism, to avoid charging, etc.
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