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1 Introduction

In this paper we first analyse the security threats as currently specified for UMTS. This analysis is largely based on our previous paper [1] and results in a number of derived security requirements. Next, this paper analyses the main security related architectural aspects, which again results in a number of architectural requirements. Finally, this paper validates our proposed LTE/SAE security architecture against the security threats identified in [2].
2 Analysis of security threats

In this section we analyse the security threats as currently specified for UMTS, having in mind the LTE AS/ RAN functional blocks & associated signalling as shown in ‎0.
2.1 Security threats to be considered

In section ‎7 we have provided an overview of security theats for the radio access networks, as currently included in the relevant UMTS specifications. Based on this, we have compiled a list of security threats that are analysed in the remainder of this contribution.

· Unauthorised access to data
· User identity confidentiality

· Eavesdropping of permanent user identity

· Detecting presence/ arrival of a particular UE in certain area

· Detecting of delivery of different services to the  same user

· Confidentiality of control signalling and user data

· Eavesdroppoing, interception and active or passive analysis of control signalling

· Eavesdroppoing, interception and active or passive analysis of user data

· Integrity

· Manipulation of control (signalling) or user data e.g. modification, insertion, replay or deletion

· Denial of service

· Preventing user traffic e.g. by jamming, introducing protocol failures or by masquerading as a network element

· Unauthorised access to services

· Masquerading as another user to gain access to services

In section ‎8 we have provided an overview of radio access functions, as included in relevant specifications. Based on this, we have compiled a list of main functional blocks for which the security threats of the associated signalling is analysed in the remainder of this contribution.

2.2 Unauthorised access to data
2.2.1 User identity confidentiality

2.2.1.1 Eavesdropping of permanent user identity

Our assumption is that in LTE the following UE identities will be used:

· A long permanent and unique UE Identity, similar to the IMSI

· A long temporary UE Identity, similar to the P-TMSI, uniquely identifying a UE within an LTE tracking area
· One (or more) short temporary UE Identity, similar to the C-RNTI, uniquely identifying a UE within a cell/ on a given channel within a cell

Our assumption is that it will be sufficient for LTE to provide the same level of confidentiality as present in UMTS today, which means:

· The permanent identity is transferred unciphered during initial access only in the rare event that no temporary identity has been allocated yet

· The long temporary identity should always be transferred ciphered at allocation time, but may it be transferred unciphered at other times
· The short temporary identity/ identities may always be transferred unciphered, including at allocation time

It should be noted that in UMTS the U-RNTI, which has a much wider scope of validity than the short temporary identities expected to be used in LTE, is transferred unciphered at initial allocation time.

In conclusion, we believe that a sufficient level of user identity confidentiality is achieved when the following requirements are met: 

DR1
The LTE radio access system shall support ciphering of the the long temporary identity (P-TMSI) at allocation time
2.2.1.2 Detecting presence/ arrival of particular UE in certain area

Our assumption is that the following applies for the LTE signalling related to detecting the presence/ arrival of a UE in a certain area:

· Upon change of tracking area while the UE is in idle mode, the long temporary identity is used

· When the UE changes cell while in active mode, the short cell specific temporary identity (-ies) is used (as for all signalling involving UE’s in active state). Since the short temporary identity (-ies) is cell specific, a new value will be allocated upon change of cell while in active mode

Our assumption is that it will be sufficient for LTE to provide the same level of confidentiality as present in UMTS today, which means:

· The long temporary identity may be transferred unciphered upon change of tracking area

· The short temporary identity/ identities may always be transferred unciphered, also when being re-allocated upon change of cell

It should be noted that upon change of tracking area, the long temporary identity may be transferred ciphered. This should be possible due to storage of context information for UEs in idle mode

In conclusion, we believe that no requirements in addition to the ones already listed (DR1) are needed to achieve a sufficient level of user location confidentiality 

2.2.1.3 Detecting of delivery of different services to the same user

Our assumption is that in LTE the signalling concerning the establishment of services will be as follows:

· The establishment of additional IP connectity access services is only performed when the concerned user data requires service specific policies or charging i.e. in many cases data associated with a new application may be transferred using the existing (default) IP connectivity service

· Although the establishment of additional IP connectity services may involve AS radio resource allocation (e.g. establishment of logical channels, MAC flows), it is primarily achieved by means of NAS signalling

In UMTS it is possible to use ciphering when signalling the semi- static configuration (e.g. the ARQ & MAC-flow configuration). It is our assumption that this option does not exists because a security threat/ requirement, but just because there was not additional cost associated. This assumption is supported by the fact that in UMTS it is not possible to cipher the radio resource allocation signalling for shared channels. Hence, our assumptions concerning the user service confidentiality for LTE are as follows:

· The AS radio resource allocation signalling (e.g. establishment of logical channels, MAC flows) may always be transferred unciphered, since it is rather difficult to derive the associated service from this

· The NAS signalling related to the establishment of additional IP connectity access services should be ciphered

In conclusion, we believe that the following requirement, additional to the ones already listed i.e. DR1, is needed to achieve a sufficient level of user service confidentiality.
DR2
The LTE radio access system shall support ciphering of the NAS signalling information related to the establishment of additional IP connectity access services
2.2.2 Confidentiality of control signalling and user data

2.2.2.1 Confidentiality of control signalling

This section concerns confidentiality of radio access network signalling not related to user identity confidentiality. Our assumptions concerning the LTE signalling details for this control signalling are as follows:
· The Radio Bearer, Logical and Transport channel configuration information (e.g PDCP, ARQ, MAC-flow, security configuration) is expected to be limited because of the desire to avoid a large number of protocol options. Default configurations could be used to reduce the signalling even further
· Use of ciphering for the Radio resource management signalling concerning the actual resource allocation for shared channels (scheduling information) bears a high cost.
In UMTS it is possible to use ciphering for most of the other radio access network signalling. It is our assumption that this option exists not because there was a strong requirement, but just because there was no/ little additional cost associated. This observation seems to be supported by the fact that for signalling of similar nature for which use of ciphering bears a high cost (radio resource allocation signalling when using shared channels), the option to use ciphering is not available. Hence, our assumptions concerning the control signalling confidentiality for LTE are as follows:

· It is common to transfer Idle mode mobility signalling (i.e. Routing Area Update) unciphered, reflecting that this information is not considered to be sensitive apart from the confidentiality of user identity, as discussed earlier

· In nature, the Active state mobility is a combination of Idle mode mobility and Radio Bearer, Logical and Transport channel management related signalling and hence there is no need to consider this seperately
· The Radio Bearer, Logical and Transport channel management related signalling (e.g. establishment of logical channels, MAC flows) may always be transferred unciphered, since it is rather difficult to derive the associated service from this

· The Radio resource management related signalling, especially the AS radio resource allocation signalling (e.g. establishment of logical channels, MAC flows) may always be transferred unciphered, since the information is not considered sensitive while protection bears a high cost

In conclusion, we believe that no requirements in addition to the ones already listed (DR1, DR2) are needed to achieve a sufficient level of confidentiality for other signalling.
2.2.2.2 Confidentiality of user data

It is clear that in order to provide confidentiality of user data, the LTE radio access network should support ciphering of user data on the Uu interface. The requirement to prevent unauthorised access to user data also applies to the radio site equipment and to the transmission links. The architectural considerations related to this are discussed in the following chapter.

In conclusion, we believe that a sufficient level of user data confidentiality is achieved when the following requirements are met: 

DR3
The LTE radio access system shall support ciphered transfer of user data on the Uu interface

DR4
The LTE radio access system should support means to prevent unauthorised access to user data from the radio site equipment as well as on the transmission links
2.3 Integrity

Our assumption is that it will be sufficient for LTE to provide the same level of integrity as present in UMTS today, which means:

· The nature of the user data that is expected to be transferred in LTE is not different as compared what is transferred in UMTS. Furthermore, there are sufficient means to provide protection at application level. Hence, there seems to be no real need for intregrity protection of user data

· Integrity protection should be supported for AS radio access network signalling e.g. to protect agains Denial Of Service attacks by a ‘man in the middle’
· Our assumption is that in case ciphering is used for NAS signalling, integrity protection provides no additional gain. Assuming that in LTE it should be possible for a network to disable ciphering, integrity protection of NAS signalling should be supported e.g. to protect agains Denial Of Service attacks by a ‘man in the middle’. Note that in this case, the DoS attacks may be more severe e.g. forbidding the UE to register in a tracking area
In conclusion, we believe that a sufficient level of integrity is achieved when the following requirements are met: 

DR5
The LTE radio access system shall support integrity protection both for AS & NAS signalling

We would appreciate to obtain confirmation whether or not our assumption is correct that LTE it should support the network option to disable ciphering of control and user data.

2.4 Denial of service

Our assumption is that no requirements other than the ones in the previous section on integrity protection are needed to prevent against denial of service attacks.
2.5 Unauthorised access to services

Use of mutual authentication, combined with the use of integrity protection and ciphering are assumed to be the main mechanism used against unauthorised access to services. Users could get unauthorised access when it is possible to retrieve security keys e.g. from a stolen ENB. Apart from this, it is assumed that no ciphering and integrity protection related requirements other than the ones in the previous sections are needed to prevent against unauthorised access to services.

DR6
The LTE radio access system shall support mutual authentication (UE and network) to protect against unauthorised access to services
DR7
The LTE radio access system shall provide means to prevent theft of security keys allowing unathorised access to services
3 Security solutions/ architectural aspects
3.1 Ciphering

3.1.1 Ciphering of user data

We believe that, when ciphering of user data is performed by the ENB, it is feasible to provide a sufficient level of protection against unauthorised access to user data both from the radio site equipment as well as on the transmission links. However, considering that a large part of the operator community favours solutions in which ciphering of user data is performed in a node above the ENB, we can agree to exclude solutions in which ciphering of user data is performed by the ENB.
3.1.2 Ciphering of NAS signalling

The rationale for allocating ciphering of NAS signalling is similar to that for allocating ciphering of user data. Hence, we can also agree to exclude solutions in which ciphering of NAS signalling is performed by the ENB. 

3.2 Integrity protection
3.2.1 Integrity of NAS signalling

If integrity of NAS signalling would be performed in the ENB, the node above the ENB would have no means to protect against the modification of NAS signalling by a ‘man in the middle’ e.g. by a malicious ENB. Such a ‘man in the middle’ could deny service to (specific) UEs e.g. by manipulating the UE identity. Hence, it does not seem acceptable to perform integrity protection of NAS signalling in the ENB.

AR1
Integrity protection of NAS signalling shall be performed in a node above the ENB

3.2.2 Integrity of AS signalling

As mentioned in the previous, the LTE radio access system shall provide means to prevent theft of security keys. This mainly applies to key information stored in the ENB, for which the general expectation is that it may be ‘deployed in increasingly vulnerable locations’.
Given that we can agree to only consider solutions in which ciphering is performed in the anchor node, and that according to the previous section, integrity protection of NAS signalling should be performed in the anchor, the only remaining key to consider is the key for integrity protection of AS signalling.

The following security risks apply in case the key for integrity protection of AS signalling is stolen: 

· While the UE is in the current cell, a ‘man in the middle’ with access to the stolen key information may deny service to the (specific) UEs of which the key was stolen
· When the UE moves to another cell, the denial of service is possible provided that:

· The concerned ‘man in the middle’ is able to identify the UE after it has moved to the new cell (which should be possible assuming AS signalling is not ciphered)
· The same key is used to integrity protect the AS information in the new cell
In general it seems impossible to protect against all possible Denial of Service attacks. E.g, as discussed in the previous, we feel it is not sensible to integrity protect the actual radio resource allocation signalling due to the high cost. Nevertheless, in order to reduce the above security risk, it may be sensible to agree the following requirement:
AR2
The key used to integrity protect the AS signalling shall be valid only in a single ENB

We assume that upon change of ENB, the UE can derive the new integrity key without the need for additional signalling between UE and network i.e. the UE could derive the new ENB- specific integrity key (EIK) using the information from the previous authentication as well as the ENB identity.
4 Analysis of assumed LTE/SAE security architecture based on agreed list of security threats in [2].

We assume according to the above analysis, AS IP terminates at the ENB and NAS signalling and user data integrity protection and ciphering ends at the node above ENB.

1.        Packet injection attacks

· It is assumed that AS signalling messages (between the UE and the ENB) are integrity protected and NAS signalling (between the UE and the node above ENB) and the user data are protected (i. e., ciphered and/or integrity protected). Therefore packet injection attacks (in the form of signalling or user data packets) are not possible in the radio network as well as in the wired network. It is also assumed that ENB and the node above the ENB will have security association to protect the signalling messages between them. Since the NAS messages and the user data are protected between the UE and the node above ENB, a compromised ENB cannot inject packets on behalf of the UE.

2.        Packet modification attacks

· It is assumed that AS signalling messages (between the UE and the ENB) are integrity protected and NAS signalling (between the UE and the node above ENB) and the user data are ciphered and/or integrity protected. Therefore packet modification attacks can be observed and the modified packets can be discarded in the radio network as well as in the wired network. The signalling between the ENB and the node above ENB are protected using security associations, hence, packet modification attacks between them can be observed and the modified packets can be discarded. Since the NAS messages and the user data are protected between the UE and the node above ENB, deliberate manipulation of the packets by the compromised ENB can be observed and false messages can be discarded.
3.        Packet eavesdropping

· It is assumed that, user identification/location related parameters in the NAS signalling messages (between the UE and the node above ENB) and the user data are ciphered, so that the attacker cannot listen to the data. The signalling between the ENB and the node above ENB are protected using security associations; therefore, packet eavesdropping between them is not possible. 

4.        Compromised ENB keying material or stolen ENB

· We assume the key for integrity protection of the AS signalling between the UE and the ENB is unique to each ENB, so in case an ENB is compromised, then the attacker can only attack the RAN side. This attack is considered to be similar to RF jamming. The shared secret keys between the ENB and the network can be protected by storing the key in the tamper resistant chip and cannot be read even if the ENB is compromised. 

5.        (D)DoS attacks against ENB from the network

· It is assumed that the ENBs will trust other nodes using authentication and then create security association. All the signalling messages are protected and exchanged using the security association. 

6.        (D)DoS attacks against ENB from UEs

· It is assumed that the AS signalling are integrity protected after the authentication between the UE and the ENB using unique key, so (D)DoS attack can be minimized. 

7.        (D)DoS attacks against network through ENBs

· It is assumed that the UE use the NAS integrity protection to secure all the NAS signalling, so it makes no sense if compromised ENB changes the NAS signalling messages. Also the signalling between the ENB and the node above ENB are protect using security associations, so (D)DoS attack between them is not possible.
5 Conclusion and recommendation

In this contribution we have analysed the UMTS security requirements and based on that, derived the following security requirements:

DR1
The LTE radio access system shall support ciphering of the the long temporary identity (P-TMSI) at allocation time

DR2
The LTE radio access system shall support ciphering of the NAS signalling information related to the establishment of additional IP connectity access services
DR3
The LTE radio access system shall support ciphered transfer of user data on the Uu interface

DR4
The LTE radio access system shall support means to prevent unauthorised access to user data from the radio site equipment as well as on the transmission links
DR5
The LTE radio access system shall support integrity protection both for AS & NAS signalling

DR6
The LTE radio access system shall support mutual authentication (UE and network) to protect against unauthorised access to services
DR7
The LTE radio access system shall provide means to prevent theft of security keys allowing unathorised access to services

We would appreciate to obtain confirmation whether or not our assumption is correct that LTE it should support the network option to disable ciphering of control and user data.

Furthermore, we have reviewed a number of security solutions to determine to what extend they are able to meet the previous requirements. This analysis resulted in the following security architectural requirements:

AR1
Integrity protection of NAS signalling shall be performed in a node above the ENB

AR2
The key used to integrity protect the AS signalling should be valid only in a single ENB

Finally, even though we believe it is feasible to prevent unauthorised access to user data and signalling, we can accept to exclude architectures in which
· Ciphering of user data is performed by the ENB

· Ciphering of NAS signalling is performed by the ENB
Finally, analysis of the threats identified in [2] revealed no security issues for the LTE/SAE security architecture that we propose.
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7 Security threats in UMTS (Annex)

7.1 Security threats as specified in 21.133

6.1
Threats associated with attacks on the radio interface
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6.1.1
Unauthorised access to data

· T1a
Eavesdropping user traffic: Intruders may eavesdrop user traffic on the radio interface.

· T1b
Eavesdropping signalling or control data: Intruders may eavesdrop signalling data or control data on the radio interface. This may be used to access security management data or other information which may be useful in conducting active attacks on the system.

· T1c
Masquerading as a communications participant: Intruders may masquerade as a network element to intercept user traffic, signalling data or control data on the radio interface.

· T1d
Passive traffic analysis: Intruders may observe the time, rate, length, sources or destinations of messages on the radio interface to obtain access to information.

· T1e
Active traffic analysis: Intruders may actively initiate communications sessions and then obtain access to information through observation of the time, rate, length, sources or destinations of associated messages on the radio interface.

6.1.2
Threats to integrity
· T2a
Manipulation of user traffic: Intruders may modify, insert, replay or delete user traffic on the radio interface. This includes both accidental or deliberate manipulation.

· T2b
Manipulation of signalling or control data: Intruders may modify, insert, replay or delete signalling data or control data on the radio interface. This includes both accidental or deliberate manipulation.

NOTE:
Replayed data which cannot be decrypted by an intruder may still be used to conduct attacks against the integrity of user traffic, signalling data or control data.

6.1.3
Denial of service attacks

· T3a
Physical intervention: Intruders may prevent user traffic, signalling data and control data from being transmitted on the radio interface by physical means. An example of physical intervention is jamming.

· T3b
Protocol intervention: Intruders may prevent user traffic, signalling data or control data from being transmitted on the radio interface by inducing specific protocol failures. These protocol failures may themselves be induced by physical means.

· T3c
Denial of service by masquerading as a communications participant: Intruders may deny service to a legitimate user by preventing user traffic, signalling data or control data from being transmitted on the radio interface by masquerading as a network element.

6.1.4
Unauthorised access to services

· T4a
Masquerading as another user: An intruder may masquerade as another user towards the network. The intruder first masquerades as a base station towards the user, then hijacks his connection after authentication has been performed.

7.2 Security threats as specified in 33.102

5.1
Network access security
5.1.1
User identity confidentiality

· user identity confidentialitythe property that the permanent user identity (IMSI) of a user to whom a services is delivered cannot be eavesdropped on the radio access link;

· user location confidentiality: the property that the presence or the arrival of a user in a certain area cannot be determined by eavesdropping on the radio access link;

· user untraceability: the property that an intruder cannot deduce whether different services are delivered to the same user by eavesdropping on the radio access link.

5.1.2
Entity authentication

· user authentication: the property that the serving network corroborates the user identity of the user;

· network authentication: the property that the user corroborates that he is connected to a serving network that is authorised by the user's HE to provide him services; this includes the guarantee that this authorisation is recent.

5.1.3
Confidentiality
· cipher algorithm agreement: the property that the MS and the SN can securely negotiate the algorithm that they shall use subsequently;

· cipher key agreement: the property that the MS and the SN agree on a cipher key that they may use subsequently;

· confidentiality of user data: the property that user data cannot be overheard on the radio access interface;

· confidentiality of signalling data: the property that signalling data cannot be overheard on the radio access interface;

5.1.4
Data integrity
· integrity algorithm agreement: the property that the MS and the SN can securely negotiate the integrity algorithm that they shall use subsequently;

· integrity key agreement: the property that the MS and the SN agree on an integrity key that they may use subsequently;

· data integrity and origin authentication of signalling data: the property that the receiving entity (MS or SN) is able to verify that signalling data has not been modified in an unauthorised way since it was sent by the sending entity (SN or MS) and that the data origin of the signalling data received is indeed the one claimed;

5.1.5
Mobile equipment identification
· The SN may request the MS to send it the IMEI or IMEISV of the terminal. The IMEI should be securely stored in the terminal. However, the presentation of this identity to the network is not a security feature and the transmission of the IMEI or IMEISV may be unprotected. Although it is not a security feature, it should not be deleted from UMTS however, as it is useful for other purposes.

7.3 Security threats identified in [2]

In [2], the following security threats have been analysed:
· Packet injection attacks
· Packet modification attacks
· Packet eavesdropping

· Compromised BS keying material or stolen BS

· (D)DoS attacks against BS from the network

· (D)DoS attacks against SN-C through BSs

In our understanding SA3 agreed that the above list of security threats should be used as the basis for analysing the LTE/SAE security architecture
8 Radio access functions (Annex)

This section provides background information about the assumed LTE AS/ RAN functional blocks which is considered helpful when considering the security threats and architecture. No specific details are provided about the signalling associated with each functional block. However, it should be possible to derive the associated signalling from the description of the functionality of each block
8.1 User plane

Identification of the user plane functions other than ciphering and integrity protection seems relatively straightforward:

· HARQ

· ARQ

· UP Header Compression

8.2 Control plane

The identification of the control-plane functions/ functional blocks other than ciphering and integrity protection seems less unambiguous. We identified the following main functional blocks:

· Idle mode mobility (network assisted & UE controlled mobility) and state management (cell update, signalling of (re-)selection control parameters, temporary identification, paging, state transition )

· Active mode mobility (UE assisted & network controlled mobility) and state/ connection management (Cell change order, handover, measurement configuration & reporting, idle period configuration, temporary identification, <sub>state transition)

· Radio Bearer Management (PDCP, ciphering, NAS integrity)

· Logical and Transport channel Management (ARQ, MAC-flow, transport channel, AS integrity)

· Cell specific radio resource management (admission control, actual resource allocation & scheduling, associated measurements)

· Common radio resource mananagement (coordination between cells, intra LTE- and possibly inter RAT)

The above functional blocks are assumed to cover all E-RRC functions, with the exception of a few ‘other’ functions e.g. system information broadcasting, broadcast/ multicast control.

Note 1
The RRC functions as specified in subclause 5.1 of 25.331 are all considered applicable except for the following: CBS control. For the moment no additional RRC functions have been identified.

Note 2
The E-MAC is considered to include both the MAC functions as specified in subclause 6.1 of 25.321 and the RLC functions as specified in subclause 5 of 25.322 with the exception of the following: ciphering. For the moment no additional E-MAC functions have been identified.
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