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1 Introduction

During discussion on architectures for the evolved RAN (Long Term Evolution, LTE) respectively the evolved System (System Architecture Evolution, SAE), RAN2 and RAN2 crossed the question where RRC-like signalling should be terminated in the new system. When assessing this question, we identified a specific scenario where assessment by security experts will be required

2 Enterprise Premises Scenario

The following scenario is considered here:
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Figure 1: Deployment of evolved NodeBs in Enterprise Premises scenario

Some main aspects in this scenario:

· NodeBs are mounted on the premises of an enterprise customer, in buildings not owned by the PLMN operator or on a campus not owned by the PLMN operator

· It is expected that connection to these NodeBs is organised via a central link and distribution of data to NodeBs is (re-)using existing infrastructure on the premise(e.g. Ethernet)

· PLMN operator may have only limited access to the NodeBs, e.g. access restriction according to time of day (access only during business hours) or access is subject to individual request

· NodeBs may be mounted according to the needs of the existing structure of the buildings and the usage of the buildings, e.g. in service rooms, in mezzanine floors, in rarely accessed areas etc.

· NodeBs may be small in size and not well protected against physically intrusion (e.g. intrusion possible with common tools)

3 Possible Security Threat

There are proposals for LTE/SAE that RRC-like signalling (i.e. signalling between the UE and the network, including the signalling of maximum allowed resources) would be terminated and processed inside NodeB. Siemens identified that there might be a possible threat in such case, in particular in case of the Enterprise Premises Scenario described above:

· Some intruder may gain untraceable physical access to some of the installed NodeBs

· Such intruder may open the NodeB, physically access the internal boards and gain access to the RRC processing, possibly above the level where RRC messages are ciphered or integrity protected.

· He may subsequently alter the allocation of resources to a particular UE or a group of UEs (note: it is expected that association of RRC contexts with UEs/users is protected by means of e.g. P-TMSI). This may include increasing the radio resources for (groups of) UE(s) or inhibiting radio resources for (groups of) UE(s).

4 Question to Security experts

Siemens is seeking clarification on the questions:

· Q1: Is the intrusion scenario described above deemed realistic?

· Q2: Does such intrusion exhibit a serious security threat?

· Q3: Is termination and processing of RRC-like signalling at NodeB location acceptable?

5 Proposal

We propose to include the scenario from above in a LS to SA3, as this group is deemed suited best to assess security aspects, and encourage them to express their view.
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