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1. Introduction

The support of User Identity Confidentiality is a key feature in the 3GPP system in order to avoid visibility of the permanent user identity as much as possible. The principles of the current concept for UMTS are summarized in the following paragraphs. In a second step it is argued that today’s security features with regards to User Identity Confidentiality shall be kept for SAE/LTE as well. For simplicity reasons no distinction is made between TMSI and P-TMSI.
2. Discussion

2.1 Principles for UMTS
In order to avoid the transmission of the permanent user identity (IMSI) during UE-network signalling activities (attach, paging, area update, service request, connection re-establishment etc.) on the radio access link, a temporary identifier (TMSI) is allocated to the UE. The relation between the permanent and the temporary UE identifier has to be kept in the visited CN node (SGSN). 
2.2 TMSI re-allocation
In order to keep a high level of confidentiality, the temporary identifier needs to be changed in a regularly way. Re-allocation of the temporary identifier may be performed by the CN node at any time. Typically it is performed implicitly during area change. If the CN node triggers the TMSI re-allocation it expects an acknowledgement by the MS. In case a new TMSI was assigned the old relation between IMSI is TMSI is replaced by the new one in the visited CN node. If no acknowledgement is received the network shall maintain the old and the new association between the TMSI and IMSI. 
To further increase the user’s identity confidentiality the MS is forced to perform a periodic registration area update in case no other signalling activities have been taken place [3]. 

The TMSI allocation procedure shall be allocated only in ciphered form [1].
TMSI and the corresponding area need to be stored on the SIM.

2.3 TMSI usage

The TMSI provides user’s identity confidentiality when the MS attempts to establish a secured signalling relation with the network. This is needed as no secured signalling relation exists between the MS and the network right from the beginning. Note that the RNTI (Temporary Identifier within UTRAN) differs from the TMSI in a way that it is allocated after a secured signalling relation is established and is either used to distinguish UEs within a cell on shared resources (h-RNTI, e-RNTI) or to identify UEs within or between RNSs at cell change. 
The TMSI is unique in a registration area, which allows addressing of nodes keeping MM context in case of registration area changes, i.e. TMSI + registration area uniquely identifies the respective node.  

For Iu-flex a numbering subspace of the TMSI (NRI - Network Resource Identifier) it utilized to resolve the serving CN node in the RAN. 
3. Proposal
Considering the principles of User Identity Confidentiality in the 3GPP system it is proposed to keep the User Identity Confidentiality feature for SAE/LTE. 
It is proposed to agree on the main aspects of the User Identity Confidentiality for SAE/LTE:
· In SAE/LTE the protection of the permanent user identity (IMSI) in signalling procedures is performed with a temporary identifier (TMSI), which is unique in a registration (tracking) area. The relation between the temporary identifier and the IMSI in known on the MS and the visited CN node.
· In SAE/LTE the re-allocation of the TMSI may be performed explicitly with the TMSI re-allocation procedure, which is triggered by a CN node, and has to be performed implicitly during a registration (tracking) area update.
· In SAE/LTE the TMSI is communicated to the UE on a ciphered signalling link only. 
· Utilising the temporary identifier (TMSI) for load sharing/redundancy mechanisms is expected for SAE/LTE as well. 
Further, as RAN2 and RAN3 is tasked to work on intra-access LTE_IDLE concepts, it is proposed to liaise to SA2 on the outcome of the discussion based on the agreements of the main aspects in this document, suggesting to reflect this discussion in TR 23.882.
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