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1. Introduction
This document aims at establishing that terminating security, retransmission, header compression and mobility-related RRC functions in a central node above Node B is beneficial for most of the goals of LTE, including, but not limited to: improved security, simplified signalling, reduced number of interfaces, lower latency, higher throughput and higher capacity.

1.1 Key Objectives of LTE

Support for Lossless and In-Order Delivery

Common transport protocols like TCP, UDP, RTP etc. were designed on networks based on wire-line technology. The properties of the wireless radio channel are, in many respects, fundamentally different from those of the wired channel. Throughput and latency characteristics as well as error characteristics differ enough to make many standard wire-line protocols perform poorly over a wireless channel. There has been a lot of effort invested in improving the protocols and, admittedly, also some success. There is, however, little or no guarantee that entities communicating over the E-UTRAN are equipped with the appropriate enhancements. They may, in fact, not even be aware that they are communicating over E-UTRAN or a wireless radio channel. By providing controlled lossless and in-order delivery, the radio channel can be appropriately managed and efficiently utilized without requiring RAT awareness and modification of higher layer protocols. To achieve lossless and in-order delivery of data, the network would incorporate an internal error detection/correction and retransmission scheme with sequencing. Previous studies have shown that a two-layer retransmission protocol design is more efficient and yield better performance than a single-layer structure [2]

 REF _Ref116169209 \r \h 
[4]. 

Support for Mobility

A key feature of LTE, as opposed to solutions for fixed wireless access, is good support for mobility; seamless mobility within LTE and between LTE and other 3GPP accesses. It is reasonable to assume that the LTE should not have worse mobility support than GSM and UMTS.

Security (ciphering and integrity protection)

UP and CP data contain sensitive information that need protection. In the UP, data such as personal information or business secrets need protection from unauthorized eyes and messages such as remote control commands or business transactions need protection from manipulation. Similar needs exist in the CP, where user’s identities, whereabouts and activities should be confidential and their accessing the system should be protected from manipulation. Unauthorized monitoring and manipulation is prohibited with ciphering and integrity protection, respectively.

Some UP security can be added on an end-to-end basis. However, not all applications support this mode of operation. Thus, one cannot rely on application layer support for either CP or UP data.

SA WG3 has agreed that security should be, at least, on par with UMTS for both UP and CP [1]. In addition, since the physical security of Node Bs is expected to decrease in the future, SA WG3 strongly recommends that security is terminated elsewhere in the network.

Latency

The performance of TCP/IP based applications is strongly dependent on the latency and the loss rate in a system. Thus, to achieve the high data rates targeted for LTE, low loss rate and low latency is required. Low latency is also required for interactive services and to some extent for voice and video communications. Simple signalling at session setup and handover, low round trip time (RTT), low protocol overhead and fast state transitions are key to obtaining low latency.

Capacity and Coverage

One of the central objectives of LTE is to provide higher data rates than current 3G systems do. Aside from using greater bandwidth and more power, spectral and signalling efficiency need to be improved. Spectral efficiency can be improved by means of, for instance, Macro Diversity and Multi-User Diversity, yielding increased capacity and/or coverage. Miscellaneous protocol headers introduce significant overhead. This reduces the efficiency of, in particular, the radio interface. Also the transport network would, however, benefit from reduced overhead. As a means to reduce the overhead, Header Compression (HC) has been found to enable considerable increase in network efficiency [3].  Increased protocol efficiency on the air interface directly translates into increased capacity; i.e. bits or power that is not used for overhead can be used for more payload. Alternatively one may trade capacity gain for increased coverage, particularly in early phases of a deployment.

1.2 Consolidation of Functions in Central Node

By consolidating the termination of:

· support for lossless and in-order delivery,

· RRC for mobility,

· security and

· header compression

in a central node (Figure 1, Page 3), a number of benefits are gained in the key areas identified above. In the following we describe some of these benefits and also note a few synergy effects.

Support for Lossless In-Order Delivery and Mobility

By terminating the support for lossless and in-order delivery of UP data in a central node, UP management is simplified considerably. In the case of handover, forwarding of UP data is not needed and relocation of UE context can, essentially, be avoided. It would be sufficient to restart only the lower layers of the protocol stack in the target Node B. This means that no UP interface is needed between Node Bs. Further, if RRC for mobility is also located in a central node, the CP interface between Node Bs can be removed too. That is, no interface is needed between Node Bs.

Security (ciphering and integrity protection)

Apart from simplifying signalling, termination of UP-lossless support and RRC in a central node also makes it easier to terminate ciphering and, if required, integrity protection of both UP and CP in a secure node [3] in accordance with the recommendation of SA WG3 [1].

Capacity and Coverage 

When UP ciphering is terminated in a central node, header compression need also be terminated in a central node. Thus, not only the radio interface, but also the transport network can benefit from the lower overhead with header compression. This is particularly useful for cascaded “last mile” links to Node Bs. Header compression can benefit from the lossless in-sequence delivery provided by the central node. Using the same sequence numbers for all functions minimizes the overhead for sequencing.
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Figure 1: Illustration of architecture with termination of lossless in-order delivery, mobility related RRC, security and header compression in a central node, hierarchically above Node B. 

Synergy Effects

Since no interfaces are needed between Node Bs if the support for lossless and in-order delivery is terminated in a central node, standardisation and testing of Node Bs is simplified without sacrificing performance. This shortens time-to-market, reduces the number of possible points of failures and improves interoperability.

The consolidation of termination of security and header compression, RRC for mobility and support for lossless in a central node also has positive implications on idle mode mobility management. Storing the UE context in the central anchor means that mobility management for UEs in LTE_IDLE is simplified. In LTE_IDLE, no context of inactive terminals needs to be kept in the Node B where the UEs were last active, nor does it have to relocated on cell changes. Also, upon returning to LTE_ACTIVE, no UE context needs to be recovered from the old Node B. Consequently, transition latency from LTE_IDLE to LTE_ACTIVE can be reduced for UEs that have changed cells during LTE_IDLE [5].
Latency
Latency wise, it is acknowledged that the outer retransmission loop for losslessness may have a longer RTT when it is terminated in a central node than when it is terminated in Node B. Retransmissions triggered by the function for lossless in-sequence delivery should, however, be infrequent enough to have negligible impact on UP performance. On the account of mobility management, longer RTT is compensated with less signalling. Overall, latency performance is neither considered to be an advantage nor a drawback of co-location of lossless in-sequence delivery, RRC for mobility, Security and HC in a central node.

2. Conclusions

Co-locating termination of lossless in-sequence delivery, RRC for mobility, Security and HC in a central node, has many benefits in areas that are important for LTE. It simplifies implementation of lossless handover, in-sequence delivery, compatibility and interoperability testing, improves mobility, capacity and coverage and makes it easy to implement high security for both the UP and the CP. 

3. Proposal

It is proposed that support for lossless and in-order delivery, RRC for mobility, Security and HC are terminated in the same node.

It is proposed that they are not terminated in Node B. 

If this is accepted, Ericsson volunteers to propose a text proposal for the functional-split table in TR 23.882 [6].
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