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1. Introduction
In the RAN3#44 meeting, [1][3] have shown the possible issue with related to the integrity de-synchronization between RNC and the UE after the relocation. This paper further discuss this issue and proposed alternatives to solve the issue.

2. Possible Integrity de-synchronization 
2.1 Current specification
NEC agreed that the potential issue pointed out by [1], [3] may exist in the current system.
However, in 25.331 chapter 14.12.4.2 SRNS RELOCATION INFO it is specified as shown below. 

	>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	For each SRB, this IE corresponds to the last value used or in the case activation time was not reached for a configuration the value equals (activation time -1). In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation.
	


It is therefore understood that the source RNC shall set the value of the RRC SN to the last value used i.e. the last value used before sending the RELOCATION REQUIRED message. So the node to “anticipate” the number of the NAS message transferring during the Relocation Preparation procedure would be the Target RNC. (Figure 1 below)
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Figure 1 NAS messages transmission during Relocation Preparation

At the point of time after the completion of the relocation, the “RRC SN+d1” in target RNC and “RRC SN+d2” in UE would be de-synchronised. If after this, there is one downlink NAS message to be transferred, the UE can refresh the COUNT-I as specified in chapter 8.5.10.1 of 25.331. (shown following)
3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

2.2 Possible Integrity de-synchronization

Even though the UE has a refreshment to align the COUNT-I with the network, as has been pointed out in [1], it has still a possible integrity de-synchronisation because of no NAS messages transferring during several consecutive relocations. (Note that this may depend on the frequency of the relocation and the “anticipated value” in the target RNC)
3. Solutions
The alternatives to solve the issue are shown below. (refer to [1][2][3][4] but not exactly the same)
· Alternative 1: The source RNC limit the number of the DL NAS messages transferred to the UE to “d1” (“d1” would be the number that the source RNC “anticipated”. This “d1” should be specified in RANAP). In order to do this, it should also modify to the 25.331 chapter 14.12.4.2 SRNS RELOCATION INFO so that the Downlink RRC Message sequence number IE is set to “last value used + margin value”. Therefore, this will change the spec from “anticipating in target RNC” to “anticipating in source RNC + discard message”, and this is opposite to the current specification.
· Alternative 2: The source RNC handle the DL NAS messages normally during the Relocation Preparation procedure. After the Relocation Preparation procedure, the source RNC indicate to the target RNC the number of transferred DL NAS messages[3][4]. NEC would prefer to use the same message for both CS and PS domain. In this case, a new message that proposed in [4], Uplink UE SPECIFIC INFORMATION INDICATION message is proposed.
4. Proposed Solution to be accepted for Rel5 and Rel6 

For Rel5:
NEC would like to propose to accept the alternative 1 as the solution for Rel5. If this is agreeable.  draft CR [2] can be the base for the real CR.
For Rel6: 
NEC would like to propose to accept the alternative 2 as the solution for Rel6.
As the proposed changes would impact on the RAN2 specification (i.e. 25.331), it would be preferable to discuss this in RAN2 rather than just decide base on RAN3 own discussion.
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