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1 Introduction

During the off-line discussions, we reached mutual agreement on why download might be needed, different implementations and their implications to the state model and definitions that simplified the discussions.

We agreed to present a discussion paper describing the arguments that lead to the state model proposed in R3-041392.

2 Download Requirements

All faults, inconsistencies and ambiguities in the Iuant specificiations will not be identified until extensive inter-operability testing has been performed for a substantial subset of the RET devices:

· Testing each RET device in the lab.

· Testing all RET devices against each Node B implementation.

· Testing multiple Node B implementations against each RET device.

In this light, software download to a RET device is intended to solve three different problems:

· In case the Iuant specification needs to be updated because it is flawed.

· In case an implementation needs to be updated because it is flawed.

· Adding functionality.

The first will almost certainly concern both layer 2 and layer 7. We do not anticipate that the third will require layer 2 changes. We agreed that we should allow implementers the freedom to support only layer 7 updates or both layer 2 and layer 7 updates (download is optional anyway).

3 Terminology

· Boot code
Code that verifies the validity of one, or more, application codes and starts executing one of them.

· Thin boot code
Boot code that does not include support for layer 2 and software download.

· Fat boot code
Boot code that includes support for layer 2 and software download.

· Download-only application
Application that handles layer 2 and only software download functionality on layer 7.

· Non-download application
Application that only handles layer 7 functionality, excluding software download functionality.

· Full application
Application that handles both layer 2 and layer 7 including software download functionality.

4 Possible Implementations

We discussed various implementation possibilities and agreed that the download and state model must support the following three solutions:

· Fat boot with one non-download application.

· Thin boot with two full applications.

· Thin boot with one download-only application and one non-download application.

The difference between the last two solutions is that the latter will use less memory.

We discussed the possible failure cases leading to a situation where the thin boot alternatives end up without any application to execute. We saw four alternatives:

· Wrong file
Vendors must protect themselves from accepting invalid files. One possible solution is to use a checksum and various fixed, vendor specific, magic codes contained in the file.

· Modified flash file
Vendors must protect themselves in the same way as for software download. One possible solution is to use a checksum.

· Failed or interrupted software downloads
Vendors must protect themselves in the same way as for modified flash files.

· Software bugs
Vendors must verify that the software download functionality works.

Firstly, we know that checksums do not provide 100% protection. However, with appropriate checksum algorithms, the probability that a change is undetected should be less than 10(9, which should be acceptable.

Secondly, we know that verification will never find all problems. While this is true, it is extremely unlikely that verified software will be unable to download a new version immediately after reset.

5 State Model Implications

The Node B will not be aware of the implementation used in the RET device. All alternatives provide identical interfaces, except for the rare failure cases. 

5.1 Fat boot with one non-download application

The boot code will handle address assignment issues. Normally, there will be an application code and the boot code will transition to it after Link Establishment, ending up in the state OperatingMode.

In case of a modified flash or failed download, the boot code will automatically transition to the state DownloadMode. The Node B will identify this since for all non-download Elementary Procedures the RET device will respond with the return code ApplicationSoftwareMissing.

5.2 Thin boot with two full applications

The boot code will choose one of the two applications. It might use a download counter to choose the latest downloaded application. Furthermore, it might use a watchdog-reset counter to refrain from starting the same application every time if it keeps crashing.

After Link Establishment, the RET device will always end up in the state OperatingMode.

The RET device must ensure that it only downloads to the inactive application code area of the flash, thereby preventing a situation where there is no application code in either flash file area.

If the Node B wants to use a previously downloaded code, it must download it again. The RET device can neither provide the identity of the inactive code, nor be ordered to use it next time.

5.3 Thin boot with a download-only application and a full application

The boot code will normally choose the full application. If the full application is missing, the boot code will choose the download-only application and it will behave like the fat boot code.

The exact solution used to make the Node B select the appropriate file, either the download-only application file or the full application file, is left to the vendor. One possibility is to have a single file containing both parts, allowing the RET device to choose the relevant part. Another possibility is to modify the information returned by the Elementary Procedure GetInformation.

6 Conclusion and Proposal

We kindly ask RAN3 to consider the given background information.

We believe that the state model proposed in R3-041392 allows sufficient implementation freedom without adding a burden to the Node B.


































































































































