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1 Purpose

This paper clarifies the provision of the ciphering key in the source to target container when the ciphering has not been started in the source RNC.

2 Description

There are two ambiguous cases in the provision of the Ciphering Key IE in the source to target container when an intra-system relocation takes place:

· the case where no Encryption Information IE had been previously received in the SM Command when SMC procedure took place before, (1.a)
· the case where the Encryption Information IE had been received but the RNC had selected ‘no encryption’ and decided to not start ciphering (1.b).

In these two cases, the ciphering has not been started in the source RNC when the intra-system relocation takes place.

According to the current text, 

Only in case of intra-system relocation, the Source RNC to Target RNC Transparent Container IE shall include the Ciphering Key IE for the signalling data from the last received domain on which the Security Mode Control procedure has been successfully performed, and the associated Chosen Encryption Algorithm IE that has been selected for this domain.

In cases 1.a and 1.b, the Security Mode Control procedure has been successfully performed and one can interpret that the source RNC shall provide the key.
However, in case 1.a, the RNC has never received the key (which is normally provided within the Encryption Information IE) and is therefore not capable to include it in the container or could provide a wrong key instead.

Also, in case 1.b, the RNC had received the key but since the ciphering has never been started, the key may not be available any longer at relocation time (there is no text in the SMC procedure which mandates to store the key and received algorithm, and also the key is no more useful).

Therefore the text is wrong and need to be changed. Two backwards-compatible solution seem possible:
3 Backwards Compatible Solution 1
For the case 1.a, the text should be changed to allow the RNC to not include the Ciphering Key IE in the source-to-target container in this case.
For the case 1.b, it is proposed, to the opposite, that the key shall be considered available at time of relocation, even if ciphering had not been started. This is because the opposite would lead to a non-backwards compatibility explained below:
Even if not useful, if the key is not provided in the container in case 1.b, it will force the target RNC to not include any chosen encryption algorithm IE in the Relocation Request Ack message according to March’04 CR645:

In case of intra-system relocation, the RNC shall include the Chosen Integrity Protection Algorithm IE (Chosen Encryption Algorithm IE respectively) within the RELOCATION REQUEST ACKNOWLEDGE message, if, and only if the Integrity Protection Key IE (Ciphering Key IE respectively) was included within the Source RNC-to-Target RNC transparent container IE.
 However, in scenario 1.b, the target RNC was mandated prior to the CR645, to include the chosen encryption algorithm IE in the Relocation Request ack message because of the presence of the Encryption Information IE in the Relocation Request message.

Not having the key in the container would therefore create a non-backwards compatibility issue in the Resource Allocation procedure.

4 Backwards Compatible Solution 2

Another solution is to interpret cases 1.a and 1.b so that the key shall not to be provided in these two cases. This means for case 1.b that the source RNC is not assumed/obliged to store the Encryption Information IE received in the Security Mode Command message when ciphering is not started.
In that case, in order to not create a backwards compatibility issue, the CR645 must be revised to loose the condition of inclusion of the Chosen Encryption Algorithm IE in the Relocation Request Ack message into:

 In case of intra-system relocation, the RNC shall include the Chosen Integrity Protection Algorithm IE (Chosen Encryption Algorithm IE respectively) within the RELOCATION REQUEST ACKNOWLEDGE message if the Integrity Protection Key IE (Ciphering Key IE respectively) was included within the Source RNC-to-Target RNC transparent container IE. If the Ciphering Key IE was not included within the Source RNC-to-Target RNC transparent container IE, the RNC may include the Chosen Integrity Protection Algorithm IE in the RELOCATION REQUEST ACKNOWLEDGE message.
5 Conclusion and Proposal  

It is proposed to agree on one of the two backwards compatible solutions highlighted above:

Solution 1: the ciphering key shall not be provided in scenario 1.a and shall be provided in scenario 1.b. The attached CR693 in Tdoc 1094 reflects this agreement.

Solution 2: the ciphering key shall not be provided in scenario 1.a and 1.b. The attached CR694 in Tdoc 1095 reflects this agreement.
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