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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This present document is for the 3GPP Release 6 Work Item “Support of Subscriber & Equipment Trace in UTRAN”(see [1]). 

The purpose of the present document is to aid TSG RAN WG3 to standardise the signalling on UTRAN interfaces for the support of the Subscriber & Equipment Trace functionality.

This document is intended to gather all information in order to compare the solutions and to draw a conclusion on the way forward.

This document is a ‘living’ document, i.e. it is permanently updated and presented to TSG-RAN meetings.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TD RP-030355: "Proposed WI on Subscriber and Equipment trace".

[2]
3GPP TS 32.421: "Subscriber and equipment trace: Trace concepts and requirements"

[3]
3GPP TS 25.413: "UTRAN Iu interface RANAP signalling"

[4]
3GPP TS 32.422: "Subscriber and equipment trace: Trace control and Configuration Management"

[5]
3GPP TS 25.423: "UTRAN Iur interface RNSAP signalling"

[6]
3GPP TS 23.236: "Intra-domain connection of Radio Access Network (RAN) nodes to multiple Core Network (CN) nodes"
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [2] apply.

For the purposes of the present document, the following terms and definitions apply.

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CN
Core Network

GERAN
GSM/EDGE Radio Access Network
EM
Element Manager

IE
Information Element
IMEI
International Mobile Equipment Identity
IMEISV
IMEI Software Version

IMSI
International Mobile Subscriber Identity

MS
Mobile Station

NE
Network Element

NM
Network Manager

OS
Operation System

QoS
Quality of Service

RANAP
Radio Access Network Application Part

RF
Radio Frequency

RNC
Radio Network Controller

RNS
Radio Network Subsystem

SRNC
Serving RNC
SRNS
Serving RNS
TMN
Telecom Management Network

UE
User Equipment
UMTS
Universal Mobile Telecommunications System

UTRAN
Universal Terrestrial Radio Access Network

4
Introduction

At the 3GPP TSG RAN #20 meeting, the Work Item Description on “Support of Subscriber & Equipment Trace in UTRAN” was approved [1].

Subscriber and Equipment Trace provides very detailed information at call level on one or more specific mobile(s). This data is an additional source of information to Performance Measurements and allows going further in monitoring and optimisation operations.

Trace is activated on user demand for a limited period of time for specific analysis purposes.

Trace plays a major role in activities such as determination of the root cause of a malfunctioning mobile, advanced troubleshooting, optimisation of resource usage and quality, RF coverage control and capacity improvement, dropped call analysis, Core Network and UTRAN end-to-end UMTS procedure validation.

The capability to log data on any interface at call level for a specific user (e.g. IMSI) or mobile type (e.g. IMEI or IMEISV) allows getting information such as perception of end-user QoS during his call (e.g. requested QoS vs. provided QoS), correlation between protocol messages and RF measurements, or interoperability with specific mobile vendors.

If Performance Measurements are mandatory for daily operations, future network planning and primary trouble shooting, Subscriber and Equipment Trace is the easy way to go deeper into investigation and UMTS network optimisation.

In order to produce this data, Subscriber and Equipment Trace are carried out in the NEs, which comprise the network. The data can then be transferred to an external system (e.g. an Operations System (OS) in TMN terminology, for further evaluation).

In the case of UTRAN, Subscriber and Equipment Trace is supposed to be carried in the RNCs and not in the Node Bs (see [2]).
5
Requirements

1
The UTRAN shall provide signalling support to fulfill the requirements on Subscriber and Equipment Trace as defined in [2]. Exceptions to this general requirement are detailed in this section.

2
For Management Activation in the UTRAN, the solution shall not rely on systematically providing the IMEI or IMEISV for each Iu signalling connection.
Note: This is contrary to [2] subclause 5.3.2:
The Trace Recording Session can start only when the IMSI (in case of subscriber trace), the IMEI / IMEISV (in case of MS trace) or public ID (in case of IMS) is made available in the NE. In order to trace the early phases of the call the IMSI (in case of subscriber trace), the IMEI / IMEISV (in case of MS trace) or public ID (in case of IMS) shall be made available to the NE as soon as practically possible.
E.g. the IMSI and IMEI / IMEISV shall be made available to both Serving RNC and Drift RNC."

6
Study Areas

6.0
Introduction on Activation Mechanisms

In [2], two different activation mechanisms have been defined: Management Based Activation and Signalling Based Activation. These two activation mechanisms rely on two different techniques called "Trace Parameter Configuration" and "Trace Parameter Propagation". See the following excerpt of 3GPP TS 32.421 for a detailed definition:

Excerpt of 3GPP TS 32.421 §3.1

management activation/deactivation: Trace Session is activated/deactivated in different NEs directly from the EM using the management interfaces of those NEs

signalling based activation/deactivation: Trace Session is activated/deactivated in different NEs using the signalling interfaces between those elements so that the NEs may forward the activation/deactivation originating from the EM

[..]

Trace Parameter Configuration: a technique whereby a request for tracing a certain subscriber or MS is sent by the EM to the network element for execution.

Trace Parameter Propagation: a technique by which the NE processes the trace configuration (received from the EM or another NE) and sends it to the relevant network element(s) via signaling interface(s).

End of Excerpt

The relationship between Management Based Activation and Signalling Based Activation mechanisms on the one hand and the "Trace Parameter Configuration" and "Trace Parameter Propagation" on the other hand has been further clarified in § 4.2 of [2] as follows:

Excerpt of 3GPP TS 32.421 §4.2

There are two types of activation, management based activation and signalling based activation.

Figure 4.A represents the high-level view of the architecture of Trace management based activation/deactivation. This figure is only showing the interfaces in principlea high-level view. Details of Trace activation/deactivation are defined in 3GPP TS 32.422.
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Figure 4.A:  Architecture for Management Based Activation/Deactivation

Figure 4.B represents the high-level view of the architecture of signalling based activation/deactivation. This figure is only showing the interfaces in principle. Details of Trace activation/deactivation are defined in 3GPP TS 32.422.
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Figure 4.B: Architecture for Signalling Based Activation/Deactivation

End of Excerpt

Further details are given in [4] on the different Trace Activation mechanisms:

· It is clarified in section 4.2.3 that, for Signalling Based Activation, in the case of UTRAN, it is not possible to invoke Trace Session at the EM (UTRAN).
So, from an RNC perspective, the Signalling Based Activation can only be achieved via the Trace Parameter Propagation (Trace Parameter Configuration is not used) and the Trace Parameter Configuration for the RNC is used only for the Management Based Activation in the RNC (no Trace Parameter Propagation).

6.1
Management Based Activation

6.1.1
Introduction

Management Based Activation means that the Trace Session in the RNC is activated/deactivated directly from the RNC Element Manager using the Trace Parameter Configuration over the management interface.

The RNC is configured by the RNC Element Manager to trace a given Subscriber or a given Equipment. In R99, the CN provides to the RNC the IMSI for an Iu connection using the COMMON ID message. Thus, it is possible to perform Management Activation on the IMSI with R99 protocols on UTRAN interfaces. So, further study is needed only for Management Activation on the IMEI/IMEISV.

6.1.2
Solution 1

6.1.2.1
General Principles

The only possibility to fulfil the requirement 2 is to leave to the CN the checking of the IMEI/IMEISV on a per-connection basis. To enable that, the RNC needs to be able to send the Trace Configuration to the CN, which will necessitate a new RANAP message.

The CN shall then activate a Trace Recording Session in the RNC whenever needed according the Trace Configuration. This can be done by re-using the CN INVOKE TRACE RANAP message to trigger a Trace in the concerned RNC only for the concerned Equipment.
6.1.2.2
Overall Scenario
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1
The RNC Element Manager sends a command to configure a Trace in the RNC.
The Trace is identified by a Trace Reference (which is globally unique according to [2]). The identity of the UE(s) to be traced are included in this Trace Configuration. This can be e.g. a single IMEI(SV) or a mask on the IMEI(SV).
2
The RNC sends a RANAP message including the Trace Reference and the identity of the UE(s) to be traced. It is proposed to use a new RANAP message for that as no existing message can be re-used.
The actual format of the message(s) used in this step 2 is described in greater details in section 6.1.2.3.2.
It may also be beneficial to include other parameters in this message, but this is left FFS for the time being.
3
For each UE, the CN checks the IMEI(SV) against the information provided in step 2. If the UE corresponds to an IMEI(SV) to be traced, then the CN sends the CN INVOKE TRACE message to the RNC containing the Trace Reference and the IMEI(SV) (the IMEI(SV) being necessary to easily identify the traced Terminal in the Trace Records generated by the RNC).
Although the IMEI(SV) will be provided over the Iu interface, this will happen only for a handful of UEs (those that are to be traced). So the solution answers requirement 2 as the IMEI(SV) is not sent systematically over the Iu interface for each connection, it happens only when needed for UE tracing based on IMEI.
6.1.2.3
Details on the solution

6.1.2.3.1
Step 1

Void.

6.1.2.3.2
Step 2

This section deals with the procedure used by the RNC to configure the CN (see step 2 of figure above). The procedure used for this purpose will be a Class 1 procedure to handle the failure cases.

Two approaches are possible for this procedure: RAN3 can either specify a "Trace-specific" procedure or a generic procedure (pretty much like the Information Transfer that was introduced in Rel-5 for Shared Networks). The selected approach is to use a generic procedure.
The initiating message has to be sent by the RNC to all the CN Nodes connected to it as follows:

-
When a Trace Session is (de)activated in the RNC.

-
When there has been a disconnection of the Iu interface.

The following parameters are necessary:

-
Trace Reference.

-
List of IMEI(SV)s to be traced by the RNC.

The messages used would have the following format:
9.1.xx
UPLINK INFORMATION TRANSFER INDICATION
This message is sent by the RNC to the CN in order to transfer specific information. The nature of the information to be transferred is indicated within the Information Transfer Type IE.

Direction: RNC ( CN.

Signalling bearer mode: Connectionless.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Information Transfer Type
	M
	
	9.2.1.xx
	
	YES
	reject

	Information Transfer ID
	M
	
	9.2.1.55
	
	YES
	reject

	CN Domain Indicator
	M
	
	9.2.1.5
	
	YES
	reject

	Global RNC-ID
	M
	
	9.2.1.39
	
	YES
	reject


9.1.xy
UPLINK INFORMATION TRANSFER CONFIRMATION
This message is sent by the CN to the RNC to report the successful outcome of the UPLINK INFORMATION TRANSFER INDICATION message.

Direction: CN ( RNC.

Signalling bearer mode: Connectionless.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Information Transfer ID
	M
	
	9.2.1.55
	
	YES
	ignore

	CN Domain Indicator
	M
	
	9.2.1.5
	
	YES
	Ignore

	Global CN-ID
	O
	
	9.2.1.39
	
	YES
	Ignore

	Criticality Diagnostics
	O
	
	9.2.1.35
	
	YES
	ignore


9.1.xz
UPLINK INFORMATION TRANSFER FAILURE

This message is sent by the CN to the RNC to report the unsuccessful outcome of the UPLINK INFORMATION TRANSFER INDICATION message.

Direction: CN ( RNC.

Signalling bearer mode: Connectionless.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Information Transfer ID
	M
	
	9.2.1.55
	
	YES
	Ignore

	CN Domain Indicator
	M
	
	9.2.1.5
	
	YES
	ignore

	Global CN-ID
	O
	
	9.2.1.39
	
	YES
	ignore

	Cause
	M
	
	9.2.1.4
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.35
	
	YES
	ignore


In which the Information Transfer Type IE would be defined as:

9.2.1.x1
Information Transfer Type

Indicates the type of information that the RNC requests to transfer.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Choice Information Transfer Type
	
	
	
	

	>Trace Session Information
	O
	
	9.2.3.xx
	


9.2.1.x2
Trace Information

Indicates the information on a Trace Session activated by Management in the RNC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Trace Reference
	M
	
	9.2.1.8
	

	Trace Activation Indicator
	M
	
	ENUMERATED (

Activated, Deactivated)
	

	Equipments To Be Traced
	
	1..maxUEs
	
	

	>Equipment Identity
	M
	
	
	


The Trace Activation Indicator IE indicates whether the Trace Session identified by the Trace Reference IE has been activated or deactivated in the RNC.
The Equipment Identity IE is defined as a Choice between a list of IMEIs, a list of IMEISVs, a mask on the IMEI or a mask on the IMEISVs.

6.1.2.3.3
Step 3

This section deals with the actions in the CN and the RNC in the Step 3 of the figure above.

Actions in the CN:

When the CN Node is configured that a new equipment (based on IMEI or IMEISV) is to be traced by the UTRAN, then the CN will update its list of equipments to be traced by the UTRAN. This list will typically be a short list of IMEI (SV).

In solution 1, the CN Node is configured by the RNC using RANAP messages (see 6.1.2.3.2).

When a new Iu connection is established and the list of equipment to be traced by the UTRAN is not empty then the IMEI (SV) of the UE is checked against the list. If there is a match then the IMEI (SV) of the UE is included in a connection oriented massage towards the RNC.
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In solution 1, it is proposed to use the CN INVOKE TRACE message to transmit to the RNC the indication that this UE has to be traced.

Actions in the RNC:

When the RNC EM defines new equipment traces based on IMEI or IMEISV, then the RNC will update its list of equipment to be traced. This list will typically be a short list of IMEI (SV), which also includes the trace configuration and control data related to the trace.

When the RNC receives a message that includes IMEI or IMEISV then this indicates that the equipment involved in the call is to be traced. The RNC uses the IMEI(SV) in order to find the trace configuration and additional control data for the defined trace. If all the conditions for the trace are fulfilled then the RNC will start a Trace Recording Session.
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6.1.2.3.4
Intra-PLMN Iu Flex handling

All the CN Nodes that are connected to the RNC have to be configured with the list of equipments to be traced by the UTRAN. For this, the RNC has to send the list of UEs to be traced (i.e. initiate the step 2 described above) to all CN Nodes it is connected to.
6.1.3
Solution 2

6.1.3.1
General Principles

For equipment tracing, the checking of the IMEI/IMEISV is left to the CN on a per-connection basis. This is enabled by configuration of IMEI/IMEISV to be traced in the CN from the CN Element Manager. The RNC Element Manager will configure the RNC with the trace configuration and control data for the equipment trace.

When there is a match in the CN on the checking for traced Equipment then the RNC is informed about the IMEI/IMEISV to be traced with a connection oriented RANAP message. This will be the trigger that starts the Trace Recording Session in the RNC only for the concerned Equipment and if applicable according to the conditions in the RNC trace configuration.

6.1.3.2
Overall Scenario

6.1.3.2.1
Release 6 Solution
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1
The RNC Element Manager configures an Equipment Trace (Trace Activation) in the RNC.

2
The CN Element Manager configures an Equipment Trigger (IMEISV to be traced) in the CN.
The Equipment Trigger can be e.g. a single IMEI(SV) or a mask on the IMEI(SV).
3
For each UE, the CN checks the IMEI(SV) against the information provided in step 2. If the UE corresponds to an IMEI(SV) to be traced by any RNC, then the CN sends connection oriented RANAP message to the RNC containing the Trace Reference and the IMEI(SV) (the IMEI(SV) being necessary to easily identify the traced Terminal in the Trace Records generated by the RNC).
Although the IMEI(SV) will be provided over the Iu interface, this will happen only for a handful of UEs (those that are to be traced).
6.1.3.2.2
Possible Post-Release 6 Enhancement
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1
The Network Manager instructs the RNC Element Manager to configure an Equipment Trace (Trace Activation) in the RNC and instructs the CN Element Manager to configure an Equipment Trigger (IMEISV to be traced) in the CN.

2
This step is identical to the step 3 described in the subclause 6.1.3.2.1.
6.1.3.3
Drawbacks of Solution 2

Risk of inconsistency:

In the solution 2, the list of IMEI(s)/IMEISV(s) to be traced has to be configured via both the RNC EM and the CN EM. Thus, the consistency between the Trace Configuration in the UTRAN and the IMEI(s)/IMEISV(s) to be traced in the CN must be ensured by a human operator, or rather, in most cases, by several human operators, as, in general, operations of the CN and of the UTRAN are handled by separate teams in an operator's organisation. This creates a major risk of inconsistency in the provisioning resulting in e.g. not tracing the MS(s) that should have been traced in the first place.

This inconsistency risk is inexistent in the solution 1 as provisioning is done in one place only.

Solution out of scope of the possible enhancement of Solution 2:

The possible enhancement to solution 2 does not allow Management Activation at the RNC EM. This reduces the interest of the functionality as e.g. a UTRAN vendor is not able to trace a given MS without having to configure the CN at the same time. However, aside from that fact, it makes the solution out of scope when considering the concept defined in [2]. As a matter of fact, the Management Activation is defined as follows in the sub-clause 3.1 of [2]:

"management activation/deactivation: Trace Session is activated/deactivated in different NEs directly from the EM using the management interfaces of those NEs."

So there is no Management Activation/Deactivation from the NM.

SA5 SWG-D has however reviewed the proposed solution and considers this solution for release 6 to be acceptable, if the consistency between different management systems is ensured by the operator. See RAN3 LS question to SA5 in R3-031242 and LS answer from SA5 SWGD in R3-031267.
6.1.3.4
Details on the solution

6.1.3.4.1
Details on the different steps involved

The CN and RNC actions are the same as those detailed for solution 1 in 6.1.2.3.3 except for the following differences:

-
The list of equipments to be traced by the UTRAN is configured in the CN Node by its Element Manager (and not by the RNC).

-
The message sent by the CN Node to the RNC including an IMEI(SV) belonging to the list of equipments to be traced by the UTRAN is FFS.

6.1.3.4.2
Intra-PLMN Iu Flex handling

All the CN Nodes that are connected to the RNC have to be configured with the list of equipments to be traced by the UTRAN. One solution to achieve this would be to modify the CN O&M for Iu Flex.
6.1.4
Comparison of the 2 solutions

6.1.4.1
Fulfilment of SA5’s Requirements
Solution 1 cannot be assimilated to a "disguised" Signalling Based Activation: in Signalling Based Activation, the Trace Parameter Propagation is used to forward the Trace Configuration and Control Parameters to other NEs. In Solution 1, the activation of a Trace Session in the RNC is performed using the Trace Parameter Configuration and the Trace Configuration and Control Parameters are not forwarded to other NEs. In fact, the Trace Reference and the UE Identifiers (the only parameters forwarded to the CN Nodes) are Trace Identifiers and not Trace Configuration and Control Parameters as indicated in the TR in § 6.3 and in [4].
SA5 has reviewed Solution 2 and "found it acceptable if consistency between Management Systems is ensured by operator".

6.1.4.2
Handling of CS and PS Domains
For Solution 1, the RNC will have to configure both its MSC and its SGSN (if Tracing for RABs of both domains is of interest for a particular Trace Session) using the Iu Class 1 procedure mentioned in the step 2 in 6.1.2.2. If, for some reason, one of the CN Nodes rejects this procedure, then the RNC will have to handle this rejection. Several possible behaviors can be foreseen:
· Indicate the rejection to the RNC EM and proceed.

· Retry several times before indicating the rejection to the RNC EM and proceeding.

· Remove the list of UEs to be traced from all the other CN Nodes (using the same procedure) and indicate to the RNC EM that it was not possible to configure this Trace Session

For Solution 2, if Tracing for RABs of both domains is of interest for a particular Trace Session, then both the MSC and the SGSN have to be configured with the list of UEs to be traced by the RNC. Considering that is quite common for an operator to have different vendors for the CS and the PS domain, this would mean intervention of a human operator from the MSC EM and from the SGSN EM.In error situations, the human operator could decide to:
· Ignore the indicated rejection.
· Retry several times at CN Node EM.
· Remove the list of UEs to be traced from the other CN Node. In this case, the operator has to deactivate the Trace Session in the RNC via its EM if the trace configuration of the CN fails, this is however not related to the handling of both domains, but to Solution 2 itself as such an action would also have to be performed in the case of a single CN Node rejecting the configuration via its EM.
6.1.4.3
Iu Flex
For Solution 1, the RNC will have to configure all the CN Nodes it is connected to with the list of UEs to be traced by the RNC using the Iu Class 1 procedure mentioned in the step 2 in 6.1.2.2. If, for some reason, a CN Node rejects this procedure, then the RNC will have to handle this rejection. This mechanism already has to be implemented for the non Iu Flex case as the RNC has to be able to handle the possible rejection on either the Iu-cs or the Iu-ps. So, the foreseen extra effort is that error handling and coordination mechanism already existing for the non Iu Flex case has to be generalized to be able to handle more than 2 CN Nodes.

For Solution 2, all the CN Nodes connected to the concerned RNC have to be configured with the list of Equipments to be traced. It has been argued that this extra effort could be minimized by an OAM implementation that would allow to handle all the CN Nodes belonging to the same pool area with the same EM. This is true if the RNC belongs to only one pool area: in this case, there is no extra configuration effort associated to Iu Flex. However, as, according to [6] (see e.g. figure 1), a given RNC can belong to several pool areas, the Solution 2 would require an additional configuration effort in such network designs. Furthermore, if the solution for error handling is to remove the list of UEs to be traced from the other CN Nodes, this would mean an extra configuration effort in such network designs. So, an extra configuration effort can be foreseen in certain network designs, but it can be considered small or non-existent in most cases.

6.1.4.4
Network Sharing

In the case of MOCN (Multi Operator Core Network), in Solution 1, the RNC would automatically send the list of Equipments to be traced to all the CN nodes connected to it, just as it does in the case of Iu Flex. So, no further effort is foreseen.

However, if being impacted in such a manner is unacceptable for some CN operators, then a mechanism has to be found for handling that situation: this can be done by implementing in the RNC a mechanism controlling this flow towards the different operators CN Nodes or this can be as simple as handling the rejection from the CN Nodes of that operator (e.g. based on Criticality "reject" for a Class 1 procedure).

In Solution 2, in order to be able to track a given Equipment type in the RNC, it would mean that the CN Nodes of the different CN Operators would have to be configured with the list of Equipments to be traced. This additional impact would prove to be rather cumbersome from an operational point of view as the RAN Operator would have to ask from the CN Operators to configure their CN Nodes to identify the Equipments to be traced.

However, in the case one of the CN operators owns the UTRAN and shares it to other CN operators, the Solution 2 will not have any additional impact from the perspective of that RAN/CN operator.
Furthermore, since the CN Operators are in control of what is configured in their CN Nodes, they are able to refuse to configure this list of UEs to be traced. This could be seen by some CN Operators as an advantage.

However, it would be strange for a CN Operator to refuse such a request from a RAN operator as well-functioning UEs and Radio Access Network are in the best interest of both the CN and the RAN operators.

6.1.4.5
Source of mistakes

In the Solution 1, there is no possible source of inconsistency between what is configured in the RAN Node and what is configured in the CN Node(s). It's always possible to have a human mistake while configuring the list of UEs to be traced in the RNC EM.

On the other hand, the Solution 2 introduces a risk of inconsistency as captured in section 6.1.3.3. This is due to the possibility for human mistake while configuring the list of UEs to be traced in the differents EMs.
It was argued that implementations could minimize the possibility for mistakes by handling the MMI interface to both EMs on the same terminal. However, this is disregarding the case of most of the existing networks where RAN and CN equipments are provided by different vendors with different implementation choices that may not allow such a facility.

6.1.4.6
Complexity

From a specification effort point of view, it is clear that Solution 1 requires an additional effort in RAN3 in a Release 6 timeframe compared to Solution 2 as it requires the definition of a new RANAP procedure.

From a development effort point of view, it is quite difficult to compare the two Solutions as one is relying on existing OAM mechanisms which are implementation-specific. From a high-level point of view, one could assume that the efforts would be quite similar for the CN Node since the needed functionality is quite similar. For solution 2 the CN would however just reuse its already existing OAM functionality for the new parameter “List of equipment to be traced”. The additional functionality is the same and the proposed Solutions are quite similar:

· CN has to be configured with the List of Equipments to be traced in the UTRAN. This is done either using a new RANAP procedure (in Solution 1) or a new parameter in an already existing OAM mechanism (in Solution 2).
· CN analyses the IMEI(SV) of each mobile with an Iu connection and sends a message to the RNC for mobiles that are to be traced.
From the RNC point of view, there would be an additional effort in Solution 1 due to the introduction of the new RANAP procedure used to send the list of Equipments to be traced by the UTRAN to the CN.

In the rare case of a CN Node failure, a mechanism has to be implemented in the RNC to e.g. restore this information in the concerned CN Node or just inform the RNC EM of the situation.

From a configuration effort point of view, the Solution 2 brings an extra burden on the configuration efforts of the Operator as both the RNC and the CN Nodes have to be configured with the List of Equipments to be traced and this cannot be done via a single operation as in Solution 1. As captured in section 2.3 above, there could be an extra configuration effort in some rare Iu Flex scenarios.

6.2
Signalling Based Activation

6.2.1
Study of R99 Mechanism for the Iu interface
The Trace Configuration Propagation exists since R99 on the Iu interface and uses the CN INVOKE TRACE and CN DEACTIVATE TRACE messages for activating and deactivating a Trace Session in the RNC.

However, the current signalling needs to be studied to see whether it fulfils the requirements described in [2].

The CN INVOKE TRACE is defined with the following information in it:

-
Trace Type (Mandatory): An Octet String (1) whose meaning is defined as: "Coded as the Trace Type specified in 3GPP TS based on TS 12.08."

-
Trace Reference (Mandatory): An Octet String (2..3).

-
Trigger Id (Optional): An Octet String (3..22) which is typically an OMC Id.

-
UE Identity (Optional): which is either the IMSI or the IMEI.

-
OMC Id (Optional): An Octet String (3..22) which is "Coded as the OMC ID specified in UMTS TS based on TS 12.20".
The latest available version of 12.08 is v 5.1.1 in Release 96, this is not applicable for the Trace concept in a UMTS network. The "3GPP TS based on TS 12.08" would be one of TSs in the 32.42x series, most probably TS 32.422.

Trace Type:

As there is no existing 3GPP TS based on TS 12.08 in R99, Rel-4 and Rel-5, this may prove to be a problem: the IE is defined as being one octet, but this may prove to be inaccurate when considering the concepts being developed in [2].

The Trace Type is defined as follows in the TS 12.08:

Excerpt of GSM TS 12.08 §6.1

The Trace Type field contains the type of trace activated in the MSC or BSS. The trace type consists of the following components.

	8
	7
	6
	5
	4
	3
	2
	1

	Priority

Indication
	For future expansion (Set to 0)
	BSS Record Type


	MSC Record Type
	Invoking Event




Table 1: Invoking Events

	Bits
	Invoking Events

	2
	1
	

	0
	0
	MOC, MTC, SMS MO, SMS MT, PDS MO, PDS MT, SS, Location Updates, IMSI attach, IMSI detach

	0
	1
	MOC, MTC, SMS_MO, SMS_MT, PDS MO, PDS MT, SS only

	1
	0
	Location updates, IMSI attach IMSI detach only

	1
	1
	Operator definable


If the "operator definable" option is selected, all subsequent Trace Record Types are deemed to be "operator definable". In this case the significance of bits 3‑6 are operator defined, however the significance of bit 8 remains "Priority Indication". In all cases, for GSM Phase 2 Network Elements the setting of the 7 shall not affect trace record generation.

Table 2: MSC Record Type

	Bits
	Record Type

	4
	3
	

	0
	0
	Basic

	0
	1
	Detailed (Optional)

	1
	0
	Spare

	1
	1
	No MSC Trace


Table 3: BSS Record Type

	Bits
	Record Type

	6
	5
	

	0
	0
	Basic

	0
	1
	Handover

	1
	0
	Radio

	1
	1
	No BSS Trace


Table 4: Priority Indication

	Bit
	Priority

	8
	

	0
	No priority

	1
	Priority


End of Excerpt

This Trace Type as defined in GSM looks like a mix of the Trace Depth and Start Triggering Events concepts defined in [2]. However, the Trace Type does not seem reusable for the purpose of Trace in UMTS as it is.

Trace Reference:

The Trace Reference can be kept as is (the actual format of the IE is (Octet String (2..3)). This has been confirmed by SA5.
Trigger Id:

Trigger Id is not needed in case of UTRAN.

UE Identity:

The UE Identity as currently encoded is incomplete compared to the different identifiers enumerated in [2]. It should be enhanced to include the IMEISV and the Private Id. However, the IMS identity, the Private Id, is not to be considered for the case of UTRAN.

Furthermore, it is a requirement in [2] § 5.3.1 that either the IMSI, IMEI or IMEISV (depending on the Trace Configuration is available in the NE where the Trace is needed. However, the UE Identity IE is currently Optional in the message. It should be moved to Mandatory (this is a backwards compatible change as UE-Id is at the first level of the message).

OMC Id:

OMC Id is not needed in case of UTRAN. Furthermore, the term OMC should not be used any longer for Rel-6 Trace and the term Element Manager should be used instead e.g. RNC-EM.

6.2.2
One possible Rel-6 way forward over Iu interface

The most straightforward solution to enable Rel-6 Signalling Based Activation over the Iu interface is to re-use existing Trace RANAP procedures: the CN Invoke Trace and CN Deactivate Trace procedures.

The purpose of the CN Invoke Trace procedure would then be to inform the RNC that it should begin a trace recording session with the parameters indicated by the CN and related to the UE, the Iu connection is used for (the CN Invoke Trace procedure using connection oriented signalling).
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The CN INVOKE TRACE message would then have the following backward compatible structure and content:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1 in RANAP
	
	YES
	ignore

	Trace Type
	O 
(moved from M to O)
	
	9.2.1.6 in RANAP
	Mandatory for GERAN Iu Mode.
Not applicable for UTRAN
	YES
	ignore

	Trace Reference
	M
	
	9.2.1.8 in RANAP
	OCTET STRING (SIZE(2..3)) as confirmed by SA5.
	YES
	ignore

	Trigger ID
	O
	
	9.2.1.7 in RANAP
	Mandatory for GERAN Iu Mode.
Not applicable for UTRAN
	YES
	ignore

	UE Identity
	O
	
	9.2.1.9 in RANAP but extended with a 3rd choice: IMEISV.
	Remains optional in the message, but:
Mandatory for UTRAN. Optional for GERAN Iu Mode.
	YES
	ignore

	OMC ID
	O
	
	9.2.1.10 in RANAP
	Mandatory for GERAN Iu Mode.
Not applicable for UTRAN
	YES
	ignore

	Trace Propagation Parameters
	O
	
	
	Optional for UTRAN.
Not applicable for GERAN Iu Mode.
	YES
	ignore


The Trace Parameter Propagation IE is defined as follows:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Trace Propagation Parameters
	M
	
	
	

	>Trace Recording Session Reference
	M
	
	INTEGER (0..65535)
	

	>Trace Depth
	M
	
	ENUMERATED (Minimum, Medium, Maximum,…)
	Reference to TS 32.422 where actual usage and definition remain to be clarified

See section 6.3.2 for more information

	>List Of Interfaces To Trace
	O
	
	List of UTRAN interfaces i.e. Iu-cs, Iu-ps, Uu, Iur and/or Iub.

The need to trace Iupc interface is FFS
	


The purpose of the CN Deactivate Trace procedure would be to inform the RNC that it should stop the trace recording session for the indicated trace reference and related to the UE the Iu connection is used for (the Deactivate Trace procedure using connection oriented signalling).

The CN DEACTIVATE TRACE message would then have the following backward compatible structure and content:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1 in RANAP
	
	YES
	ignore

	Trace Reference
	M
	
	9.2.1.8 in RANAP
	FFS, the actual format of the IE (Octet String (2..3)) may need to be checked with SA5.
	YES
	ignore

	Trigger ID
	O
	
	9.2.1.7 in RANAP
	Not applicable for UTRAN
	YES
	ignore


6.2.3
Trace Parameter Propagation over the Iur interface

Trace Parameters Propagation over the Iur being very similar to the Trace Parameters Propagation over the Iu, it is proposed to use over the Iur mechanisms identical to those used over the Iu.

6.2.3.1
Iur Invoke Trace procedure
The purpose of the Iur Invoke Trace Class 2 procedure would be to inform the DRNC that it should begin a Trace Recording Session with the parameters indicated by the SRNC and related to the UE. The UE is identified by its UE Context over Iur. For more details on the definition of the UE Context, see § 3.1 in [5].
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The structure of the IUR INVOKE TRACE message would be similar to the one of the CN INVOKE TRACE message:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.40 in RNSAP
	
	YES
	ignore

	Transaction ID
	M
	
	9.2.1.59 in RNSAP
	
	YES
	ignore

	D-RNTI
	O
	
	9.2.1.24 in RNSAP
	
	YES
	ignore

	Trace Reference
	M
	
	OCTET STRING (SIZE(2..3))
	
	YES
	ignore

	UE Identity
	M
	
	Choice between IMSI, IMEI and IMEISV 
	
	YES
	ignore

	Trace Recording Session Reference
	M
	
	INTEGER (0..65535)
	See section 6.3.1
	YES
	ignore

	List of Interfaces To Trace
	
	0..max
	
	
	EACH
	ignore

	>Interface
	M
	
	ENUMERATED (Iub, Iur,…)
	
	
	

	Trace Depth


	M
	
	ENUMERATED (Minimum, Medium, Maximum,…)
	Reference to TS 32.422 where actual usage and definition remain to be clarified

See section 6.3.2 for more information
	YES
	ignore


If the List of Interfaces To Trace IE is not present, then the DRNC shall trace the Iub and Iur interfaces.

6.2.3.2
Iur Deactivate Trace procedure

The purpose of the Iur Deactivate Trace Class 2 procedure would be to inform the DRNC that it should stop the Trace Recording Session for the indicated Trace Reference and related to the UE identified by the UE Context.
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The IUR DEACTIVATE TRACE message would then have the following structure:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.40 in RNSAP
	
	YES
	ignore

	Transaction ID
	M
	
	9.2.1.59 in RNSAP
	
	YES
	ignore

	D-RNTI
	O
	
	9.2.1.24 in RNSAP
	
	YES
	ignore

	Trace Reference
	M
	
	OCTET STRING (SIZE(2..3))
	
	YES
	ignore


6.3
Trace Parameters

6.3.1
Trace Identifiers

The following parameters are defined in [2] for identifying a given Trace Record:

-
Trace Reference: it identifies a Trace Session and is globally unique.

-
Trace Recording Session Reference: it uniquely identifies the Trace Recording Session (during which the Trace Record has been performed) within a Trace Session.

-
Subscriber or Equipment Identity: IMSI, IMEI(SV) or Private Id.

With all those identifiers, it is possible to uniquely identify a Trace Record for a given Subscriber/Equipment.

According to [2], "Each NE shall generate its own Trace Recording Session Reference". In the case of Management Based Activation in an RNC, this is true.
For the case of Trace Parameter Propagation over the Iu interface, as the Trace Recording Session will always start and stop at the same time as the Trace Session is activated and de-activated by CN, the Trace Recording Session Reference is allocated by the CN and sent to the RNC.
For the case of Trace Parameter Propagation over the Iur interface, as the Trace Recording Session will always start and stop at the same time as the Trace Session is activated and de-activated by SRNC, the Trace Recording Session Reference is allocated by the SRNC and sent to the DRNC.
Furthermore, it could be useful to send this identifier in other messages for the purpose of linking Trace Records produced by different NEs to help in the post-processing of those Trace Records (see section 6.4.3).

The IMS identity, the Private Id, is not to be considered for the case of UTRAN.

6.3.2
Trace Configuration and Control Parameters

Trace Scope: This parameter indicates the NEs in which Trace Records must be generated and the signalling interfaces to be traced.

As indicated in [2], the only node in the UTRAN able to perform Trace is the RNC. So, for the case of UTRAN, the Trace Scope is limited to the interfaces to be traced by the RNC: Iu-cs, Iu-ps, Uu, Iur and/or Iub.
This will thus be included in the signalling as an Interfaces To Be Traced IE. The current Working Assumption is that this IE will be mandatory in order to have explicit signalling when all interfaces are to be traced.

Open Point: The need to trace the Iupc interface is FFS.

Trace Depth: This parameter provides the level of details of the Trace data. There are 3 such levels:

-
Minimum (decoded subset of the IEs contained in messages on the traced signalling interface).

-
Medium (decoded subset of the IEs contained in messages on the traced signalling interface + a selected set of decoded radio measurements).

-
Maximum (all messages over the traced signalling interface in encoded format).

This parameter is defined as mandatory with the default value "Maximum" in [4]. The Trace Depth IE is included as mandatory in the signalling and a Semantics Description is added with a reference to [4] where this Trace Parameter is detailed. The fact that the default value is "Maximum" has been interpreted as: if the RNC/DRNC does not support the "Minimum" or "Medium" Trace Depth, it should generate a Trace Record with the Maximum Trace Depth.
Triggering Events: The nature of the Triggering Events for the RNC is FFS. However, they are applicable only to Signalling based Activation.

(The "start triggering events" and "stop triggering events" for the RNC are still to be defined in TS 32.422).

This IE is not needed in the Rel-6 timeframe for UTRAN.
6.4
SRNS Relocation Aspects

6.4.1
Current Behaviour for Signalling based Activation

In [3], the following procedure text specifies the behaviour for interaction between the CN Invoke Trace procedure and the SRNS Relocation:

"The order to perform tracing is lost in UTRAN at successful Relocation of SRNS. If the tracing shall continue also after the relocation has been performed, the CN Invoke Trace procedure shall thus be re-initiated from the CN towards the future SRNC after the Relocation Resource Allocation procedure has been executed successfully."

6.4.2
Current Behaviour for Management activation

Either the IMSI is present in the RELOCATION REQUEST message (in the Permanent NAS UE Identity IE) or it is sent in a subsequent COMMON ID message.

6.4.3
Proposed Enhancement

Currently correlation of Trace Records is performed by using the Subscriber/Equipment identity and the Trace Reference. Further correlation is possible via a timestamp, however this is not standardised and may be subject to some inconsistencies as, e.g., an FDD UTRA is not supposed to be time-synchronised. Thus, this may not be very easy to perform such a correlation during post-processing of the Trace Records especially if several Trace Records have been generated in the Source RNC.

Including the Trace Recording Session Reference of the current Trace Recording Session in the Source RNC in the RELOCATION REQUIRED and RELOCATION REQUEST messages would allow a much easier correlation of a Trace Record in the Target RNC.

This would allow to be able to correlate a potential Trace Recording Session in the Target RNC (e.g. due to a Management Activation) to a Trace Recording Session in the Source RNC.

Furthermore, including the Trace Recording Session Reference in the RELOCATION REQUEST ACKNOWLEDGE and RELOCATION COMMAND messages would also allow a simpler correlation. This is, however, useful only in the case where a Trace Session configured by Management in the Target RNC and a Trace Recording Session is triggered by the Permanent NAS UE Identity IE in the RELOCATION REQUEST message.

7
Agreements and associated Contributions

7.1
Agreements related to Management Based Activation
The agreements on this Work Item for the Management Based Activation come from R3-040858.

7.1.1
Providing to CN Nodes the List of Equipments to be traced.
The solution for providing to CN Nodes the list of Equipments to be traced by the UTRAN is the one described in section 6.1.2 as Solution 1.

7.1.2
Tracing in the DRNC
There is no need to provide means over Iur to activate a Trace Recording Session in a DRNC in which a Trace Session has been activated by Management.

7.1.3
Message used by the CN Node to send the UE Identity to the RNC in case of MBA Tracing in the RNC
The CN INVOKE TRACE message will be used by the CN Node to convey the UE Identity to the RNC in case of MBA Tracing in the RNC as proposed in sections 6.1.2.2 and 6.1.2.3.3.
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