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1 Purpose

The purpose of this paper is to define the RNC behaviour in case of contradictory statements of RANAP in one RNC-CN inter-working case dealing with relocation of emergency calls.

2 Introduction

In the relocation resource allocation, it was previously agreed that the integrity status shall not be changed during the case of 3g-3g relocation i.e. if no integrity was started on source side, no integrity will be started on target side and conversely. It was specified that the ‘mechanism’ to achieve this decision will be based on the presence of the Integrity Protection Key in the Source-To-Target container which is included or not by the source RNC, and analysed by the target RNC directly.
This is captured in the following statement section 8.7.2:

In case of intra-system relocation, if no Integrity Protection Key IE (Ciphering Key IE respectively) is provided within the Source RNC-to-Target RNC transparent container IE, the target RNC shall not start integrity protection (ciphering respectively). 

However, the selection of the integrity status is also implicitly dictated by the CN node according with another statement dealing with the Chosen Integrity Algorithm in the RELOCATION REQUEST ACKNOWLEDGE message:

The RNC shall include the Chosen Integrity Protection Algorithm IE (Chosen Encryption Algorithm IE respectively) within the RELOCATION REQUEST ACKNOWLEDGE message, if, and only if the Integrity Protection Information IE (Encryption Information IE respectively) was included in the RELOCATION REQUEST message
Therefore, if the CN node includes the Integrity Protection Information IE in the RELOCATION REQUEST message, the target RNC has no other choice than starting the integrity, regardless of what was the status at the source side: even if integrity was not started in source RNC.

This is where an overriding of the first agreement implicitly occurs and a possible conflict if the recommendation from the CN and the recommendation from the source RNC differ.
Therefore, this inter-working case between CN and RNC needs to be addressed and the behaviour of the RNC defined in such case.

3 Proposal

It is proposed to clearly state the previous agreement of permanence of the integrity status at relocation and consequently consider the scenario described above as an abnormal condition.
The behaviour of the target RNC has to be defined in this abnormal case: it can either follow source RNC and ignore CN command, CN node and ignore source RNC request, or reject the relocation. 

It is proposed to cover this inter-working case in particular to prevent a target RNC from starting the integrity during the relocation due to a mismatch of the information from the S-to-T container on one side, and the information from the RELOCATION REQUEST message. 
The proposed CR is attached.































































Page 2(2)

