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5.7
Security Functions

5.7.1
Data Confidentiality

5.7.1.1
Radio interface ciphering function

The radio interface may be ciphered upon request of the Core Network. Both Signalling and user data may be subject to ciphering. The ciphering shall be done within UTRAN.
The ciphering key and the permitted algorithm shall be supplied by the CN or by the source RNC in case of 3G incoming relocation
5.7.1.2
Ciphering key management function

. UTRAN shall use the key decided and provided by the CN.
The RNC shall keep the same key for ciphering of user data during the whole communication unless a new security mode command is received with a new key status.
The RNC shall cipher its signalling data with the key received from the last security mode command successfully performed on one domain regardless of the communication is still established towards this domain.
5.7.1.3
Ciphering Algorithm Management function

The RNC shall select the ciphering algorithm among the ordered list proposed by the CN. In case of multi-domain, the indicated preferences and special requirements for the ciphering setting shall be common for both domains. (e.g. the order of preference of the algorithms).
The RNC may change of algorithm only when a relocation occurs and in particular change of ciphering algorithm at establishment of a second MS to CN connection shall not be permitted. 
5.7.1.3
Ciphering Status 

The ciphering status i.e. whether ciphering is started or not started is decided by the RNC. The same ciphering status shall be kept throughout the communication (e.g. ciphering shall not be started or stopped at relocation) if integrity has been started.
In case of signalling connections to both domains, the status of ciphering (i.e. started or not started) shall be the same for both domains with the possible exception of emergency calls.
5.7.2
Data integrity

5.7.2.1
Integrity checking

The purpose of the integrity check is to make sure that the signalling continues between the same elements as by authentication. The integrity check shall be done within the UTRAN.
The integrity key and the permitted algorithm shall be supplied by the CN or by the source RNC in case of 3G incoming relocation

5.7.2.2
Integrity key management


The RNC shall use the integrity protection key received from the last security mode command successfully performed on one domain regardless of the communication is still established towards this domain. 
It shall keep the same integrity key during the whole communication unless a new security mode command is received with a new key status.

5.7.2.2
Integrity Algorithm management

The RNC shall select the integrity algorithm among the ordered list proposed by the CN. In case of multi-domain, the indicated preferences and special requirements for the integrity setting shall be common for both domains. (e.g. the order of preference of the algorithms).

The RNC may change of algorithm only when a relocation occurs and in particular change of integrity algorithm at establishment of a second MS to CN connection shall not be permitted. 
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