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1
Introduction & Purpose
During the RAN3 #29 meeting in Korea, a CR on Security Mode Control procedure was produced to align the security feature on Iu with the latest decisions in RAN2.

However, the relocation case was not treated and discussions postponed.

Security at relocation time (i.e. within the Relocation Resource Allocation)  has to be defined to secure the interworking between RNC, CN nodes and UE from different vendors. 

For example, the algorithms and keys are potentially provided from two sources: the source RNC via the “container” and the CN nodes via the “Relocation Request” message. Both can be from another vendor. A mnimum of consistency between these two sources of information must be ensured for the overall system aspect to work properly and no IOT issue to occur. 

As far as keys are concerned, the keys are not exchanged between UE and RNC so consistency must also been ensured with UE when CN-RNC selects the keys during  relocation resource allocation in particular when algorithms are changed with the new preferred ordered list. 

2
Discussion 
The main elements that are potential source of interworking issues and need specification for a target RNC are the following:

2.1
Key Handling 
The target RNC receives potentially several encryption keys: the one received in the container from the source RNC that was used to cipher the signalling data at source side, and the ones received from the CN node in the Encryption Information IE to cipher CS and PS user data. 

Since the key that will be selected by target RNC to cipher the signalling data must coincide with either the CS user data key or the PS user data key, they are three possibilities for this selection: take the one from CS, take the one from PS, take the one received from the container. However, since there is no key exchanged between target RNC and the UE, the key that the target RNC selects upon proposal from CN node and source RNC must be the one expected by the UE to avoid interworking troubles. 

In the associated CR, it is proposed that the key currently used for ciphering the signalling data need to be known at target side (therefore shall be included in the container in 3g-3g relocation ), and the encryption key to be considered for ciphering the signalling data must be this one received from the container to keep continuing with the UE and not the one derived from the Encryption Information IE of Relocation Request from last received domain which cannot be known from the UE. It has also to be considered the case that ciphering is started at relocation time in a multi-domain context. It is questioned here whether to take here the CS domain key also by default.

The signalling data key must therefore be mandated in the 3g-3g container when ciphering was started in the source RNC. Similarly, the integrity shall also be indicated.

The target RNC receives potentially two integrity protection keys: the one received in the container from the source RNC and the one received from the CN node in the Integrity Protection Information IE. These two potential sources of information for target RNC received from two separate nodes can create interworking issues in a multivendor scenario: they may be different, in case which one should be selected, do we need to check them, what would be the error handling ?

It is proposed in the associated CR to always consider the key received from the source RNC so that continuity prevails and also because sending the signalling data ciphering key without integrity key is non-sense.

2.2
Handling of Algorithms 
The “chosen” encryption/integrity protection algorithms are also to be given to a target RNC (that might be from another vendor) and are optional: therefore, like for keys,  conditions/asumptuions for inclusion are to be given.

In the associated CR, it is proposed that whenever possible, the target RNC must be in a position to know what is the current algorithm to optimise the radio. Therefore, the Chosen Encryption algorithms IE must be mandated in the container in the 3g-3g case. It would also be inconsistent to include the keys and not the algorithms in this container.

Two Chosen algorithms are sent in the container: the one for the CS user data and the one for the PS user data. However, in line with the corrections made on the SMC at last meeting, the same chosen encryption algorithm must be received for the two domains (alignment since RAN3#29).

As a consequence of relocation, scenarios can occur where the target RNC will select to not start ciphering. The current specification of the building of the RELOCATION REQUEST ACKNOWLEDGE message in RANAP is not in line with this. It must be corrected to enable the target RNC to not return the Chosen Encryption Algorithm in the RELOCATION REQUEST ACKNOWLEDGE in this case even if Encryption Information IE had been provided in the Relocation Request. 

Also, UEAO need to be clearly differentiated from “ciphering not started” at target RNC in the chosen alternatives, both in the source to target container and when answering the Relocation Request message (i.e. in all Chosen Algorithms IE of RANAP).

2.3
Error Handling
The unsuccessful operation and abnormal condition sections must consider the following cases:

Unsuccessful Operation:

The case where the target RNC might not support the proposed algorithm must be considered as terminating as unsuccessful operation. Indeed, at least one alternative must be supported by the target RNC to complete successfully the relocation.

Abnormal conditions:

In the scenario of multi-domain relocation, the two domains must have at least one alternative in common at target side. If it is not the case, it must be considered an abnormal situation since it has been agreed at last meeting that the two domains had to be consistent.

In line with the same consistency between the different domains, it has to be considered as well as an abnormal case if the source RNC has selected an alternative among those it had been proposed that would not belong  to the alternatives proposed to the target RNC. Therefore, the currently used alternatives must be part of the selection proposed to the target RNC via the Iu, If not, error handling should follow this abnormal case.

3
Proposal
As a conclusion, it is proposed to remove all the potential interworking issues due to security at relocation time by agreeing on the associated CR Tdoc xxx.

