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1. Overall Description:

Following the request from RAN3 dealing with the Work Item “IP Transport in UTRAN” where RAN3 asked for the guidance from SA3, SA3 acknowledged the fact that RAN3 considered the IP UTRAN as a closed network in release 5 and that within a closed network, the internal threats could be considered as negligible. 

The definition of a closed network is as follows: there is no access from other networks or by other users to any of the physical interfaces and transmission links used for UTRAN transport (Iu, Iur, Iub).

It is also agreed that, within the closed network as above defined, the internal security threats can be considered negligible.

In this context, RAN3 would like to further ask SA3 to confirm that this principle still holds true in particular on Iu-CS in the exchange of IP addresses that is made during the Initialisation procedure. Attached is a paper Tdoc R3-021077 explaining in section 1 titled “Exchange of Source and Destination addresses” the foreseen use by CN entity of the source address of incoming packet “INIT” as destination address of the outgoing packet “INIT ACK”.

In the case the previous SA3 agreement would no more hold true due to this IP address exchange on Iu-CS and that some more specific protection would appear accurate, RAN3 would be grateful if SA3 could indicate any mechanism to its knowledge (cookie mechanism, authentication header, Ipsec...) that could apply to protect in this particular case so that RAN3 can keep the previous answer from SA3 still as globally valid.

2. Actions:

To  SA3 group.

ACTION: 
RAN3 kindly asks the SA3 group to confirm that the general principle on security threats adopted for the Work Item “IP Transport in UTRAN” in release 5 is applicable on the Iu-CS and that the foreseen exchange of IP addresses does not requestion it.

3. Date of Next RAN3 Meetings:

RAN3_28
8 – 12 April 2002
Kobe, Japan.

RAN3_29
13 – 17 May 2002
Gyeongju, Korea.

RAN3_30
24 – 28 June 2002
TBD.

RAN3_31
19 – 23 August 2002
Sweden.

