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Reason for change:
(

Chosen Integrity Protection Algorithm IE is currently mandatory parameter in Security Mode Complete message. It is however not possible to always indicate the Chosen Integrity Protection Algorithm over MAP/E interface when RANAP signalling is used, e.g. in case when an inter-MSC UMTS to UMTS relocation from 3G_MSC-A to 3G_MSC-B is performed, after which intra-3G_MSC-B handover from UMTS to GSM (let's assume the BSC works in A/Gb-mode and obviously BSSAP signalling is used between 3G-MSC-B and BSC) is done before Security Mode Command message has been sent.

Indeed After Security Mode Command message is sent over E/MAP from 3G-MSC-A to 3G-MSC-B, 3G-MSC-B makes necessary conversions between BSSAP signalling and RANAP signalling that is used over MAP/E. It runs Cipher Mode Control procedure towards BSC. Cipher Mode Control procedure contains only encryption information but no integrity protection information. Therefore, when 3G_MSC-B gets a response back from BSC, it doesn't get any information of integrity protection (naturally) and doesn't know what it should insert to the Chosen Integrity Protection Algorithm IE in Security Mode Complete message over MAP/E.

See attached picture for a better view of the problem.
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Following the discussions during RAN3#22, it is not possible with actual specifications to change the protocol over MAP/E interface after once selected, in other words, the following intra MSC-B handovers do not affect the chosen MAP/E protocol.

Furthermore the discussions in N1/N4 group about Nortel's proposal to change the protocol ended up after the N1 Handover Breakout Meeting on 16th October 2001 (N1-011590) with the decision that there will not be any protocol switching in in MAP/E interface Rel99/Rel4.




Summary of change:
(

This CR tries to make consistent the situation when MSC-B has to fill in something into Chosen Integrity Protection Algorithm IE over MAP/E interface and it can not say that UIA0 is chosen. Therefore Chosen Integrity Protection Algorithm IE is proposed to be changed to contain a value which indicates that no value is available. 

Impact assessment towards the previous version of the specification (same release): 

This CR has isolated impact with the previous version of the specification (same release) because the reception of a value for this IE without any corresponding behaviour defined should not cause malfunction within the receiving node.  

This CR has an impact under functional point of view. 

The impact can be considered isolated because the change only affects RANAP security mode control function.




Consequences if 
(

not approved:
In the case that it is not possible to indicate the Chosen Integrity Protection Algorithm over MAP/E interface when RANAP signalling is used, some errors will still happen due to a lack of suitable value for that mandatory element as it is explained above.
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9.2.1.13
Chosen Integrity Protection Algorithm

This element indicates the integrity protection algorithm being used by the RNC.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Chosen Integrity Protection Algorithm
M

INTEGER ( standard UIA1 (0), no value (15) )
Value range is 0 to 15. Only one value used.
The value "no value" shall only be used in case of RANAP signalling over MAP/E [22].

9.3.4 Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

RANAP-IEs { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) ranap (0) version1 (1) ranap-IEs (2) }
****      LOTS OF UNAFFECTED ASN.1 DESCRIPTION FROM SECTION 9.3.4 REMOVED     ****

ChosenEncryptionAlgorithm 

::= EncryptionAlgorithm

ChosenIntegrityProtectionAlgorithm 
::= IntegrityProtectionAlgorithm

CI




::= OCTET STRING (SIZE (2))

****      LOTS OF UNAFFECTED ASN.1 DESCRIPTION FROM SECTION 9.3.4 REMOVED     ****

-- I

IMEI




::= OCTET STRING (SIZE (8))

-- Reference: 23.003

IMSI




::= TBCD-STRING (SIZE (3..8))

-- Reference: 23.003

IntegrityProtectionAlgorithm

::= INTEGER { 

standard-UMTS-integrity-algorithm-UIA1 (0),


no-value (15)
} (0..15)

IntegrityProtectionInformation ::= SEQUENCE {


permittedAlgorithms

PermittedIntegrityProtectionAlgorithms,


key



IntegrityProtectionKey,


iE-Extensions


ProtocolExtensionContainer { {IntegrityProtectionInformation-ExtIEs} } OPTIONAL

}

IntegrityProtectionInformation-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

IntegrityProtectionKey


::= BIT STRING (SIZE (128))

****      LOTS OF UNAFFECTED ASN.1 DESCRIPTION FROM SECTION 9.3.4 REMOVED     ****
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After step 3, 3G-MSC-B makes necessary conversions between BSSAP signalling and RANAP signalling that is used over MAP/E (which was chosen to be used after step 1).
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After step 3, 3G-MSC-B makes necessary conversions between BSSAP signalling and RANAP signalling that is used over MAP/E (which was chosen to be used after step 1).
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