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1 Introduction

This contribution is a follow up to the CRs extending the Criticality Diagnostics IE agreed at RAN WG3 #19 in Cardiff. This contribution proposes an informative annex to be added in RANAP, SABP, RNSAP, and NBAP.

2
Discussion

The basic idea of adding an annex further clarifying the use of the Criticality Diagnostics IE is to ease implementations in the intrest of multi-vendor inter-operability. Despit this the normative parts of the specification (IE definition and handling in chapter 10), clarifying the usage of the Criticality Diagnostics shall be enough for an implementation. The informative annex shall not add any normative text.

2
Proposal

It is proposed to add an Annex and to clarify the Criticality Diagnostics IE and Message Structure IE according to the included draft RNSAP CR in RANAP, SABP, RNSAP, and NBAP.
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9.2.1.13 Criticality Diagnostics

The Criticality Diagnostics IE is used to provide information on an error situation occurred at reception of a message.

For further details on how to use the Criticality Diagnostics IE, see annex B.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Procedure ID

0..1

Procedure ID is to be used if Criticality Diagnostics is part of Error Indication procedure, and not within the response message of the same procedure that caused the error

>Procedure Code
M

INTEGER (0..255)


>Ddmode
M

ENUMERATED (FDD, TDD, Common)
Common = common to FDD and TDD.

Triggering Message 
O

ENUMERATED(initiating message, successful outcome, unsuccessful outcome, outcome)
The Triggering Message is used only if the Criticality Diagnostics is part of Error Indication. 

Procedure Criticality
O

ENUMERATED(reject, ignore, notify)
This Procedure Criticality is used for reporting the Criticality of the Triggering message
(Procedure). The value 'ignore' shall never be used.

Transaction ID
O

Transaction ID


Information Element Criticality Diagnostics

0..<maxnoof errors>



>IE Criticality
M

ENUMERATED(reject, ignore, notify)
The IE Criticality is used for reporting the criticality of the triggering IE. The value 'Ignore" shall never be used.

>IE Id
M

INTEGER (0..65535)
The IE Id of the not understood or missing IE as defined in the ASN.1 part of the specification.

>Repetition Number
O

INTEGER (1..256)
The repetition number of the not understood IE within the reported level, if applicable. 


>Message Structure
O

9.2.1.39A
The Message Structure IE dscribes the structure where the not understood or missing IE was detected.

This IE is included if the not understood IE is not the top level of the message.

Range bound
Explanation

Maxnooferrors
Maximum number of IE errors allowed to be reported with a single message.

9.2.1.39A
Message Structure
The Message Structure IE gives information for each level with assigned criticality in an hierachical message structure from top level down to the lowest level above the reported level for the occured error (reported in the Information Element Criticality Diagnostics IE).
IE/Group Name
Presence
Range
IE type and reference
Semantics description
Criticality
Assigned Criticality

Message structure

1 to <maxnooflevels>

The first repetition of the Message Structure IE corresponds to the top level of the message. The last repetition of the Message Structure IE corresponds to the level above the reported level for the occured error of the message.
GLOBAL
ignore

>IE ID
M

INTEGER (0..65535)
The IE ID of this level’s IE containing the not understood or missing IE.
-


>Repetition Number
O

INTEGER (1..256)
The repetition number of this level’s reported IE, if applicable
-


Range bound
Explanation

maxnooflevels
Maximum no. of message levels to report.  The value for maxnooflevels is 256.

Annex B (informative)
Guidelines for Usage of the Criticality Diagnostics IE 
B.1
EXAMPLE MESSAGE Layout
Assume the following message format:
IE/Group Name
Presence
Range
IE type and reference
Semantics description
Criticality
Assigned Criticality

Message Type
M



YES
reject

Transaction ID
M



–


A
M



YES
reject

B
M



YES
reject

>E

1..<maxE>


YES
ignore

>>F

1..<maxF>


-


>>>G

0..3, …


EACH
ignore

>>H

1..<maxH>


EACH
ignore

>>>G

0..3, …


EACH
ignore and notify

>>G
M



YES
reject

>>J

1..<maxJ>


-


>>>G

0..3, …


EACH
reject

C
M



YES
reject

>K

1..<maxK>


YES
ignore and notify

>>L

1..<maxL>


-


>>>M
O



-


D
M



YES
reject

Note 1.
The IEs F, J, and L do not have assigned criticality. The IEs F, J, and L are consequently realised as the ASN.1 type SEQUENCE OF of "ordinary" ASN.1 type, e.g. INTEGER. On the other hand, the repeatable IEs with assigned critiality are realised as the ASN.1 type SEQUENCE OF of an IE object, e.g. ProtocolIE-Single-Container.

For the corresponding ASN.1 layout, see subclause B.4.
B.2
Example on a Received EXAMPLE MESSAGE

Assume further more that a received message based on the above tabular format is according to the figure below.
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Figure B.1: Example of content of a received RNSAP message based on the EXAMPLE MESSAGE
B.3
Content of Criticality Diagnostics 

B.3.1
Example 1

If there is an error within the instance marked as grey in the IE G in the IE J shown in the figure above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:
IE name
Value
Comment

IE Criticality
reject
Criticality for IE on the reported level, i.e. level 4.

IE ID
id-G
IE ID from the reported level, i.e. level 4.

Repetition Number
11
Repetition number on the reported level, i.e. level 4. 
(Since the IE E (level 2) is the lowest level included in the Message Structure IE this is the eleventh occurrence of IE G within the IE E (level 2).

Message Structure, first repetition

>IE ID
id-B
IE ID from level 1. 

Message Structure, second repetition

>IE ID
id-E
IE ID from the lowest level above the reported level, i.e. level 2. 

>Repetition Number
3
Repetition number from the lowest level above the reported level, i.e. level 2. 

Note 2.
The IEs F and J on level 3 cannot be included in the Message Structure IE since they have no criticality of their own.
Note 3.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to the detected erroneous repetition, counting all occurrences of the IE G below the previous level with assigned criticality (IE E on level 2).
B.3.2
Example 2

If there is an error within the second instance (marked as grey) in the sequence (IE L in the tabular format) on level 3 below IE K in the structure shown in the figure above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:
IE name
Value
Comment

IE Criticality
ignore and notify
Criticality for IE on the reported level, i.e. level 2.

IE ID
id-K
IE ID from the reported level, i.e. level 2.

Repetition Number
3
Repetition number on the reported level, i.e. level 2. 

Message Structure, first repetition

>IE ID
id-C
IE ID from the lowest level above the reported level, i.e. level 1. 

Note 4.
The IE L on level 3 cannot be reported individually included in the Message Structure IE since it has no criticality of its own.

B.3.3
Example 3

If there is an error within the instance marked as grey in the IE G in the IE H shown in the figure above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:
IE name
Value
Comment

IE Criticality
reject
Criticality for IE on the reported level, i.e. level 4.

IE ID
id-G
IE ID from the reported level, i.e. level 4.

Repetition Number
2
Repetition number on the reported level, i.e. level 4. 

Message Structure, first repetition

>IE ID
id-B
IE ID from level 1. 

Message Structure, second repetition

>IE ID
id-E
IE ID from level 2. 

>Repetition Number
3
Repetition number from level 2. 

Message Structure, third repetition

>IE ID
id-H
IE ID from the lowest level above the reported level, i.e. level 3. 

>Repetition Number
1
Repetition number from the lowest level above the reported level, i.e. level 3. 

Note 5.
The repetition number of level 4 indicates the number of repetitions of IE G received up to the detected erroneous repetition, counted below the previous level with assigned criticality (IE H on level 3).

B.3.4
Example 4

If there is an error within the instance marked as grey in the IE G in the IE E shown in the figure above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

IE name
Value
Comment

IE Criticality
reject
Criticality for IE on the reported level, i.e. level 3.

IE ID
id-G
IE ID from the reported level, i.e. level 3.

Repetition Number
5
Repetition number on the reported level, i.e. level 3. 

(Since the IE E (level 2) is the lowest level included in the Message Structure IE this is the fifth occurrence of IE G within the IE E (level 2).

Message Structure, first repetition

>IE ID
id-B
IE ID from level 1. 

Message Structure, second repetition

>IE ID
id-E
IE ID from the lowest level above the reported level, i.e. level 2. 

>Repetition Number
3
Repetition number from the lowest level above the reported level, i.e. level 2. 

Note 6.
The IEs F and J on level 3 cannot be included in the Message Structure IE since they have no criticality of their own.
Note 7.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to the detected erroneous repetition, counting all occurrences of the IE G below the previous level with assigned criticality (IE E on level 2).

B.4
ASN.1 of EXAMPLE MESSAGE
ExampleMessage ::= SEQUENCE {

ProtocolIEs


ProtocolIE-Container

{{ExampleMessage-IEs}},


ProtocolExtensions
ProtocolExtensionContainer
{{ExampleMessage-Extensions}}
OPTIONAL,


...

}

ExampleMessage-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-A
CRITICALITY reject
TYPE A
PRESENCE mandatory} |

{ ID id-B
CRITICALITY reject
TYPE B
PRESENCE mandatory} |


{ ID id-C
CRITICALITY reject
TYPE C
PRESENCE mandatory} |


{ ID id-D
CRITICALITY reject
TYPE D
PRESENCE mandatory} ,

...

}

B ::= SEQUENCE {


e



E-List,


iE-Extensions
ProtocolExtensionContainer { {B-ExtIEs} }
OPTIONAL,


...

}

B-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

E-List ::= SEQUENCE (SIZE (1..maxE)) OF ProtocolIE-Single-Container { {E-IEs} }

E-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-E
CRITICALITY ignore
TYPE E
PRESENCE mandatory
}
}

E ::= SEQUENCE {


f



F-List,


h



H-List,


g



G-List1,


j



J-List,


iE-Extensions
ProtocolExtensionContainer { {E-ExtIEs} }
OPTIONAL,


...

}

E-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

F-List ::= SEQUENCE (SIZE (1..maxF)) OF F

F ::= SEQUENCE {


g



G-List2
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {F-ExtIEs} }
OPTIONAL,


...

}

F-ExtIEs
RNSAP-PROTOCOL-EXTENSION ::= {


...

}

G-List2 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Single-Container { {G2-IEs} }

G2-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY ignore
TYPE G
PRESENCE mandatory
}
}

H-List ::= SEQUENCE (SIZE (1..maxH)) OF ProtocolIE-Single-Container { {H-IEs} }

H-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-H
CRITICALITY ignore
TYPE H
PRESENCE mandatory
}
}

H ::= SEQUENCE {


g



G-List3
OPTIONAL,


iE-Extensions




ProtocolExtensionContainer { {H-ExtIEs} } OPTIONAL,


...

}

H-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

G-List3 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Single-Container { {G3-IEs} }

G3-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY notify
TYPE G
PRESENCE mandatory
}
}

G-List1 ::= ProtocolIE-Single-Container { {G1-IEs} }

G1-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY reject
TYPE G
PRESENCE mandatory
}
}

J-List ::= SEQUENCE (SIZE (1..maxJ)) OF J
J ::= SEQUENCE {


g



G-List4
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {J-ExtIEs} }
OPTIONAL,


...

}

J-ExtIEs
RNSAP-PROTOCOL-EXTENSION ::= {


...

}

G-List4 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Single-Container { {G4-IEs} }

G4-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY reject
TYPE G
PRESENCE mandatory
}
}

C ::= SEQUENCE {


k



K-List,


iE-Extensions
ProtocolExtensionContainer { {C-ExtIEs} }
OPTIONAL,


...

}

C-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

K-List ::= SEQUENCE (SIZE (1..maxK)) OF ProtocolIE-Single-Container { {K-IEs} }

K-IEs RNSAP-PROTOCOL-IES ::= {


{ ID id-K
CRITICALITY notify
TYPE K
PRESENCE mandatory
}
}

K ::= SEQUENCE {


l



L-List,


iE-Extensions
ProtocolExtensionContainer { {K-ExtIEs} }
OPTIONAL,


...

}

K-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

L-List ::= SEQUENCE (SIZE (1..maxL)) OF L

L ::= SEQUENCE {


m



M
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {L-ExtIEs} }
OPTIONAL,


...

}

L-ExtIEs RNSAP-PROTOCOL-EXTENSION ::= {


...

}

ExampleMessage-Extensions RNSAP-PROTOCOL-EXTENSION ::= {


...

}
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