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9.2.1.4
Cause

The purpose of the cause information element is to indicate the reason for a particular event for the RANAP protocol.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Choice Cause





>Radio Network Layer Cause 


INTEGER
(RAB pre-empted(1),

Trelocoverall Expiry(2),

Trelocprep Expiry(3),

Treloccomplete Expiry(4), 
Tqueing Expiry(5),

 Relocation Triggered(6),

Unable to Establish During Relocation(8),

Unknown Target RNC(9),

Relocation Cancelled(10),

Successful Relocation(11),

Requested Ciphering and/or Integrity Protection Algorithms not Supported(12),

Change of Ciphering and/or Integrity Protection is not supported(13),

Failure in the Radio Interface Procedure(14),

Release due to UTRAN Generated Reason(15),

User Inactivity(16),

Time Critical Relocation(17),

Requested Traffic Class not Available(18), 

Invalid RAB Parameters Value(19),

Requested Maximum Bit Rate not Available(20),

Requested Maximum Bit Rate for DL not Available(33),

Requested Maximum Bit Rate for UL not Available(34),

Requested Guaranteed Bit Rate not Available(21),

Requested Guaranteed Bit Rate for DL not Available(35),

Requested Guaranteed Bit Rate for UL not Available(36),

Requested Transfer Delay not Achievable(22),

Invalid RAB Parameters Combination(23), 

Condition Violation for SDU Parameters(24), 

Condition Violation for Traffic Handling Priority(25), 

Condition Violation for Guaranteed Bit Rate(26), 

User Plane Versions not Supported(27), 

Iu UP Failure(28),

TRELOCalloc Expiry (7),

Relocation Failure in Target CN/RNC or Target System (29),
Invalid RAB ID(30),

No remaining RAB(31),

Interaction with other procedure(32),

Repeated Integrity Checking Failure(37),
Requested Report Type not supported(38),
Request superseded(39),
Release due to UE generated signalling connection release(40)
…)
Value range is 1 – 64.

>Transport Layer Cause


INTEGER
(Logical Error: Unknown Iu Transport Association(65),

…)
Value range is 65 – 80.

>NAS Cause


INTEGER
(User Restriction Start Indication(81),

User Restriction End Indication(82),

Normal Release(83),

 …)
Value range is 81 – 96.

>Protocol Cause


INTEGER
(Transfer Syntax Error(97), 

Semantic Error (98),

Message not compatible with receiver state (99),
Abstract Syntax Error (Reject) (100),

Abstract Syntax Error (Ignore and Notify) (101),
Abstract Syntax Error (Falsely Constructed Message) (102),
…)
Value range is 97 – 112.

>Miscellaneous Cause


INTEGER
(O&M Intervention(113),

No Resource Available(114),

Unspecified Failure(115),

Network Optimisation(116), 

…)
Value range is 113 – 128.

>Non-standard Cause


INTEGER

(…)
Value range is 129 – 256.

NEXT MODIFIED SECTION

9.3.0
General

The ASN.1 definition specifies the structure and content of RANAP messages. RANAP messages can contain any IEs specified in the object set definitions for that message without the order or number of occurrence being restricted by ASN.1. However, for this version of the standard, a sending entity shall construct a RANAP message according to the PDU definitions module and with the following additional rules (Note that in the following IE means an IE in the object set with an explicit id. If one IE needed to appear more than once in one object set, then the different occurrences have different IE ids):

· IEs shall be ordered (in an IE container) in the order they appear in object set definitions..

· Object set definitions specify how many times IEs may appear. An IE shall appear exactly once if the presence field in an object has value "mandatory". An IE may appear at most once if the presence field in an object has value "optional" or "conditional". If in a tabular format there is multiplicity specified for an IE (i.e. an IE list) then in the corresponding ASN.1 definition the list definition is separated into two parts. The first part defines an IE container list where the list elements reside. The second part defines list elements. The IE container list appears as an IE of its own. For this version of the standard an IE container list may contain only one kind of list elements.

If a RANAP message that is not constructed as defined above is received, this shall be considered as Abstract Syntax Error, and the message shall be handled as defined for Abstract Syntax Error in section 10.3.6.
Section 9.3 presents the Abstract Syntax of RANAP protocol with ASN.1. In case there is contradiction between the ASN.1 definition in this section and the tabular format in sections 9.1 and 9.2, the ASN.1 shall take precedence, except for the definition of conditions for the presence of conditional elements, where the tabular format shall take precedence.

NEXT MODIFIED SECTION

9.3.4 Information Element Definitions

Unaffected ASN.1 definition not shown

Cause ::= CHOICE {


radioNetwork


CauseRadioNetwork,


transmissionNetwork

CauseTransmissionNetwork,


nAS



CauseNAS,


protocol


CauseProtocol,


misc



CauseMisc,


non-Standard


CauseNon-Standard,


...

}

CauseMisc ::= INTEGER {


om-intervention (113),


no-resource-available (114),


unspecified-failure (115),


network-optimisation (116)

} (113..128)

CauseNAS ::= INTEGER {


user-restriction-start-indication (81),


user-restriction-end-indication (82),


normal-release (83)

} (81..96)

CauseProtocol ::= INTEGER {


transfer-syntax-error (97),


semantic-error (98),


message-not-compatible-with-receiver-state (99),


abstract-syntax-error-reject (100),


abstract-syntax-error-ignore-and-notify (101),


abstract-syntax-error-falsely-constructed-message (102)
} (97..112)

CauseRadioNetwork ::= INTEGER {


rab-pre-empted (1),


trelocoverall-expiry (2),


trelocprep-expiry (3),


treloccomplete-expiry (4),


tqueing-expiry (5),


relocation-triggered (6),


trellocalloc-expiry(7),


unable-to-establish-during-relocation (8),


unknown-target-rnc (9),


relocation-cancelled (10),


successful-relocation (11),


requested-ciphering-and-or-integrity-protection-algorithms-not-supported (12),


change-of-ciphering-and-or-integrity-protection-is-not-supported (13),


failure-in-the-radio-interface-procedure (14),


release-due-to-utran-generated-reason (15),


user-inactivity (16),


time-critical-relocation (17),


requested-traffic-class-not-available (18),


invalid-rab-parameters-value (19),


requested-maximum-bit-rate-not-available (20),


requested-guaranteed-bit-rate-not-available (21),


requested-transfer-delay-not-achievable (22),


invalid-rab-parameters-combination (23),


condition-violation-for-sdu-parameters (24),


condition-violation-for-traffic-handling-priority (25),


condition-violation-for-guaranteed-bit-rate (26),


user-plane-versions-not-supported (27),


iu-up-failure (28),


relocation-failure-in-target-CN-RNC-or-target-system(29),


invalid-RAB-ID (30),


no-remaining-rab (31),


interaction-with-other-procedure (32),


requested-maximum-bit-rate-for-dl-not-available (33), 


requested-maximum-bitr-ate-for-ul-not-available (34), 


requested-guaranteed-bit-rate-for-dl-not-available (35), 


requested-guaranteed-bit-rate-for-ul-not-available (36),


repeated-integrity-checking-failure (37),


requested-report-type-not-supported (38),


request-superseded (39),


release-due-to-UE-generated-signalling-connection-release (40)

} (1..64)

CauseNon-Standard ::= INTEGER (129..256)

CauseTransmissionNetwork ::= INTEGER {


logical-error-unknown-iu-transport-association (65)

} (65..80)

Unaffected ASN.1 definition not shown

NEXT MODIFIED SECTION

10.3
Abstract Syntax Error

10.3.1
General

An Abstract Syntax Error occurs when the receiving functional RANAP entity:

1. receives IEs or IE groups that cannot be understood (unknown IE id);

2. receives IEs for which the logical range is violated (e.g.: ASN.1 definition: 0 to 15, the logical range is 0 to 10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using criticality information sent by the originator of the message);
3. does not receive IEs or IE groups but according to the specified presence of the concerning object, the IEs or IE groups should have been present in the received message.

4. receives IEs or IE groups that are defined to be part of that message in wrong order or with too many occurrences of the same IE or IE group
Cases 1 and 2 (not comprehended IE/IE group) are handled based on received Criticality information. Case 3 (missing IE/IE group) is handled based on Criticality information and Presence information for the missing IE/IE group specified in the version of the specification used by the receiver. Case 4 (IEs or IE groups in wrong order or with too many occurrences) results in rejecting the procedure.
If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected Abstract Syntax Error that belong to cases 1-3 act according to the Criticality Information and Presence Information for the IE/IE group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5. The handling of case 4 is specified in subclause 10.3.6.
10.3.2
Criticality Information

In the RANAP messages there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiver how to act when receiving an IE or an IE group that is not comprehended, i.e. the entire item (IE or IE group) which is not (fully or partially) comprehended shall be treated in accordance with its own criticality information as specified in chapter 10.3.4.
In addition, the criticality information is used in case of the missing IE/IE group abstract syntax error (see subclause 10.3.5).
The receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

-
Reject IE.

-
Ignore IE and Notify Sender.

-
Ignore IE.

10.3.3
Presence Information

For many IEs/IE groups which are optional according to the ASN.1 transfer syntax, RANAP specifies separately if the presence of these IEs/IE groups is optional or mandatory with respect to RNS application by means of the presence field of the concerning object of class RANAP-PROTOCOL-IES, RANAP-PROTOCOL-IES-PAIR, RANAP-PROTOCOL-EXTENSION or RANAP-PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optional;

2. Conditional;

3. Mandatory.

If an IE/IE group is not included in a received message and the presence of the IE/IE group is mandatory or the presence is conditional and the condition is true according to the version of the specification used by the receiver, an abstract syntax error occurs due to a missing IE/IE group.

10.3.4 Not comprehended IE/IE group

10.3.4.1
Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code according to the following:

Reject IE:

-
If a message is received with a Procedure Code marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore IE and Notify Sender:

-
If a message is received with a Procedure Code marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication procedure.

Ignore IE:

-
If a message is received with a Procedure Code marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the procedure.

10.3.4.2
IEs other than the Procedure Code

The receiving node shall treat the different types of received criticality information of an IEs/IE group other than the Procedure Code according to the following:

Reject IE:

-
If a message initiating a procedure is received containing one or more IEs/IE group marked with "Reject IE" which the receiving node does not comprehend; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the rejection of one or more IEs/IE group using the message normally used to report unsuccessful outcome of the procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall initiate the Error Indication procedure.

-
If a response message is received containing one or more IEs marked with "Reject IE", that the receiving node does not comprehend, the receiving node shall initiate local error handling.

Ignore IE and Notify Sender:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and report in the response message of the procedure that one or more IEs/IE groups have been ignored.

-
If a response message is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and initiate the Error Indication procedure.

Ignore IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using the understood IEs/IE groups.
10.3.5 Missing IE or IE group

The receiving node shall treat the missing IE/IE group according to the criticality information for the missing IE/IE group in the received message specified in the version of this specification used by the receiver:

Reject IE:

· if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the missing IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure. 

-
if a received message initiating a procedure that does not have a message to report unsuccessful outcome is missing one or more IEs/IE groups with specified criticality "Reject IE", the receiving node shall initiate the Error Indication procedure.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Reject IE, the receiving node shall initiate local error handling.

Ignore IE and Notify Sender:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender”, the receiving node shall continue with the procedure based on the other IEs/IE groups present in the message and report in the response message of the procedure that one or more IEs/IE groups were missing.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender", the receiving node shall initiate the Error Indication procedure.

Ignore IE:

· if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE", the receiving node shall continue with the procedure based on the other IEs/IE groups present in the message.

10.3.6
IEs or IE groups received in wrong order or with too many occurrences
If a message with IEs or IE groups in wrong order or with too many occurrences is received, the receiving node shall behave according to the following:
-
If a message initiating a procedure is received containing IEs or IE groups in wrong order or with too many occurrences, none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the cause value "Abstract Syntax Error (Falsely Constructed Message)" using the message normally used to report unsuccessful outcome of the procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing IEs or IE groups in wrong order or with too many occurrences, the receiving node shall initiate the Error Indication procedure, and use cause value "Abstract Syntax Error (Falsely Constructed Message)".

-
If a response message is received containing IEs or IE groups in wrong order or with too many occurrences, the receiving node shall initiate local error handling.
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