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1 Introduction

For the 5G femto SI, RAN3 should study the following: [1]
· Overall RAN architecture and required functional and procedural impacts for supporting 5G Femto deployments [RAN3].

· Study how to define the 5G access control mechanism by (re-)using the existing CAG functionality and identify needed enhancements (if any) [RAN3].

· Clarify the access to local services from the 5G Femto via collocated local UPF and identify issues, if any [RAN3].

The study should involve a gap analysis of existing 5G functionality with HeNB functionality, there should be no impact on the UE, and there should be coordination with other WGs (e.g. SA2) when needed.

5G femto support had been previously discussed in TSG RAN in 2023 [2]
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[4].

This contribution discusses access control using CAG.
2 Discussion

As a femtocell provides cellular coverage in a customer premises using that customer’s broadband service as backhaul, an access control mechanism is necessary to restrict service to only that customer and authorized users.

CAG (Closed Access Group) functionality was specified in NG-RAN since Rel-16 as part of Public Network Integrated Non-Public Networks (PNI-NPN). It allows to provide access to CAG cells (i.e. cells which broadcast one or more CAG identities) for a UE configured with a list of allowed CAGs.
Unlike pre-5G solutions which only applied to femto deployments, CAG functionality is defined within a PLMN, with obvious benefits in terms of mobility and service consistency to and from femto deployments.

Observation 1: CAG functionality is defined within a PLMN, with benefits in terms of mobility and service consistency to and from femto deployments.
2.1 CAG ID

A brief review of CAG functionality from RAN stage 2 [5] follows below, together with observations and proposals pertinent to this study.
CAG Cell: a PLMN cell broadcasting at least one Closed Access Group identity.

CAG Member Cell: for a UE, a CAG cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN.

CAG-only cell: a CAG cell that is only available for normal service for CAG UEs.

Proposal 1: A HgNB cell may be a CAG Cell (a CAG Member cell or a CAG-only cell).
A PNI-NPN is a network deployed for non-public use which relies on network functions provided by a PLMN. In PNI-NPN, a Closed Access Groups (CAG) identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. A CAG is identified by a CAG identifier broadcast in SIB1.

Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN. In this case a PNI-NPN may comprise gNBs and HgNBs, or even just a single HgNB.

Observation 3: Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN; in this case a PNI-NPN may consist of gNBs and HgNBs or just a single HgNB.
For uncoordinated deployment, an operator may wish to let the customer provision his own CAG. In this case the CAG will be uncoordinated, and the customer’s HgNB will correspond to its own PNI-NPN. Current encoding for CAG ID allows for 232 unique CAG IDs in a PLMN [6], which seems adequate also for uncoordinated deployment.

How the operator lets the customer provision the CAG is out of RAN3 scope
.
Observation 3: A CAG ID may be provisioned by the customer, in which case (uncoordinated case) the HgNB corresponds to its own PNI-NPN.
2.2 Assumptions about UE and RAN Behavior
UE behavior and configuration is out of RAN3 scope, so it seems safe for RAN3 to assume the same configuration as in current PNI-NPN functionality, as below [5].

A CAG-capable UE can be configured with the following per PLMN:

- an Allowed CAG list containing the CAG identifiers which the UE is allowed to access; and

- a CAG-only indication if the UE is only allowed to access 5GS via CAG cells.
The same goes for UE mobility behavior [5]:
Cell selection/reselection to CAG cells may be based on a UE autonomous search function, which determines itself when/where to search, but cannot contradict the dedicated cell reselection priority information if any is stored.

A range of PCI values reserved by the network for use by CAG cells may be broadcast.

A CAG Member Cell for a UE is a cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN. The UE checks the suitability of CAG cells based on the Allowed CAG list provided by upper layers and a CAG-only cell can only be suitable for its subscribers but can be acceptable for the rest.

NOTE: A non-CAG-capable UE (e.g. Rel-15 UE) considers a CAG-only cell as acceptable cell if the cell is not barred to Rel-15 UEs, and if a PLMN ID without CAG list is broadcast and that PLMN is forbidden (e.g. by use of a PLMN ID for which all registration attempts are rejected such that the PLMN ID becomes forbidden).

When the UE is configured with a CAG-only indication, only CAG Member Cells can be suitable. A non-suitable cell can be acceptable though if the UE is configured with a CAG-only indication for one of the PLMN broadcast by the cell.

In addition, manual selection of CAG cell(s) is supported, for which an HRNN(s) can be optionally provided.
And the same goes for inactive and connected mode [5]:
The mobility of a UE in inactive mode builds on existing functionality… according to the mobility restrictions received in the UE context.

The source NG-RAN node is aware of the list of CAG IDs supported by the candidate target cells which are CAG cells.

At the time of handover, the source NG-RAN node determines a target cell among the candidates which is compatible with the received PNI-NPN restrictions.

At incoming handover, the target NG-RAN node receives the PNI-NPN mobility restrictions and checks that the selected target cell is compatible with the received mobility restrictions.

Mobility between PNI-NPN and PLMN cells is supported according to the mobility restrictions in the UE context.

Proposal 2: RAN3 should assume the same CAG configuration and mobility behavior for UEs as in current PNI-NPN functionality is also applicable for femto deployments.

According to [5], each NG-RAN node informs the connected neighbor NG-RAN nodes of the list of supported CAG ID(s) per CAG cell in the appropriate Xn interface management procedures. This shall also apply to femto deployments.
Proposal 3: The same RAN behavior, signaling and procedures for PNI-NPN is also applicable for femto deployments.
2.3 Access Control, Paging
Also for access control and paging, current RAN behavior [5] seems applicable also for femto deployments.

During the establishment of the UE-associated logical NG-connection towards the 5GC, the AMF checks whether the UE is allowed to access the cell as specified in TS 23.501.
If the check is successful, the AMF sets up the UE-associated logical NG-connection and provides the NG-RAN node with the list of CAGs allowed for the UE and, whether the UE is allowed to access non-CAG cells. This information is used by the NG-RAN for access control of subsequent mobility.

If the check is not successful, the AMF shall reject setting up the UE-associated NG connection and inform the NG-RAN node with an appropriate cause value as specified in TS 23.501.
Proposal 4: The same RAN behavior for access control for PNI-NPN is also applicable for femto deployments.
As far as paging is concerned: [5]
The NG-RAN node may receive a paging message including the list of CAGs allowed for the UE, and whether the UE is allowed to access non-CAG cells. The NG-RAN node may use this information to avoid paging in cells on which the UE is not allowed to camp.

For UEs in RRC_INACTIVE state, the NG-RAN node may page a neighbor NG-RAN node including the list of CAGs allowed for the UE, and whether the UE is allowed to access non-CAG cells. The neighbor NG-RAN node may use this information to avoid paging in cells on which the UE is not allowed to camp.

It seems reasonable to assume the current PNI-NPN behavior also for paging in HeNBs, with one possible difference. Considering the peculiarity of femto deployments, we should further evaluate the current specified behavior for paging an inactive-state UE by a neighbor (H)gNB.
Proposal 5: The same RAN behavior for access control and paging for PNI-NPN should be also applicable for femto deployments, but it is FFS whether a HgNB can page a neighbor NG-RAN node and vice versa.
3 Conclusions and Proposals
Our observations and proposals are summarized below.
Observation 1: CAG functionality is defined within a PLMN, with benefits in terms of mobility and service consistency to and from femto deployments.
Proposal 1: A HgNB cell may be a CAG Cell (a CAG Member cell or a CAG-only cell).
Observation 2: Current CAG functionality allows a coordinated case, with CAG IDs provisioned by the operator across the PLMN; in this case a PNI-NPN may consist of gNBs and HgNBs or just a single HgNB.
Observation 3: A CAG ID may be provisioned by the customer, in which case (uncoordinated case) the HgNB corresponds to its own PNI-NPN.

Proposal 2: RAN3 should assume the same CAG configuration and mobility behavior for UEs as in current PNI-NPN functionality is also applicable for femto deployments.

Proposal 3: The same RAN behavior, signaling and procedures for PNI-NPN is also applicable for femto deployments.

Proposal 4: The same RAN behavior for access control for PNI-NPN is also applicable for femto deployments.
Proposal 5: The same RAN behavior for access control and paging for PNI-NPN should be also applicable for femto deployments, but it is FFS whether a HgNB can page a neighbor NG-RAN node and vice versa.

Proposal 6: Discuss, revise and if agreeable capture the TP for TR 38.799.
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Text Proposal for TR 38.799
START OF CHANGES
X.1 Access Control
X.1.1 Definitions
CAG functionality and definitions are as specified in TS 38.300 [x].
CAG Cell: a PLMN cell broadcasting at least one Closed Access Group identity.

CAG Member Cell: for a UE, a CAG cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN.

CAG-only cell: a CAG cell that is only available for normal service for CAG UEs.
A HgNB may be a CAG cell (a CAG Member cell or a CAG-only cell).
As specified in TS 38.300 [x], a PNI-NPN is a network deployed for non-public use which relies on network functions provided by a PLMN. In PNI-NPN, a Closed Access Groups (CAG) identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. A CAG is identified by a CAG identifier broadcast in SIB1.

X.1.2 CAG Provisioning

For coordinated CAG deployment, CAG IDs are provisioned by the operator across the PLMN. In this case, a PNI-NPN may consists of gNBs and HgNBs or just a single HgNB.

For uncoordinated CAG deployment, an operator may wish to let the customer provision his own CAG. In this case the CAG will be uncoordinated, and the cusstomer’s HgNB will correspond to its own PNI-NPN. Current encoding for CAG ID allows for 232 unique CAG IDs in a PLMN (see TS 38.413 [a]), which seems adequate also for uncoordinated deployment. How the operator lets the customer provision the CAG is out of the scope of this Technical Report.
As specified in TS 38.300 [x], a CAG-capable UE can be configured with the following per PLMN:

- an Allowed CAG list containing the CAG identifiers which the UE is allowed to access; and

- a CAG-only indication if the UE is only allowed to access 5GS via CAG cells.
X.1.4 RAN Behavior
As specified in TS 38.300 [x], during the establishment of the UE-associated logical NG-connection towards the 5GC, the AMF checks whether the UE is allowed to access the cell as specified in TS 23.501 [b].

If the check is successful, the AMF sets up the UE-associated logical NG-connection and provides the NG-RAN node with the list of CAGs allowed for the UE and, whether the UE is allowed to access non-CAG cells. This information is used by the NG-RAN for access control of subsequent mobility.

If the check is not successful, the AMF shall reject setting up the UE-associated NG connection and inform the NG-RAN node with an appropriate cause value as specified in TS 23.501 [b].
NEXT CHANGE
X.2 Mobility

X.2.1 General
As specified in TS 38.300 [x], cell selection/reselection to CAG cells may be based on a UE autonomous search function, which determines itself when/where to search, but cannot contradict the dedicated cell reselection priority information if any is stored.

A range of PCI values reserved by the network for use by CAG cells may be broadcast.

As specified in TS 38.300 [x], a CAG Member Cell for a UE is a cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN, and for that PLMN, a CAG identifier belonging to the Allowed CAG list of the UE for that PLMN. The UE checks the suitability of CAG cells based on the Allowed CAG list provided by upper layers and a CAG-only cell can only be suitable for its subscribers but can be acceptable for the rest.

NOTE: A non-CAG-capable UE (e.g. Rel-15 UE) considers a CAG-only cell as acceptable cell if the cell is not barred to Rel-15 UEs, and if a PLMN ID without CAG list is broadcast and that PLMN is forbidden (e.g. by use of a PLMN ID for which all registration attempts are rejected such that the PLMN ID becomes forbidden).
When the UE is configured with a CAG-only indication, only CAG Member Cells can be suitable. A non-suitable cell can be acceptable though if the UE is configured with a CAG-only indication for one of the PLMN broadcast by the cell.

In addition, manual selection of CAG cell(s) is supported, for which an HRNN(s) can be optionally provided.
X.2.2 Inactive Mode

The mobility of a UE in inactive mode builds on existing functionality described in TS 38.300 [x] according to the mobility restrictions received in the UE context.
X.2.3 Connected Mode
As specified in TS 38.300 [x], the source NG-RAN node is aware of the list of CAG IDs supported by the candidate target cells which are CAG cells.

At the time of handover, the source NG-RAN node determines a target cell among the candidates which is compatible with the received PNI-NPN restrictions.

At incoming handover, the target NG-RAN node receives the PNI-NPN mobility restrictions and checks that the selected target cell is compatible with the received mobility restrictions.

Mobility between PNI-NPN and PLMN cells is supported according to the mobility restrictions in the UE context.
NEXT CHANGE
X.3 Paging

As specified in TS 38.300 [x], The NG-RAN node may receive a paging message including the list of CAGs allowed for the UE, and whether the UE is allowed to access non-CAG cells. The NG-RAN node may use this information to avoid paging in cells on which the UE is not allowed to camp.

For UEs in RRC_INACTIVE state, the NG-RAN node may page a neighbor NG-RAN node including the list of CAGs allowed for the UE, and whether the UE is allowed to access non-CAG cells. The neighbor NG-RAN node may use this information to avoid paging in cells on which the UE is not allowed to camp. [FFS]
END OF CHANGES
� This is part of the ongoing SI in SA2.





