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1Introduction
In the Rel-18 NCR SI, solutions on NCR management, i.e. identification and authorization are discussed. Corresponding solutions are captured to the TR 38.867 [1].
In the new WID for Rel-18 NCR, RAN3 should down-select and specify the solution for NCR management, the following is the objective been captured in the WID [2]:
	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


In the last RAN3 meeting, we discussed the down-selection of the solutions for NCR authorization and achieved the following agreements (Refer to Chair’s Notes [3]):
	The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface. 
The discussion on RAN impact on validation function is pending to SA3 reply LS.
gNB-CU knows whether the connected gNB-DU supports NCR based on OAM configuration.
Down selection on all solutions which takes the feedback from SA3 and SA5 into account can be discussed in next RAN3 meeting.
The NCR-OAM connectivity requirement should be supported, further details can be discussed.


However, we still need to further discuss the down-selection of the solutions, the potential impact on OAM requirement, the potential F1AP impact, the support of NCR validation, etc.
In this contribution, we will further discuss the open items and we provide the observations and proposals accordingly.
2. Discussion
2.1 NCR Authorization
In the Reply LS from SA3 [4], they answered RAN3 question on security issue for solution 2, as below:
	To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface.


Considering the security issue on support of the solution 2, it’s proposed to exclude the solution 2 for further work in NCR WI.
Proposal 1: Exclude the solution 2 in the NCR WI phase.
Following the agreements of the last RAN3 meeting, the NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface, we can further work on the stage 3 details this meeting.
In NGAP, we can introduce a new IE “NCR Authorized” with two code-points “authorized” and “not authorized” in INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages. The IE could be defined as below:
[bookmark: _Toc534720547][bookmark: _Toc45652395][bookmark: _Toc45658827][bookmark: _Toc45720647][bookmark: _Toc45798527][bookmark: _Toc45897916][bookmark: _Toc51746120][bookmark: _Toc64446384][bookmark: _Toc73982254][bookmark: _Toc88652343][bookmark: _Toc97891386][bookmark: _Toc99123529][bookmark: _Toc99662334][bookmark: _Toc105152401][bookmark: _Toc105174207][bookmark: _Toc106109205][bookmark: _Toc107409663][bookmark: _Toc112756852]9.3.1.xxx	NCR Authorized
This IE provides information about the authorization status of the network controlled repeater.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NCR Authorized
	M
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates the NCR is authorized or not.



Proposal 2: Introduce new IE “NCR Authorized” with two code-points “authorized” and “not authorized” in INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages in NGAP.
Detail changes are provided in the NGAP CR [5].
Proposal 3: Discuss and agree the CR to NGAP [5] on support of NCR authorization.
To support the NCR authorization in the Core Network, whether need to provide a NCR indicator or NCR capability to CN was discussed in the previous meeting. Majority of companies believed it’s not necessary to provide a NCR indicator from gNB to CN, CN could check the authorization info from the NCR related subscription information. Thus, it seems not necessary to provide NCR indicator from UE to RAN. 
Proposal 4: For NCR authorization, not necessary to provide NCR indicator from UE to gNB.
On whether need to provide NCR capability/indicator in the NAS message from UE to CN, which could be further considered in RAN2/SA2/CT1, if needed.
Proposal 5: If any NSA impact for NCR authorization could be further discussed in RAN2/SA2/CT1.

2.2 NCR Validation
For the NCR validation procedure of the Solution 1, SA3 is not clear about what does "validation" mean.
	To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.


To be honest, it’s not clear enough what is the difference between “Authorization” and “Validation” from beginning of the discussion. 
Thus, RAN3 should further clarify what’s the target of the verification?  From previous contributions related to validation, we could understand “validation” refers to further check if a NCR is allowed to access to a gNB or a cell, or the allowed NCR list to a cell/gNB. 
Proposal 6: RAN3 should discuss and confirm the target of “Validation” is to check whether a NCR is allowed to access to a specific gNB/Cell.
If the previous assumption is confirmed, some preconfiguration to gNB about the allowed/not allowed NCR list should be sufficient. We do not see any security risk to configure such kind of information to gNB, and there’s no RAN3 impact. How to identify the NCR is up to the Uu design of RAN2.
Proposal 7: There’s no RAN3 impact is foreseen to support NCR Validation. How to identify NCR in gNB is up to RAN2.

2.3 OAM Connectivity
RAN3 has agreed that NCR-OAM connectivity should be supported, and that further details may be discussed. Two possible ways were discussed in the last meeting:
· Option 1: Use wired or wireless connection between NCR and OAM server, which is out of 3GPP.
· Option 2:  Use PDU session between NCR and CN to convey the OAM configuration
Both of the options are feasible, the option1 is out of 3GPP and should be allowed. The option 2 is also feasible as the NCR could register to CN as a normal UE. However, we may need to further consider whether to support the PDU session between UE and Core Network only for NCR OAM connectivity. The NCR UE capability should be considered and decided in RAN2.
Proposal 8: Wired or wireless connection could be used to convey OAM configuration for NCR, which is out of 3GPP.
Proposal 9: It’s feasible to use PDU session to convey the OAM configuration for NCR, whether it’s supported is up to RAN2.

2.4 F1 impact analysis
With the current RAN3 agreement, NCR authorization is provided from CN to NG-RAN in NGAP context management procedures, the only remaining issue is whether to convey NCR authorization over F1AP context management procedures.
In V2X and IAB, corresponding authorization info is also provided from CU to DU in split architecture, and gNB-DU needs to allocate the sidelink resources and do corresponding scheduling. But for NCR, it’s just a RF repeater, which transparently repeats the RF signals, we do not see any clear requirement on radio resource treatment from the gNB-DU. Therefore, we do not see any need to convey the NCR authorization info from CU to DU.
Proposal 10: No need to provide the NCR authorization info over F1AP.

2.5 Solutions down-selection or combination
As we have agreed that “The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface.” This should be the unified solution for NCR authorization.
Except the solution 2, which is to be excluded, we can merge all the other solutions to one solution for NCR management. I.e. NCR UE registers to the 5GC, and AMF provides NCR authorization info to the gNB after checking the subscription info with UDM.
Proposal 11: A single/unified solution should be adopted for NCR management in WI phase, i.e. merging the solutions 1, 3, 4 together. 

The overall procedure of the combined new solution could be illustrated with the figure below, which is revised from Solution 1:


Figure x.x-1. Call flow for NCR management
In step 7, AMF could check the NCR subscription info in UDM and provide NCR authorization info to the gNB. Based on this information, the gNB be aware the NCR is authorized. 
Base on the discussion above, we would propose to capture the new solution for NCR management. The draft CR for TS 38.300 could be found in section 5.
Proposal 12: Discuss and agree the stage 2 TP for TS 38.300 on support of NCR management.
3. Conclusion
In this contribution, we further evaluated the candidate solutions for NCR management. Based on the discussion, we provided the following observations and proposals:
Proposal 1: Exclude the solution 2 in the NCR WI phase.
Proposal 2: Introduce new IE “NCR Authorized” with two code-points “authorized” and “not authorized” in INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages in NGAP.
Proposal 3: Discuss and agree the CR to NGAP [5] on support of NCR authorization.
Proposal 4: For NCR authorization, not necessary to provide NCR indicator from UE to gNB.
Proposal 5: If any NSA impact for NCR authorization could be further discussed in RAN2/SA2/CT1.
Proposal 6: RAN3 should discuss and confirm the target of “Validation” is to check whether a NCR is allowed to access to a specific gNB/Cell.
Proposal 7: There’s no RAN3 impact is foreseen to support NCR Validation. How to identify NCR in gNB is up to RAN2.
Proposal 8: Wired or wireless connection could be used to convey OAM configuration for NCR, which is out of 3GPP.
Proposal 9: It’s feasible to use PDU session to convey the OAM configuration for NCR, whether it’s supported is up to RAN2.
Proposal 10: No need to provide the NCR authorization info over F1AP.
Proposal 11: A single/unified solution should be adopted for NCR management in WI phase, i.e. merging the solutions 1, 3, 4 together. 
Proposal 12: Discuss and agree the stage 2 TP for TS 38.300 on support of NCR management.
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[bookmark: _Toc114478067]x.y NCR management
NCR will access to the network as a UE, the general procedure of the NCR management is illustrated in below figure:


Figure x.y-1. NCR management procedure
1-5.	NCR firstly accesses to NG-RAN as a normal UE, it provides a NCR indicator in the RRCSetupComplete message.
6. NG-RAN sends the INITIAL UE MESSAGE to the AMF.
7. The AMF checks the NCR subscription info in UDM and provide NCR Authorization Info to the gNB in the Initial UE Context Setup Procedure.  
8. The gNB initiates Security procedure to activate the AS security.
9. The gNB may request for UE radio capability, if needed.
Editor’s note: FFS whether provide the NCR indicator in MSG5 and/or UE's radio capability signaling.
10. The gNB establishes SRB2 and or DRB(s) for the NCR UE.
11. The gNB completes the Initial Context Setup Procedure.
12-13. If required, NCR validation is used to further check the validity of a NCR, the credential information in the gNB used for NCR validation is pre-configured. 
Editor’s Note: the Uu impact for NCR identification, validation are pending to RAN2.
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