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1 Introduction

RAN3 has agreed that [1]:

· The NCR authorization indicator is provided from AMF to gNB over the NG interface,

· Discussion on RAN impact of the validation function is pending the reply LS from SA3 (now received in [2]),

· The gNB-CU knows whether the connected gNB-DU supports NCRs based on OAM configuration,

· NCR-OAM connectivity requirement should be supported – further details may be discussed.

Furthermore, it was agreed that down-selection can be discussed at this meeting.

Based on the above agreements, we will further discuss and propose how to move the work forward.
2 Discussion
2.1 NCR Authorization
With the current RAN3 agreement, it seems now fully settled that the authorization happens in the 5GC according to the subscriber information in the UDM. This is fully secure (and also takes into account SA3’s reply [2] to RAN3 question on Solution 2).
The remaining detail to agree on, is the exact encoding of the authorization information, and on which message(s) this information shall be signaled. The natural choice seems to be an ENUMERATED IE (see Table 1 [3]).
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Network Controlled Repeater
	M
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized as Network Controlled Repeater


Table 1 Encoding for the NCR authorization to be signaled from the AMF to the gNB.

Proposal 1: The authorization information (e.g. Network Controlled Repeater Authorized IE) should be encoded as an ENUMERATED (authorized, not authorized, …) IE.
Given that the NCR does not support mobility, only 2 context management messages need to be impacted: INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages. The latter is needed to e.g. revoke a previous authorization or authorize a previously unauthorized NCR.

Proposal 2: The Network Controlled Repeater Authorized IE is optionally added to the INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages.

The assigned criticality for this IE may require some further discussion.

If the criticality is “reject”, a context will not be set up for the NCR if the gNB does not comprehend this IE, regardless of the authorization status. If the criticality is “ignore”, an NCR will attach to the network as a regular UE if the gNB does not comprehend the IE, regardless of the authorization status.
It might be desirable for an NCR to be allowed to connect to the network as a regular UE for the purpose of e.g. connecting to its OAM, or downloading its software and configuration (more on OAM connectivity in Sec. 2.4). No specific functionality is needed in the serving gNB for this purpose. This scenario would be enabled by criticality “ignore” and precluded by criticality “reject”.

We believe the above scenario is beneficial for an operator, as it gives more flexibility in configuring and deploying NCRs and does not preclude secure operation in any way. For this reason, we have a slight preference for criticality “ignore”.
Proposal 3: The Network Controlled Repeater Authorized IE should have criticality “ignore”.

We provide an NGAP CR [3] implementing the above.
2.2 NCR Validation
On Sol. 1, RAN3 had asked SA3 whether the NCR needs to be securely validated, and whether there could be any security issue for configuring locally stored NCR information in the gNB. SA3 replied that the concept of “validation” is not clear, hence it is not possible to conclude about potential security issues before further clarification is given [2].
“Validation” and “authorization” are indeed related, even from a purely linguistical point of view [4], so it is understandable that in this context the concept of “validation” might be confusing, especially considering that the concept of “authorization” is arguably clearer. When specifically looking at Sol. 1, “validation” seems to refer to checking the NCR identity against a locally stored registry of allowed NCR identities (e.g. serial numbers). If this is the case, we can observe the following:
a) Given that RAN3 has agreed that authorization takes place in the 5GC, this check does not impact the authorization status of an NCR.
b) Given the above, the only possible use of a locally stored registry of allowed NCR identities seems to be to allow only certain NCRs to connect to a particular set of cells.
Observation 1: Given the RAN3 agreement that authorization takes place in the 5GC, local validation in the gNB has no impact on the authorization status of an NCR.

Observation 2: Given the above, a locally stored registry of allowed NCR identities may be used to allow only certain NCRs to connect to a particular set of cells.

If the above is confirmed, validation in the gNB can be considered as a configured behavior in the gNB without specification impact, and as such it should not be precluded.

Proposal 4: The gNB may be configured with a list of allowed NCRs; no specification impact.

If the above is agreeable to RAN3, there is no need to further reply to SA3 with clarifications on the concept of “validation”.

Proposal 5: There is no need to provide SA3 with clarifications on the concept of “validation”.
2.3 Further Observations on CU-DU Split
With the current RAN3 agreement, there seems to be no impact on F1AP interface management procedures due to NCR support. Assuming that NCR authorization is conveyed on NGAP context management procedures, the only remaining issue is whether to also convey NCR authorization over F1AP context management procedures.
For uses like V2X and IAB, authorization is also signaled over F1AP: when setting up or modifying the context for a V2X UE or an IAB-MT, the gNB-DU needs to know whether the UE will e.g. use the sidelink (for V2X) or require specific radio resource treatment due to its particular traffic patterns (for IAB). An NCR transparently repeats the RF layer, “bending” its antenna beams as necessary, switching its TX on and off as necessary and potentially controlling the output power. As such, no specific radio resource treatment from the gNB-DU seems required purely for this purpose.

Observation 3: No specific radio resource treatment from the gNB-DU seems required for NCR operation.
At least in principle, when configuring UE measurements in the same cell or in neighboring ones, it might be argued that a gNB-DU would benefit from knowing that a certain UE context is associated to an NCR, for the purpose of e.g. radio resource management or interference management. Considering that one of the main use cases for NCRs is coverage extension [5], it seems unlikely that an NCR, deployed in an otherwise hard to reach spot, would cause interference to neighboring cells. In any case, as NCRs are operator-deployed, proper planning can reduce or prevent interference. For this reason, we do not see much value in propagating the NCR authorization information from the gNB-CU to the gNB-DU over F1AP.
Proposal 6: There is no need to signal NCR authorization information from the gNB-CU to the gNB-DU over F1AP.
2.4 NCR OAM
RAN3 has agreed that NCR-OAM connectivity should be supported, and that further details may be discussed. At least in principle, there are two possibilities:
a) Out-of-band connection to the NCR OAM, through either a wired interface, or a wireless interface out of 3GPP scope,

b) In-band connection via one or more DRBs terminated in the NCR-MT.

The first case is out of 3GPP scope and should not be precluded; the second case should be assumed to be available,  since RAN2 supports the possibility for an NCR-MT to terminate DRBs
.
Proposal 7: Out-of-band connection from the NCR to its OAM is out of 3GPP scope and is not precluded; in-band connection via a DRB should be assumed to be available.

The above could be captured with a very simple stage 2 TP (see Annex).
2.5 A Note on NAS Impacts

During the last RAN3 meeting, there was some mention of potential NAS impacts of Sol. 4 with respect to e.g. Sol. 3. As NAS is not in RAN3 scope, such a discussion may be inconclusive
. However, just for the sake of information, a quick check on this issue might be useful.
It is true that Sol. 4 is “inspired” by the V2X authorization procedure, and it is also true that a V2X UE signals a “sidelink capable” indication toward the AMF over NAS. The AMF does not use that indication as basis for its authorization but uses the UE subscription information from the UDM. Doing otherwise (i.e. using UE-supplied information as basis for authorization) would not be secure.
An NCR does not require any specific radio capability to be signaled over NAS, and NCR authorization in the AMF is based on UDM information. So, there seems to be no NAS impact from Sol. 4.
Observation 4: There seems to be no NAS impact from Sol. 4.
3 Conclusions and Proposals
Our observations and proposals are summarized below.
Proposal 1: The authorization information (e.g. Network Controlled Repeater Authorized IE) should be encoded as an ENUMERATED (authorized, not authorized, …) IE.

Proposal 2: The Network Controlled Repeater Authorized IE is optionally added to the INITIAL CONTEXT SETUP REQUEST and UE CONTEXT MODIFICATION REQUEST messages.

Proposal 3: The Network Controlled Repeater Authorized IE should have criticality “ignore”.
Observation 1: Given the RAN3 agreement that authorization takes place in the 5GC, local validation in the gNB has no impact on the authorization status of an NCR.

Observation 2: Given the above, a locally stored registry of allowed NCR identities may be used to allow only certain NCRs to connect to a particular set of cells.

Proposal 4: The gNB may be configured with a list of allowed NCRs; no specification impact.

Proposal 5: There is no need to provide SA3 with clarifications on the concept of “validation”.
Observation 3: No specific radio resource treatment from the gNB-DU seems required for NCR operation.
Proposal 6: There is no need to signal NCR authorization information from the gNB-CU to the gNB-DU over F1AP.
Proposal 7: Out-of-band connection from the NCR to its OAM is out of 3GPP scope and is not precluded; in-band connection via a DRB terminated in the NCR-MT should be assumed to be available.

Observation 4: There seems to be no NAS impact from Sol. 4.
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Annex – TP for TS 38.300 for NCR OAM

X.x.x NCR OAM Aspects
In-band connectivity between a Network-Controlled Repeater and its OAM is supported. One or more DRBs, terminated in the NCR-MT, may be used for this purpose.
� RAN2 agreement (RAN2 #119bis-e): NCR-MT supports SRB0/1/2, and DRB is optional; maximum number of DRBs is FFS.


� Out-of-scope discussions seem to plague the NCR WI, with proposals on OAM and RRC appearing in RAN1 and questions on NAS being asked in RAN3.





