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Introduction

This pCR tries to capture RAN3 agreement achieved for identification and authorization part of TR38.867.

TP to TR 38.867
8
Repeater management

[Editor’s Note: This clause includes the aspect related to repeater management (i.e., identification and authorization) including the required assistance on other aspects.]
8.1
Solution on Repeater management
-------------The star of change ------------------

8.1.1 Solution 1
In this solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the quasi-legacy UE based solution is illustrated in below figure:
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Figure 8.1.1-1. Call flow for solution 1
Sequence of this solution: 
The NCR firstly accesses to RAN and CN as a normal UE, the CN authorizes the NCR based on IMSI/IMEI number, no additional impact to NG-C interface. For example, the operator can allocate specific slice for NCR, and further identify the NCR based on the slice information. After authorized the NCR, the CN provide dedicated Allowed NSSAI to the gNB. Based on this information, the gNB aware the NCR is authorized. 
NCR identification can be implemented by reporting a NCR indicator in Msg5 or by reporting a NCR indicator in UE’s radio capability signaling.

NCR validation is used to further check the validity of NCR device. After AS security is established between the gNB and the NCR device, the NCR sends assistance information to the gNB via RRC message (e.g. UAI). The assistance information can be RACS ID or a device serial number which are pre-allocated by the operator. After receiving the assistance information, the gNB validates the NCR device by checking its local stored information.
Note: The validation steps(e.g. step 12 and step 13) are optionally performed based on the operator’s requirement.
8.1.2 Solution 2
In this solution, the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. CN is absent in this solution.The general procedure of the this solution is illustrated in below figure:
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Figure  8.1.2-1. call flow for solution 2
Sequence of this solution: 
NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5), but the gNB will not establish NG-C interface for the NCR.
NCR is identified via Msg5, i.e. by including an explicit NCR indicator in Msg5.
Different from normal NR UEs, an OAM container is included in Msg5 and there is no NAS container. After receiving Msg5, the gNB will forward the OAM container to OAM.

The NCR authorization and validation is then performed between OAM and NCR. The information exchanged between OAM and NCR can be leveraged by a OAM container (similar as NAS PDU). The security of OAM traffic can be provided by application layer security mechanism, such as SSH/TLS between the NCR and OAM. (Note that, the procedure for authorization/validation in OAM can be either specified or left to implementation)
8.1.3 Solution 3
In this solution, NCR identification is done at RAN side, and NCR authorization is done at CN side. The general procedure of the this solution is illustrated in below figure:
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Figure  8.1.3-1. call flow for solution 3
Sequence of this solution: 
During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message. Or the gNB can be configured by OAM to know the NCR support of the AMF (FFS).

NCR establishes RRC connection and includes NCR indicator in Msg5, after receiving the indicator, the gNB selects an AMF which supports NCR function, and forward the NCR indicator to the AMF.

AMF and other CN entities do further authorization, and provides “NCR authorized” to the gNB. 

8.1.4 Solution 4
In this solution, NCR authorization is performed at CN side. The NCR authorization information needs to be sent from the AMF to the gNB. Similarly to the handling of e.g. D2D, V2X, it seems appropriate for NCR authorization information to come from the UE subscription in the 5GC (a trusted source of information). This information would be stored in the gNB in the UE context for the NCR-MT.The general procedure of this solution is illustrated in below figure:
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Figure 8.1.4-1 call flow for solution 4
Sequence of this solution: 
The NCR first accesses the network as a normal UE. 

AMF authorizes the NCR and sends the indication to gNB in the UE CONTEXT SETUP REQUEST message.
-------------The End of change ------------------
8.2
Specification impacts  

[Editor’s Note: This clause includes the identified specification impacts for each solution based on the inputs from RAN2 and RAN3, it will be captured in sub-clause.]

-------------The star of change ------------------

Table 8.2-1 . Comparison of solutions.

	
	RAN OAM impactth
	NG-C/NAS impact (Yes/No)
	Authorization entity(RAN/ CN/OAM)
	Support of full protocol stack in control plane (RRC, NAS)

(Yes/No)
	Inter-vendor interoperability
	Security

	Solution 1
	No
NO: If NCR validation is not secured.

YES: If secure NCR validation is needed.
	No


	CN(Authorized by legacy mechanism e.g. NCR dedicated Slice in Allowed NSSAI list)
	Yes
	Yes


	Uu uses legacy security

Optionaly, NCR validation needs to be performed in RAN.

	Solution 2
	Yes

Requires new OAM connectivity mechanism over RRC with NG-NR proxy function.
	No
	OAM


	No
	No

(Weather a specific OAM for NCR is needed belongs to deployment implementation based on Operator’s policy.)

	No security on Uu.

NCR authorization and validation needs to be secured via OAM.

	Solution 3
	No
	Yes

NCR-indication and authorization via NG-C

No NAS impact

Context Setup / Modification procedures)
	CN
	Yes
	Yes
	Uu uses legacy security

CN provides secure NCR validation. 

	Solution 4
	No
	Yes 

NCR indication via NAS

NCR authorization via NG-C


	CN
	Yes
	Yes
	Uu uses legacy security

CN provides secure NCR validation.


-------------The End of change ------------------
9
Performance evaluation

[Editor’s Note: This clause mainly includes the potential simulation results for each side control information based on the agreement.] 
10
Conclusion

-------------The star of change ------------------

Based on RAN3 analysis, the 4 candidate solutions may be further discussed pending confirmation from SA3 ,SA5 and SA2. With the captured content in TR38.867, RAN3 believe the SI phase is completed. Down selection of all captured solutions shall take place in WI phase, based on feedback from other groups.
-------------The End of change ------------------
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