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Introduction

CB: # NCR_Solutions

- Discuss the solutions on the table:

a) Quasi-legacy UE based solution: ZTE, CMCC, Intel, CT, Qualcomm (Authorization via NCR-specific slice indication in NAS)

b) OAM based solution: ZTE, CATT, SS, CT, Qualcomm (Authorization via OAM-based match-up using the NCR’s over-the-air OAM connectivity）
c) IAB like solution: Nok, CATT, HW, SS, IAB, Qualcomm (Authorization via NCR-authorization indicator included in NGAP message (equivalent to IAB-authorization)

d) Redcap like solution: CATT

e) CN based solution: E///（Only authorization information to be sent from the AMF to the gNB）
- The NCR-MT should be identified and authenticated by the network in compliance with the security requirements for UEs as defined by SA3?

- Compare all the solutions on the table, down-selection if possible

- Capture solutions and conclusion in TR
(ZTE - moderator)
Summary of offline disc R3-225027
For the Chairman’s Notes

Proposal 1: To capture the quasi-legacy UE based solution into TR.

proposal1.1:The step12 and step13 can be updated as optional.

Proposal 2:  To capture OAM based solution into TR with adding following note:

   Note: Security concern and OAM impact can be confirmed by SA3 and SA5 respectively.

Proposal 2.1 :LS to SA3 and SA5 for further checking this solution.

Proposal 3: To capture IAB like solution in TR with following note.

    Note: The core network impact should be confirmed by SA2.

Proposal 3.1: LS to SA2. Further check their views on the CN impact of this solution.

Proposal 4: Redcap like solution will not be captured in TR.

Proposal 5:  To capture the V2X like solution into TR. 

Proposal 6: Quasi-legacy UE based solution does not need SA3 involvement
Discussion 

Based on the contribution received in this meeting, 5 kinds of  solutions for NCR identification and authorization are on the table. Because this meeting is the only one meeting RAN3 has in the SI phase, all possible solutions will be discussed in the first round. 
Quasi-legacy UE based solution

Quasi-legacy UE based solution is provided in contribution [1], [8], [13], [14] .In Quasi-legacy UE based solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the quasi-legacy UE based solution is illustrated in below figure:
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Figure 1. Call flow for Quasi-legacy UE based solution
Sequence of this solution: 

The NCR firstly accesses to RAN and CN as a normal UE, no additional impact to NG-C interface. If operator wants, it can allocate specific slice for NCR, and further identify the NCR based on the slice information. 
NCR identification can be implemented by reporting a NCR indicator in Msg5 or by reporting a NCR indicator in UE’s radio capability signaling.

NCR validation is used to further check the validity of NCR device. After AS security is established between the gNB and the NCR device, the NCR sends assistance information to the gNB via RRC message.  After receiving the assistance information, the gNB or its OAM validates the NCR device by checking its local stored information.
Question 1: Companies may provide their views on whether this solution is feasible.

	Company
	Comment

	ZTE
	We are fine for this solution.

The NCR identification and authorization are done at RAN side. Compared with the IAB, Redcap, V2X like solutions, it has less impact to the CN. No CN enhancement is needed for this solution. 

	 China telecom
	Fine. We prefer this solution and OAM based solution.

	CATT
	Fine. 5GC is involved, but no enhancement is needed for NGAP and 5GC. Prefer to capture this solution to the TR.

	Ericsson
	The only missing bit from this solution is the authorization done at RAN side. This may be a security problem: the repeater manipulates the air interface, potentially jamming the whole cell. For this reason the authorization needs to come from a trusted place (the 5GC). All that is needed on top of this solution is to add a “NCR Authorized” IE, as we propose, from the AMF to the RAN in UE context setup and modification (step 7 in this chart). Same thing has been done for V2X, D2D, etc.; minimal impact; nothing else on top of this solution is  needed. If this bit is added instead of the potentially insecure RAN-based authorization, this solution works.

An additional observation: RAN-based authorization will require checking by SA3; CN-based authorization does not, as it reuses a tried-and-tested mechanism.
Furthermore on this solution, step 12 is not required and should not be captured.  It should be captured as optional, e.g. using "Alt" as for steps 5 and 9. Background: today the IAB-MT indicates in the RRC Setup Complete message that it is an IAB node, that should be sufficient. Note that in "IAB like solution" it indeed is shown that "identification" is done by an indication in RRCSetupComplete-message so the same should be possible for this one.

	Deutsche Telekom
	From an operator’s perspective we see this solution as a suitable one as it only requires changes in RAN in combination with OAM for validation/verification of the NCR device and related configuration. Alignment with SA5 is required. Complexity should be avoided, therefore the CN should not be impacted by any solution. 

A possible extension could be to have a broadcast flag per cell that provides a hint to a NCR device that in the corresponding cell access for NCR devices is not allowed (to be discussed in RAN2).

	Huawei
	Solution not clear, therefore not sufficient to justify the feasibility. We have the following comments:

1) How to achieve step 13 is not clear, does it mean leave everything up to implementation? So far the NG-RAN or its OAM does not support such kind of security functionality. This solution requires SA3 and SA5 investigation.

2) The name “quasi-legacy UE” seems confusing. In our understanding, the legacy UE’s authorization is just the CN-based solution, as listed in option e) of this paper’s introduction. 

3) It seems that in this solution, the NCR-MT’s registration and authentication is the same as legacy UE, and there exists another separated authorization process of the NCR. Such separation causes unnecessary complexity.

	Qualcomm
	We agree with Ericsson and Huawei.


	AT&T
	We agree with other companies that security aspects of RAN authorization need to be further investigated in order to determine the feasibility compared to other solutions. As pointed out by Ericsson, the NCR has potential to cause significant disruption to an operator’s network compared to a rogue UE, which may justify CN-level authorization even if slightly more signaling is required.

	 Samsung
	We’re fine with capturing this solution in TR.
This is feasible and less impact on spec, but it would be inefficient solution if considering the possibility of 5GC upgrade anytime.

And we think this solution needs checking by SA3/SA5. 

	Nokia
	This solution is unclear. 

Not sure whether this is “authorization”. Please clarify the detail of Step 12 (what the assistance info is), and Step 13 (What is the “local stored information”? where/how gNB get it?)  if using gNB/OAM to validate it, gNB/OAM server need to first authenticate the NCR. But gNB/OAM server does not have authentication function. It may have security issue if gNB/OAM server just “validate” the NCR based on the info received from the NCR, e.g. a malicious UE send a fake info to gNB. SA3 should be consulted on the security issue. 

	Intel
	We are fine to capture this solution in the TR with comment.

First, the name “quasi-legacy UE” is confusing, we prefer to use RAN-based solution, which shows which network node provides authorization directly.
Secondly, there are two steps missing in the description:

1. one step is missing before RACH of NCR-MT about which gNB can be accessed. NCR should either be configured with which gNB can be accessed or to receive some indication about whether one gNB can support NCR over broadcast information. Otherwise, the accessed gNB may not be able to provide side control information to NCR.
2. another step is missing about how gNB can provide authorization to NCR, e.g. pre-configured by OAM.
Also, agree with E/// and Nokia, we don’t see a need to capture step 12/13.

	China Unicom
	We are fine with this solution.

	CMCC
	We prefer this solution. We share the similar view with ZTE and DT. This solution has no impacts on CN and can reduce the deployment cost of the NCR.
Form the operator’s point of view, the main advantage of NCR is lower deployment cost compared to IAB-node. If the solutions with CN impacts are adopted, the core network needs to be upgraded correspondingly, such as updating AMF, UDM to ensure that it supports the identification and authentication of the NCR. However, the cost of core network alteration is huge and the workload is also large to coordinate relevant departments involving the core network and the RAN side for operator. We think this will seriously affect the process of large-scale commercial deployment for NCR.

	ZTE2
	Response to Ericsson’ comments:

For the issue raised in E// comments: the repeater manipulates the air interface, potentially jamming the whole cell.  

ZTE’s explanation: This issue may need further clarification. What kind of scenario? Whether this is possible? Does NCR also have this issue? We believe that it is benefit for companies to clarify whether this NCR is a consumer device or NW device. 

Based on ZTE ’s understanding, the jamming the whole cell here means that a lot of fake NCR devices connected to NW which may wast  too much cell resources and have negative impact to the normal UE accessing. But as we explained above, the security is protected by legacy UE access procedure. Fake NCR can not sniff the info exchanged between a NCR device and NW. 
For the security concern, in this solution, the NCR device can use defined legacy UE access procedure to access the NW. Hence, there is no security issue in this solution (by using the well defined 3gpp legacy UE access procedure). 
Furthermore, step 12 is not always required and can be regarded as optional based on the operators requirements for equipment deployment validation. 

	ZTE2
	Response to Huawei ‘s comments:

1) How to achieve step 13 is not clear, does it mean leave everything up to implementation? So far the NG-RAN or its OAM does not support such kind of security functionality. This solution requires SA3 and SA5 investigation.

ZTE ‘s explanation:

We believe this solution is clear enough. The comments from DT can answer this question. The security guarantee of OAM traffic between OAM and NG-RAN node is the same as what we have now between OAM and NG-RAN node, south . No investigation in SA3 and SA5 is needed.

2) The name “quasi-legacy UE” seems confusing. In our understanding, the legacy UE’s authorization is just the CN-based solution, as listed in option e) of this paper’s introduction. 

ZTE ‘s explanation:

Quasi-legacy UE based solution means the NCR accesses to the network as a legacy UE. Name is not a big issue, e.g, we can also call it as UE based solution in TR.

3) It seems that in this solution, the NCR-MT’s registration and authentication is the same as legacy UE, and there exists another separated authorization process of the NCR. Such separation causes unnecessary complexity.

ZTE explanation:

There is no another separate authorization. Further validation a NCR device may depend on operators’ requirements, e.g., whether NCR device that is deployed in un-expected area (e.g. connecting to an un-expected gNB). Usually, NCR will be deployed by the operator in a well managed way, which means such further validation may not always required.



	ZTE2
	Response to Nokia’s comments:
In step12, the assistance information may be RACS ID or a device serial number which are pre-allocated by the operator.  In step13, the “local stored information” means the pre-configuration NCR information which are allowed to be connected with this gNB from OAM.The security of OAM traffic btween gNB and OAM is the same as what we have today .

While for a malicious UE send a fake info to gNB, the NCR can use specific NW slice to further guarantee the accessing security. The current defined slice function has already supported this. No need further enhancement for this..


Summary and conclusion:

Positive: negative = 8:5
Positive companies： ZTE, CT, CATT, DT, SS, Intel, CU,CMCC
Negative companies: Ericsson, HW, QCM, ATT, Nokia.

From moderator’s point of view, this solution can be further modified and add the modified solution into TR.
Proposal 1: To capture the quasi-legacy UE based solution into TR.

proposal1.1:The step12 and step13 can be updated as optional.
OAM based solution

OAM based solution is provided in contribution [1], [12], [13], [15].  In OAM based solution, the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. The general procedure of the OAM based solution is illustrated in below figure:
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Figure 2. call flow for OAM based solution

Sequence of this solution: 

NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5), but the gNB will not establish NG-C interface for the NCR.
NCR is identified via Msg5, i.e. by including an explicit NCR indicator in Msg5.
Different from normal NR UEs, an OAM container is included in Msg5 and there is no NAS container. After receiving Msg5, the gNB will forward the OAM container to OAM.

The NCR authorization and validation is then performed between OAM and NCR. The security of OAM traffic can be provided by application layer security mechanism. (Note that, the procedure for authorization/validation in OAM can be left to implementation)
Question 2: Companies may provide their views on whether this solution is feasible.

	Company
	Comment

	ZTE
	We prefer to further discuss this one in WI phase. 

In this solution, the NCR is identified at RAN side and authorization are performed by local RAN/OAM.This is the lightest solution on the table. And from operator’s point of view, this is the easiest one for deployment.
From our point of view, this solution has the minimum impact to the current spec. And compared with other possible solutions, the OAM based solution is the most cost efficiency one which also fulfills the SI requirement. Though we also know the OAM based solution is not as multi-functional as other ones, as a stationary repeater,  we do not need to consider the mobility issue, QoS requirement, or PCF requirement for a NCR device. All in all, it is a kind of repeater. 


	 China Telecom
	Agree with ZTE. In our view, the “repeater” is a low cost solution to improve the coverage of 4G/5G. In addition, given that repeater is also stationary node, some functionalities (e.g., mobility) are no need to be supported. Therefore, we prefer to design a new structure for NCR rather than reuse the existing IAB solution. Since the authorization and validation operation in the legacy repeaters deployed in our 4G/5G network are also checked by OAM, we support to further discuss this solution in WI phase.
One comments to Fig2, the NCR could be also identified via MSG1 and MSG3. How to identify NCR depends on RAN2 decision(

	CATT
	Prefer to capture this solution in the TR, and prefer to go for this solution in the WI phase.

Actually, this is very like the “Pure NG-RAN based solution” as provided in [8]. The identification and authorization for NCR is all done in NG-RAN, with necessary coordination with OAM. With this solution, 5GC is not involved, less impact to the whole system.

	Ericsson
	It seems RAN OAM will need to rely on “external” / “over the top” information (e.g. external database with the identity of all NCRs in use in the operator’s network) to perform the authorization; if so, the security and trustworthiness of this information is questionable. Checking with SA3 / SA5 seems necessary. 

	Deutsche Telekom
	Similar to the quasi-legacy UE based solution also the OAM-based solution is simple and has no impact on the CN. Therefore, it is also a preferable solution from an operator’s perspective.

With respect to the OAM container content proposed in this solution there is a need to align with SA5. The OAM system should be in a position to work with NCR devices from different vendors. 

	 Huawei
	Solution not clear, therefore not sufficient to justify the feasibility.

This solution is more dangerous, there is no AS/NAS security at all, what will be the security mechanism to be used?  This solution requires SA3 and SA5 investigation as well.

	Qualcomm
	This solution needs further clarification.
1. There doesn’t seem to be L3 security. This is not acceptable. What does the authors of this solution have in mind?
2. It is not clear how the NCR establishes OAM connectivity. For the establishment of PDU-session-based OAM connectivity, the NCR-MT requires CN connectivity. What is expected here? This must be clarified. 
Overall, this solution should not be adopted in the TR unless points 1) and 2) are properly addressed. 

	AT&T
	We do not prefer this solution because it relies on significant operator effort to deploy proprietary/OAM configuration and side information capabilities just for NCR integration. Although feasible, it is not clear what advantage this hybrid approach has over a fully standardized or fully proprietary solution. 

	Samsung
	We’re fine with capturing this solution in TR.
This solution is the simplest, but we think this solution needs checking by SA3/SA5.

	Nokia
	This solution is worse than the 1st solution. 

RRCSetupComplete is sent before AS security. This have security issue to send OAM container in an un-protected RRCSetupComplete. 
In addition, OAM server need to authenticate the NCR, but OAM server does not have authentication function. Without authenticate, how to ensure Step 7 is correctly performed? 

This solution also requires input from SA3 (e.g. security issue for Step 5, 6, and 7). 



	Intel
	For OAM-based solution, the difference between RAN-based solution and OAM-based solution is unclear, except the identification of NCR is sent to OAM. We think the OAM-based solution could also be purely based on implementation, i.e. operator to pre-configure and pre-authorized the NCR device before deployment.  

	China Unicom
	We are fine with this solution and can be further discussed in R18.

	CMCC
	Agree with ZTE that this solution can be captured in TR and needs further discussion in WI phase. 


Summary:
Positive: negative= 7: 5

Positive companies: ZTE,CT, CATT, DT,SS,CU,CMCC,
Negative companies: E//, HW. QCM, ATT, Nokia

Implementation: Intel

For the security concern mentioned by companies, here is the moderator’s explanation:

Moderator has to confirm that the OAM based solution does not as security as the others on the table.

Based on moderator’s understanding, the NCR belongs to a kind of  NW device. Hence, the so-called security issue can be avoided/solved by OAM implementation. E.g. the OAM only open the NCR authorization function shortly when initial deployment or starting of NCR. This function may be closed in the normal period. 

Alternatively, the security of OAM traffic can also be provided by application layer security mechanism, such as SSH/TLS between the NCR and OAM. 
The huge advantage of this solution can not be ignored. This is the lightest solution on the table. No full stack NCR device with the cost friendly value.

If this solution is agreed to be captured in TR, we may add the note as below:

Note: Whether the security of OAM traffic can be guaranteed needs to be checked with SA3 and SA5.
Based on the input from companies, moderator suggests:

The OAM based solution is a feasible solution. This can be added into the TR.
RAN3 may add a note in the TR on companies security concern.
LS to SA3 and SA5. Further check  security concern with SA3 and further check NCR and OAM interaction aspects with SA5.
Proposal 2:  To capture OAM based solution into TR with adding following note:

   Note: Security concern and OAM impact can be confirmed by SA3 and SA5 respectively.

Proposal 2.1 :LS to SA3 and SA5 for further checking this solution..
IAB like solution

IAB like solution is provided in the contribution  [1], [3], [5], [8], [10], [12].    In this solution, NCR identification is done at RAN side, and NCR authorization is done at CN side. The general procedure of the OAM based solution is illustrated in below figure:
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Figure 3. call flow for IAB based solution

Sequence of this solution: 

During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR.

NCR establishes RRC connection and includes NCR indicator in Msg5, after receiving the indicator, the gNB selects an AMF which supports NCR function, and forward the NCR indicator to the AMF.

AMF and other CN entities do further authorization, and provides authorization response to the gNB. 
Question 3: Companies may provide their views on whether this solution is feasible.
	Company
	Comment

	ZTE
	The supported functions in IAB like solution is overqualified to a stationary NCR device.The NCR device requirement is not as same as the IAB’s.  More specifically, it is clear that mobility control requirement and QoS management are not applicable to NCR devices.Thus NCR can even work without CN involvement. The authorization can be processed at RAN side without any CN enhancement. 


	 China Telecom
	Agree with ZTE. We do not prefer to consider any solution with CN enhancement in WI phase.

	CATT
	It works, but not our most preferred solution.
The solution is used if Core network want to be involved in the NCR authorization. Maybe we could capture it in the TR as one of the candidate solutions.

	Ericsson
	The NCR does not manipulate QoS, DRBs, slices, etc., so the AMF does not need to “support” it: the “NCR Support” information from the AMF is not needed. On the other hand, the fact that the authorization comes from a trusted place (the UE subscription information in the HSS, which then the AMF sends to the RAN) is extremely beneficial and secure (and consistent with e.g. V2X and D2D). The impact of the authorization bit is minimal.

	Deutsche Telekom
	This solution could certainly work, but due to its CN impact it is not preferred from an operator’s perspective. For operators deploying IAB nodes it may be simpler to be integrated but NCR devices should still be seen as simple repeaters.

	 Huawei
	Yes. 

This is things we did as normal, which is much safer than the previous two solutions, with smaller RAN impact, and the CN impact is also small. Note that the NCR support in step 2 can also be known from OAM. 

We disagree with the above comment from ZTE that the CN is not involved just because there is no QoS management and mobility management. The CN should be responsible for the authorization of the NCR, otherwise, even an authenticated UE may be illegally used to set up a maligned NCR to produce interference and resource consumption.

	Qualcomm
	This solution is at least technically correct and well understood. The overhead (i.e. 1 bit on NGAP) is minor. This solution should be included in the TR.

	AT&T
	We prefer this solution because it reuses existing authorization aspects and does not rely on significant operator effort to deploy proprietary/OAM configuration and side information capabilities just for NCR integration. Although there is CN impact, we believe it is small and an appropriate location to avoid security vulnerabilities.  

	Samsung
	We’re fine with capturing this solution in TR.

	Nokia
	We prefer this solution. 

The IAB solution was introduced in Rel-16, and Rel-16 IAB does not have mobility control or QoS. 

This solution is more straight-forward, e.g. use authentication as normal UE/IAB-MT.

	Intel
	We are ok to capture this solution in the TR if there’s no down-selection needed during SI phase.

	China Unicom
	We agree with ZTE and China Telecom, CN impacts should be avoided.

	CMCC
	This solution has huge impacts on CN functions and needs to involve SA/CT WG to support the identification and authorization of NCR. And considering on the impacts on CN, the deployment cost of this solution is huge which is not beneficial to large-scale deployment.


Summary:

Positive: negative = 6:6

Positive companies: E//, HW, QCM, ATT, SS, Nokia,Intel
Negative companies:ZTE, CT, CATT, DT,CU,CMCC
Moderator’s explanation:
This solution considers not only the AMF impact, but also impact devices like authentication entity in CN. SA2 may need further check and to be involved in this solution.In order to support this solution, the upgrading of CN is unavoidable.
Based on the input from companies, moderator suggests:

IAB like solution is a feasible solution and can be captured in TR.

RAN3 may add a note in the TR on companies concern for this solution.

LS to SA2. Further check their views on the CN impact of this solution.
Proposal 3: To capture IAB like solution in TR with following note.

            Note1: Core network impact should be confirmed by SA2.
Proposal 3.1: LS to SA2. Further check their views on the CN impact of this solution.
Redcap like solution

Redcap like solution is provided in contribution [1], [8]. In this solution, NCR identification is done at RAN side and early identification is supported, NCR authorization/verification is done at RAN side (based on the received UE radio capabilities).
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Figure 4. call flow for RedCap based solution

Sequence of this solution: 

NCR can be early identified based on Msg1 and/or Msg3. 

After RRC establishment, the gNB forwards the NCR indicator to the AMF.

Considering the UE capability set is different from normal UEs, after NCR identification, the gNB can further check the reported UE radio capabilities, if there is mismatch, then the gNB can release the NCR.
Question 4: Companies may provide their views on whether this solution is feasible.
	Company
	Comment

	ZTE
	We do not prefer to consider this solution in WI phase.

Compared with the first two solutions, it is too complex to be used as a NCR device. The redcap like solution has too many redundant functions, such as mobility control, QoS management, and PCF requirement which is not needed at the NCR side. We wonder whether RAN3 need to further consider this heavy solution. 

	 China Telecom
	We do not prefer to consider this solution in WI phase.

	CATT
	Not preferred.

RedCap Indication in N2 is not needed at all. Without this indication, it looks like the Quasi-legacy UE based solution.

	Ericsson
	Agree with ZTE. Furthermore, this also suffers from the big problem that the authorization is performed in the RAN based on the information supplied by the NCR itself. For a device which can potentially jam the whole cell, this is a serious security problem.
Furthermore, there is no motivation to have an NCR-indication in Msg1/preamble since the RACH procedure is the same as for a normal UE. The motivation for an indication in the preamble (i.e. a special NCR-preamble-range) is if e.g. the RAR looks different for an NCR and a non-NCR, but that is not needed.

	Deutsche Telekom
	Too complex compared with the first 2 solutions, therefore not preferred from an operator’s perspective.

	 Huawei
	No.

This is not an alternative solution, there is nothing related to Authorization for Redcap UEs

	Qualcomm
	This solution is somewhat similar to solution 1, so no need to capture this as a separate solution. Also, there is not a lot of support for this solution.

	Samsung
	We don’t prefer this solution either. It has drawbacks of other solutions with impact on 5GC.

	Nokia
	This solution is not preferred. 

This is not authorization. 

	Intel
	No. NCR devices does not have the coverage issue as Redcap UEs. Also agree with comment from ZTE, E///.

	China Unicom
	We don’t prefer this solution.

	CMCC
	We do not prefer to consider this solution in WI phase.


Summary: 

All companies show negative attitude to the redcap like solution. So moderator suggest:

Proposal 4: Redcap like solution will not be captured in TR.

V2X like solution 

In [6], a V2X like solution is provided. NCR authorization information needs to be sent from the AMF to the gNB. Similarly to the handling of e.g. D2D, V2X, IAB, it seems appropriate for NCR authorization information to come from the UE subscription in the 5GC (a trusted source of information). Following this principle, it seems straightforward to add a codepoint to the context management signaling in NGAP, from the AMF to the gNB. This would take the form of an optional NCR Authorized IE:

NCR-Authorized ::= ENUMERATED {authorized, not-authorized, ...}
This IE would be included in the INITIAL CONTEXT SETUP REQUEST and the CONTEXT MODIFICATION REQUEST messages from the AMF to the gNB. This information would be stored in the gNB in the UE context for the NCR-MT. Given that there are no mobility requirements for the NCR, no other NGAP or XnAP messages need to be impacted.

A call flow for V2X like solution is added here:
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Figure An example of V2X-like solution
Question 5: Companies may provide their views on whether this solution is feasible.
	Company
	Comment

	ZTE
	The NCR device requirement is not as same as the V2X’s.  More specifically, it is clear that mobility control requirement and QoS management are not applicable to NCR devices.Thus NCR can even work without CN involvement. The authorization can be processed at RAN side without any CN enhancement. 



	 China Telecom
	We do not prefer to consider any solution with CN enhancement in WI phase.

	CATT
	Possible, but not preferred. 
Same view with ZTE and CT, we do not see any need or beneficial to involve CN for NCR identification and or authorization. 

	Ericsson
	V2X authorization has nothing to do with QoS or mobility. We are talking about a single bit in the HSS that says “this UE is what it claims to be”. And the CN involvement is only as a trusted source of information (where the RAN is not – authorization cannot be based on what the NCR itself declares).

	Deutsche Telekom
	Too complex compared with the first 2 solutions, therefore not preferred from an operator’s perspective.

	 Huawei
	Yes

From authorization point of view, this solution is the same as the IAB like solution, i.e. authorization by CN based on subscription data. We suggest to merge this solution and the IAB like solution.
Assuming all connected AMFs support NCR, then upon receiving the INITIAL UE MESSAGE message, the AMF check the subscription data of the NCR-MT, and indicate the “NCR Authorized” to the gNB. 

	Qualcomm
	We agree with Huawei. This solution can be merged with the IAB-based solution since they both provide CN-based authorization based on subscription data. 

	AT&T
	We are open to further consideration of this solution as a more “light weight” IAB-like solution which has good security properties of CN-level authorization.

	Samsung
	We’re fine with capturing this solution in TR.

	Nokia
	Is this solution similar as (or combined with) IAB-like solution?

We assume the question is not related to V2X. The point is the codepoint for the NCR Authorized information. We agree it should be defined as 2 codepoints (Authorized, not-authorized)

	Intel
	Same understanding with HW/Nokia, we also think this solution is the same as IAB-like solution. 

	China Unicom
	We don’t prefer this solution and CN impacts should be avoided.

	CMCC
	We do not prefer to consider this solution in WI phase.


Summary：

Example of cal flow has been added by the Moderator.

Positive : negative : uncertain = 6:6:1
Positive companies: E///, HW, QCM,ATT,SS,Intel
Negative companies: ZTE,CT,CATT,  DT,CU,CMCC
Not sure: Nokia
Moderator’s explanation:
Firstly, moderator shall illustrate the different between IAB like solution and V2X like solution. Different procedures can be checked directly in the call flows. Compared with IAB like solution, V2X like solution is much lighter.

So based on the input from companies, moderator suggests:

Proposal 5:  The V2X like solution can be added into NCR TR with following note:
Note: Core network impact should be confirmed by SA2.

NCR-MT security concern

The NCR-MT security concern is explained in contribution [5]. The NCR-MT should be identified and authenticated by the network in compliance with the security requirements for UEs as defined by SA3. From RAN3 perspective, NCR authorization should be supported to avoid unnecessary security risks as well as unauthorized usage of RAN processing-, signaling- and air-interface resources.

Question 6: Companies may provide their views on whether the security concern exists for NCR-MT and whether SA3 needs to be involved?

	Company
	Comment

	ZTE
	At least the OAM based solution and quasi-legacy UE based solution can provide the NCR-MT security guarantee. These two solutions have no security concern.

	 China Telecom
	At least the OAM based solution and quasi-legacy UE based solution have no security concern.

	CATT
	Share the view with ZTE and CT.

	Ericsson
	It’s exactly the opposite. Given that the RAN is less trusted than the CN, every time there is some “special” UE/MT to authorize (D2D, V2X, IAB, …), the authorization information needs to come from the CN, not the RAN, and cannot be based on UE/MT-supplied information alone. This is the established mechanism, which needs no checking by SA3. On the other hand, any RAN-based authorization mechanism deviates from this principle and as such it will need to be checked by SA3 at some point.

	Deutsche Telekom
	Due to the reasons mentioned by E///, we prefer a check by SA3 for the first 2 solutions.

	 Huawei
	Only solutions with AMF based authorization are safe solutions, all other solutions have security risks and need to be checked by SA3.

	Qualcomm
	Agree with Ericsson and Huawei: Only the solutions with CN-based authorization can be considered secure from SA3’s present point of understanding. 

For RAN-based authorization, a new security solution needs to be developed. This requires active involvement of SA3. 

	AT&T
	We prefer that any RAN-based authorization solution is reviewed by SA3.

	Samsung
	We think RAN-based authorization solutions, 3.1 and 3.2, need to be consulted by SA3.

	Nokia
	Agree with AT&T

	Intel
	Considering we only have one meeting to conclude this SI, we think it’s better to capture a high-level description of the solution and further refine based on SA3 feedback.

	China Unicom
	We agree with ZTE and China Telecom.

	CMCC
	We agree with ZTE and China Telecom. 

For the security concerns raised by other companies, we think that SA3 involvement in SI phase is not needed considering we only have one meeting to conclude SI phase, and this may be considered in WI phase if needed.


ummary:

ZTE, CT, CATT think OAM based and quasi-legacy UE based solution do not have security issue.

E//, DT, ATT and SS think RAN-based authoriztaion solutions may be further checked by SA3 on the security aspects.

HW and QCM only prefer to consider the CN involved/based solutions.

Moderator’s explanation:
Based on moderator understanding, at least quasi-legacy UE based solution has no security issue since the NCR-MT perform RRC establishment in compliance with the security requirements for legacy UEs as defined by SA3.  The NCR-MT procedure in this solution fully follows the legacy UE mechanism.

Hence, the moderator suggests:

Proposal 6: Quasi-legacy UE based solution does not need SA3 involvement.

Comparison of the above solutions 

Table 3.6-1. Comparison of solutions.

	
	CN enhancement
	NG-C impact (Yes/No)
	Authorization entity(RAN/ CN/OAM)
	Support of full protocol  stack (RRC, NAS)

(Yes/No)

	Quasi-legacy UE based solution
	No
	No
	RAN
	Yes

	OAM based solution
	No
	No
	OAM
	No

	IAB like solution
	Yes
	Yes
	CN
	Yes

	Redcap like solution
	Yes
	Yes
	CN
	Yes

	V2X like solution
	Yes
	Yes
	CN
	Yes


A short summary for all possible solutions is shown in the table above.  To reduce the work load in WI phase, we’d better do the down selection of these solutions. 
Based on moderator point of view:

The OAM based solution has the minimum impact to the spec. But whether SA5 may be impact may be further discussed by companies.

From RAN3 perspective, quasi-legacy UE based solution and OAM based solution seem better than the other ones. Because compared with other solutions on the table, the first 2 have less impact to the RAN3.

V2X like solution may have a little spec impact and may need further enhancement at CN side.

The other two(e.g. IAB like solution and redcap like solution) looks more complex than the above discussed solutions and may cause essential modification for current spec.
Question 7. Please provide your view on your strongest preferred solution(s) and strongest against solution.

	Company
	Strongest preferred solution(s)
	Strongest against solution
	Comment

	ZTE
	OAM based  & quasi-legacy UE based solution
	Redcap like solution.
	The OAM based solution and quasi-legacy UE based solution have minimum impact to the current spec. Cost efficiency is also an non-negligible advantage for these two solution, especially for OAM based one.
For IAB like solution and Redcap like solution, we think the requirement/function of  NCR device is not as same as that  of the IAB and Redcap device. 
More specifically, the NCR device we discussed is a stationary device and there is no mobility requirement. In addition, a NCR device is deployed as part of NW device by the operator. There is no need to support QoS service for NCR. At last, compared with redcap, there is no different charging policies in NCR field. CN does not need to know the NCR device registration info in order to apply this different charging policies defined for redcap device.

	 China Telecom
	OAM based  & quasi-legacy UE based solution
	IAB-like/redcap like/v2x like
	

	CATT
	OAM based  & quasi-legacy UE based solution
	
	Maybe we can capture all the possible solutions to the TR.

And make recommendation to go for OAM based solution, and or quasi-legacy UE based solution in the WI phase.

	Ericsson
	V2X like solution
	All others
	V2X-like: NOT TRUE that it requires “CN enhancement”. It requires a single bit in the UE subscription info in the HSS (the MT needs a special subscription information in any case). The “enhancement” level is equivalent to a V2X or D2D UE. Compare and contrast to all other solutions which impact the RAN, requiring gNBs to be upgraded with non-RAN functionality.

OAM-based solution: it does not require the support of full stack, so it’s one step short of fully proprietary: it’s unclear which good does it do to specify it in standards.

Redcap-like: insecure (RAN-based authentication) and overkill

IAB-like: secure (CN-based authentication) but overkill (NCR does not manipulate QoS, DRBs, slices, …, so no real “support” is needed in the 5GC other than the authorization bit).

	Deutsche Telekom
	Quasi.legacy UE based solution
OAM-based solution
	RedCap/IAB/V2X-like solutions
	With respect to explanations for our preferences please see our feedback given to the different solutions.

Nothing against to capture all solutions in the TR, but recommendation for the normative phase should be given only to the first 2 ones.

	 Huawei
	IAB solution

V2X solution
	Quasi-legacy UE based solution
OAM based solution
Redcap like solution

	Only the IAB solution and V2X solution can guarantee the security of NCR, and the impact to RAN and CN are both quite small.

It is unclear on the security method for the Quasi-legacy UE based solution and the OAM based solution, will it be specified? All up to implementation? Any impact to SA3 and SA5? Seems both of them does not support inter-vendor deployment.

Redcap like solution is not a valid alternative.

	Qualcomm
	IAB solution, V2X solution
	OAM-based solution
	The OAM-based solution is not properly discussed. It should not be included in the TR before the technically critical points have been clarified (how to secure RRC, how to provide OAM connectivity for NCR).
We believe that the only two solutions to be captured are:

1) RAN-based authorization (i.e, “quasi-legacy UE solution”: This requires a new RAN-based security solution for NCR authorization with involvement of SA3. 
2). CN-based authorization (i.e., IAB-based or V2X-based solution). This can adopt existing security solution for NCR. SA3 involvement is not needed.


	AT&T
	IAB solution

V2X solution
	Quasi-legacy UE based solution
OAM based solution
Redcap like solution


	We have concerns with security for RAN-based solutions and for OAM solutions the need for both standardized and proprietary/OAM signaling does not appear to be desirable compared to alternatives. For CN-based solutions, any further down selection/harmonization could be easily handled in the WI phase since the security aspects do not need further study and are based on existing signaling mechanisms. 

	 Samsung
	-
	Redcap like solution
	At this time, we don’t have strong preference on RAN-based solution (Quasi-legacy UE based and OAM based) or CN-impacted solution (IAB-like and V2X-like). RAN-based solution could be simpler than CN-impacted solution, but we think it would require checking by SA3 and SA5 first about security and management issue.

	Nokia
	IAB solution

V2X solution
	Quasi-legacy UE based solution
OAM based solution
Redcap like solution


	The 3 not-preferred solution (Quasi, OAM, Redcap) have more issues beyond RAN3 scope. They are not simple as the they claimed. They may require new security mechanism. 

	Intel
	Quasi-legacy UE based solution

OAM based solution
	Redcap like solution 
	We are also ok to capture IAB-like approach in the TR.

	China Unicom

	OAM based  & quasi-legacy UE based solution
	IAB-like/redcap like/V2X like
	We prefer the solutions with less spec impacts.

	CMCC
	Quasi-legacy UE based solution
OAM-based solution
	IAB/RedCap/V2X-like solutions
	We are OK to capture all possible solutions in the TR, and make recommendation to go for the quasi-legacy UE based solution or OAM-based solution in WI phase.


Strongest preferred solution(s):

OAM based solution(7): ZTE,CT, CATT, DT,Intel,CU,CMCC
Quasi-legacy UE based solution(7): ZTE, CT, CATT, DT,Intel,CU,CMCC
V2X like solution(5): E//, HW, QCM, ATT, Nokia

IAB like solution(4): HW, QCM, ATT, Nokia

Strongest against solution:

Redcap(8): ZTE, CT, E//, DT, HW, ATT, SS, Nokia,Intel, CU,CMCC
OAM(5): E//, HW, QCM, ATT, Nokia

IAB(5): CT, E//, DT,CU,CMCC

V2X(5): CT, DT,CU,CMCC

Based on the companies input, moderator re-suggests:

Proposal 7: To capture comparison table exclude Redcap like solution in TR.

Others
If you have other important issues to be discussed, please include in the table below.

Question 8: [company]
	Company
	Comment

	
	

	
	

	
	


Conclusion, Recommendations [if needed]

If needed
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