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1	Introduction
The SID on Rel-18 network-controlled repeaters holds the following objectives [1]:

	· Study the following aspects of network-controlled repeater management
· Identification and authorization of network-controlled repeaters [RAN2, RAN3]



This contribution discusses the RAN3 aspects of NCR identification/authorization. 
2	Discussion
2.1	NCR identification 
Any device that connects to a 3GPP network for the exchange of dedicated information needs to be identified and authenticated in a secure and trustable manner. This also applies to the NCR-MT. Since the NCR-MT supports UE functionality, its identification and authentication should meet the security requirements defined for UEs by SA3. 
Observation 1: Any device that connects to a 3GPP network for the exchange of dedicated information should be identified and authenticated in a secure and trustable manner.
Proposal 1: The NCR-MT should be identified and authenticated by the network in compliance with the security requirements for UEs as defined by SA3.
For the identification of the NCR-MT, the legacy Rel-15 UE authentication procedure should be considered as the baseline since it is readily available. 
Proposal 2: The legacy Rel-15 UE authentication procedure to be considered as the baseline for the NCR-MT identification since it is readily available. 
Any consideration of other procedures for NCR-MT identification needs to involve SA3 to ensure that the SA3 security requirements are properly met. 
Proposal 3: Any new procedure for NCR-MT identification needs SA3 involvement to ensure that the necessary security requirements are met.
Any new procedure for NCR-MT identification creates specification overhead and adds complexity to the NCR. Adding complexity to the NCR is not in compliance with the SID, which explicitly emphasizes on a cost-efficient solution. 
Observation 2: Defining a new procedure for NCR-MT identification/authentication adds unnecessary complexity to the NCR and is therefore not in compliance with NCR cost-efficiency as emphasized in the SID.
For these reasons, RAN3 should recommend for the normative phase to reuse the legacy UE authentication procedure for NCR-MT identification.
Proposal 4: For the normative phase, RAN3 to recommend NCR identification to be based on the legacy UE authentication procedure.

2.2	NCR authorization 
NCR authorization refers to the authorization of NCR operation. There are two reasons why NCR authorization should be considered by RAN2:
· NCR operation, if conducted in unauthorized manner, may cause a security risk. Any motion to waive NCR authorization would have to be evaluated by SA3. Such SA3 evaluation could be considered for the normative phase, but there is not enough time during the study phase.
· NCR operation uses RAN processing, signaling and air interface resources. For this reason, RAN3 should insist that only properly authorized nodes perform NCR operation.
For these reasons, RAN3 should insist that NCR authorization is supported.
Observation 3: From RAN3 perspective, NCR authorization should be supported to avoid unnecessary security risks as well as unauthorized usage of RAN processing-, signaling- and air-interface resources.
The NCR authorization procedure needs to be security-protected and trustable.
Proposal 5: NCR authorization to be supported via security-protected and trustable means.
NCR authorization can be performed via the following means: 
Option 1: Via NCR-authorization indicator included in NGAP message (equivalent to IAB-authorization), 
Option 2: Via NCR-specific slice indication in NAS,
Option 3: Via OAM-based match-up using the NCR’s over-the-air OAM connectivity.
RAN3 should discuss the trade-off among these solutions regarding complexity impact on the NCR, need for CN upgrade and reconfiguration, and specification overhead, and recommend one of these solutions for the normative phase.  
Proposal 6: RAN3 to discuss NCR authorization via NGAP indication in NGAP, NCR-specific slice indication in NAS, or OAM-based match-up using the NCR’s over-the-air OAM connectivity.
Other RAN-based NCR authorization solutions may be considered by RAN2. 
Proposal 7: RAN3 to converge and recommend one NCR authorization solution for the normative phase.


Conclusion
This contribution discussed the RAN3 aspects of NCR identification/authorization. The following observations and proposals have been made:

Observation 1: Any device that connects to a 3GPP network for the exchange of dedicated information should be identified and authenticated in a secure and trustable manner.
Observation 2: Defining a new procedure for NCR-MT identification/authentication adds unnecessary complexity to the NCR and is therefore not in compliance with NCR cost-efficiency as emphasized in the SID.
Observation 3: From RAN3 perspective, NCR authorization should be supported to avoid unnecessary security risks as well as unauthorized usage of RAN processing-, signaling- and air-interface resources.

Proposal 1: The NCR-MT should be identified and authenticated by the network in compliance with the security requirements for UEs as defined by SA3.
Proposal 2: The legacy Rel-15 UE authentication procedure to be considered as the baseline for the NCR-MT identification since it is readily available. 
Proposal 3: Any new procedure for NCR-MT identification needs SA3 involvement to ensure that the necessary security requirements are met.
Proposal 4: For the normative phase, RAN3 to recommend NCR identification to be based on the legacy UE authentication procedure.
Proposal 5: NCR authorization to be supported via security-protected and trustable means.
Proposal 6: RAN3 to discuss NCR authorization via NGAP indication in NGAP, NCR-specific slice indication in NAS, or OAM-based match-up using the NCR’s over-the-air OAM connectivity.
Proposal 7: RAN3 to converge and recommend one NCR authorization solution for the normative phase.
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