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1 Introduction

CB: # EPSUPIP_Corrections

- Check the incoming LS from RAN2

- For ENDC, over X2 interface, add a new indication that UE supports UPIP in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message? On the eNB’s UPIP capability, neighbour eNBs exchange their UPIP capabilities, in the X2 interface management messages; the eNB reports its UPIP capability to the MME, in the S1 interface management messages?

- The UE Security Capability is sent in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages? MeNB provides the complete UE Security Capabilities IE to the SgNB? RAN3 to describe stage-3 behaviors for the forwarded UE Security Capabilities IE to the SgNB, considering the case when MeNB supports EPS-UPIP and Security Indication IE is used for each E-RAB requested to be setup, which shall prevail the locally configured UPIP policy in SgNB? To introduce UE Integrity Protection with EPC Capability Indication IE in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages?

- A new specific Information Element is added to the Path Switch Request Acknowledge message for signaling an updated security indication?

- Add the UPIP support indication in the S1 interface management messages?

- Check other stage2/3 updates

- Capture agreements and provide CRs if agreeable
(Vodafone - moderator)
Summary of offline disc R3-223701
Please provide your views by 15:00 UTC Friday May 13th.

2 For the Chairman’s Notes

Propose the following:

P1: Note the incoming LS R3-223010.

P2: Agree to add new IE in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST.


No consensus on P2 but companies’ preference 6:3, online discussion needed!
P3: Agree to add a specific Information Element to the Path Switch Request Acknowledge message for signaling an updated security indication (part of R3-223457). Revise R3-223457, delete other changes.


One company opposing P3 during email discussion!
P4: Agree the change of procedural text related to “security Result IE” in Handover preparation procedure  (part of R3-223445). Revise R3-223445, delete other changes.

P5: Agree the change from “modification” to “addition” for the newly setup E-RABs in SGNB MODIFICATION REQUEST message (part of R3-223458). Revise R3-223458, delete other changes.

Further clarify if the scenario of MeNB (no UPIP support) and SgNB (UPIP support) need to be considered.

Further discuss if for the SgNB addition/modification the procedural text for the UPIP “preferred” case need clarification, i.e. adding “if supported”.

3 Discussion [if needed]

3.1 Check the incoming LS from RAN2

RAN3 in cc, no action needed. Can the LS just be noted?
	Company
	Comment

	Huawei
	Yes

	Qualcomm
	Yes

	ZTE
	Yes

	Samsung
	Yes

	Vodafone
	Yes

	Ericsson
	Yes

	Intel
	Yes

	Nokia
	Yes

	CATT
	Yes

	Deutsche Telekom
	Yes


Moderator’s summary

Note the incoming LS R3-223010.

3.2 Signaling the EPS-UPIP capability for EN-DC
RAN3#115-e left the issue open if to use a new dedicated IE or UE security capability in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages to inform the SgNB that the UE supports EIA7 (EPS-UPIP).

Solution A: Add new IE in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST (R3-223368/69, R3-223458, R3-223577)

Solution B: Use UE security capabilities IE in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST (R3-223446, R3-223503/04)

Do you agree to solution A or B? Indicate possible compromise e.g. prefer the one solution but could accept the other!

	Company
	Comment

	Huawei
	Solution A, and the reason is given in our R3-223369. And it is more aligned with SA3. 

In R3-223503 (for option B), the following observation is provided:  

· Observation 4: Following TS 33.401, the same principle shall be applied for the supporting SgNB even when MeNB doesn't support the feature (and thus didn't indicate UE's EPS-UPIP capability or didn't provide Security Indication IE for E-RABs requested to be setup in the SgNB). Even when MeNB does not support the feature, UPIP shall be able to be supported by the supporting SgNB based on the UE's EPS-UPIP capability.
Thanks for the good analysis, but we may have comments as follows.  

· In TS 33.401, for the ENDC, there are no descriptions that the SgNB can use the locally security policies to enable the UPIP. The reason behind is that SA3 is fully aware that there is no need for additional configuration on the existing en-gNBs, that is why TS 33.401 states that: 

· “The SgNB Addition Request message shall additionally include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities)”. 

· So, the scenario that MeNB is legacy but SgNB is upgraded is not align with SA3.If this option and this scenario is to be considered, SA3 should be involved, which is pretty late at this stage. 

· Besides, if the MeNB is legacy, MeNB will not send EPS security capability to SgNB, the solution logic is not understandable to us.
· Even in this case, we need to consider whether there is any impact on handover for this particular case (MeNB does not support, but the SgNB support), e.g., whether to include the security result in the target to source transparent container in LTE to LTE (ENDC) handover, etc. 



	Qualcomm
	Solution B

Overall, regardless of legacy handling (which could be checked further, as stage 2 does not address it), it seems cleaner and potentially more future proof to use the generic IE already in existence

	ZTE
	Solution A.

Although both solutions are workable, we prefer solution A because it in line with SA3. Otherwise , LS needed to be send to SA3 to update the corresponding description.

	Samsung
	Solution A
We think both are workable. Solution A seems be more aligned with SA3, so Solution A is preferable to Solution B.

	Vodafone
	Both solutions can work.

	Ericsson
	Solution B
We should use the same principle when security capabilities are passed between the nodes.

	Intel
	Thanks Huawei for kind explanations, which now I get to understand the subtle differences. 

If SA3 intends to have no UPIP enforcement in SgNB when MeNB doesn't support the feature from the beginning, then I have one question for my understanding:

What is the point of MeNB (who supports EPS-UPIP) sending the UE's capability to the SgNB then? Anyway, MeNB will send the Security Indication IE (either received from CN or another entity or its own local policy) for E-RABs to be requested to be setup in SgNB? From the Security Indication IE, the SgNB can know whether the UE supports the feature or not. Isn't it so??  

Anyway, in terms of a way to inform SgNB of the UE's EPS-UPIP capability, if needed, then between two solutions, we still think Solution B is more suitable, based on what SA3 has agreed, independent of EPS-UPIP work, to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities from Rel-17 and onward. 
But Solution B also means that SA3 should update their spec. 

	Nokia
	Solution A as provided in R3-223458. This is simpler and aligned with SA3.

	CATT
	Prefer solution A.

Both of the solutions could work. It seems solution A is simpler.

	Deutsche Telekom
	Preference for Solution A

	Huawei2
	To reply to Intel’s question “From the Security Indication IE, the SgNB can know whether the UE supports the feature or not. Isn't it so??”.

The answer would be “Yes”. After checking the history, this was discussed in SA3 indeed, we in SA3 initially proposed the same, i.e., not to signal the UE capability for the EN-DC. But SA3 finally compromised to send an “an indication which indicates whether the UE can support UP integrity protection or not”. 

But it seems no need to revert SA3 agreements at this late stage. 


Moderator’s summary
10 companies responded.

solution A: preferred by 6, solution B: preferred by 3, neutral: 1

Proposed conclusion: If we try and go with the majority, adding a new IE could be agreed.
3.3 Behavior for the forwarded UE Security Capabilities IE
If Solution B (see 3.2) is adopted,

Do you agree to the following change?

RAN3 to describe stage-3 behaviors for the forwarded UE Security Capabilities IE to the SgNB, considering the case when MeNB supports EPS-UPIP and Security Indication IE is used for each E-RAB requested to be setup, which shall prevail the locally configured UPIP policy in SgNB.

(R3-223503/04)

	Company
	Comment

	Huawei
	No, see our comments to 3.2



	Qualcomm
	So far we have not specified stage 3 behaviour regarding the absence of an IE, and this is also the case for handover. So in principle this proposal seems not needed in stage 3.

However perhaps we should clarify the feasibility of the scenario of an en-gNB that supports UP IP connected to a non-supporting node (this would cover the scenario of a MeNB that does not support UP IP, but would support the sending of LTE UE security capabilities to the SgNB).

	ZTE
	Share the view as Huawei the new scenario is not required by SA3.

	Ericsson
	Same view as Qualcomm

This also indicate Solution B is better than Solution A.

	Intel
	As QC and E/// mentioned, this depends on clarifications whether the scenario of MeNB (no support) and SgNB (support) is feasible, and then what would be the point of MeNB sending the UE's EPS-UPIP capability if this scenario is not in mind.  

	Nokia
	We should align with SA3. As mentioned by Intel, peharps even no capability needs to be sent (as we commented two meetings ago).


Moderator’s summary
6 companies responded.

No: 2,  More clarification: 4
Proposed conclusion: Further clarify if the scenario of MeNB (no UPIP support) and SgNB (UPIP support) need to be considered.
3.4 Neighbor eNB exchange of their capability

Do you agree to the following changes?

Neighbour eNBs exchange their UPIP capabilities, in the X2 interface management messages.

The eNB reports its UPIP capability to the MME, in the S1 interface management messages.
(R3-223369, R3-223506)

	Company
	Comment

	Huawei
	As the proponent company, we understand the proposals may have a big change to the previous agreement, but it is worthwhile to reconsider it, considering the “Legacy eNB” behavior. 

As described in R3-223369, the update of section 10.1 of S1AP specification is agreed for R17 and onwards. This means that for old release eNBs, they just follow the old protocol of section 10.1 (copied below). 

1.
IE or IE group: When one new or modified IE or IE group is implemented for one EP from a standard version, then other new or modified IEs or IE groups specified for that EP in that standard version shall be considered comprehended by a receiving entity (some may still remain unsupported).

So the legacy eNB node may comprehend a IE, though it may not support it, when another new/modified IE is implemented. 


	Qualcomm
	Not following the rationale. The true legacy node (i.e. say pre-release 17) would definitely not understand the IE introduced in rel-17, so clearly it would reject. The rel-17 node can reject or not reject depending on support.

	ZTE
	Not fully understand the issue. If legacy Node can not decode the new UPIP IE, then the Node can reject the request. Based on the rejection, the sending node can aware the new feature is not supported in the target.

	Samsung
	We don’t follow the rationale either and have the similar understanding as Qualcomm.

	Ericsson
	The current specification works exactly what is desired. 

A Node does not support/comprehend the IE will failure the procedure when the criticality is “reject”.

A legacy node does not comprehend the new IE in the later release.

	Intel
	Sorry, but didn't get the point why old-release eNBs cannot work based on criticality..

	Nokia
	Don’t understand the issue. Same understanding as Qualcomm.

	Huawei2
	Below try to provide more information. 
The R3-222713 was endorsed at previous RAN3-115e meeting for Rel-17, with the following reason for change. 
· Section 10.3.2 requires, if a receiving entity comprehend all IEs or IE groups within messages of the same EP of the same standard version, if one IE or IE group is comprehended.

· If several features are introduced in the same standard version, e.g. at the end of a release, implementations would either need to implement all new features or implement on application level handling of the not-supported features instead of using the criticality mechanism.
Then for old release eNBs, they may not act based on the criticality mechanism (as specified in R3-222713 above) but act according to the old specification text 

1.
IE or IE group: When one new or modified IE or IE group is implemented for one EP from a standard version, then other new or modified IEs or IE groups specified for that EP in that standard version shall be considered comprehended by a receiving entity (some may still remain unsupported).

This means for UPIP, the eNB may comprehend this security indication IE even if it does not support the UPIP, when another new IE is implemented. 




Moderator’s summary
7 companies responded and 6 of 7 do not agree to the proposal.

Proposed conclusion: No support for exchange of UPIP capabilities by neighbor eNBs.
3.5 S1: Specific IE in the Path Switch Request Acknowledge?

Shall a new specific Information Element be added to the Path Switch Request Acknowledge message for signaling an updated security indication? (R3-223457)

	Company
	Comment

	Huawei
	Agreeable to us. 

It is possible that the E-RAB with updated security indication is not included in the “E-RAB To Be Switched in Uplink List”. Thus the independent IE can be introduced. 

	Qualcomm
	The rationale seems correct i.e. some E-RABs may not be switched in UL (from tunnel perspective). So yes.

	ZTE
	Agree

	Samsung
	Agree

	Ericsson
	The current procedure text is clear that even if the UL is not switched, the security may be sent:
For each E-RAB for which the Security Indication IE is included in the E-RABs Switched in Downlink Item IEs IE of the PATH SWITCH REQUEST message, the MME shall, if supported, behave as specified in TS 33.401 [15] and may send back the Security Indication IE within the E-RABs Switched in Uplink Item IEs IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.
It is not stated that the UL has to be actually switched.
In our view, the mandatory IEs related to UL tunnel are sent with the same value (as before) if not changed.
We think this follows the SA3 specification the best, as MME shall only provide UPIP when there is a “mismatch”. 

The proposed change may lead to error.

	Nokia
	Yes, agree. 

Don’t understand the rationale from Ericsson: even if the case of sending the Security Indication IE in the PATH SWITCH REQUEST ACKNOWLEDGE message is rare, this is not a reason to “highjack” the E-RABs Switched in Uplink Item IEs IE which is used for updating the CN TEID.

Which stage 3 encoding to take for sending the updated Security Indication IE in the PATH SWITCH REQUEST ACKNOWLEDGE message is not SA3 matter but clearly RAN3 protocol choice.

There is reason to couple these two features and force gNB to uselessly check that finally no UL tunnel endpoint was switched which could even lead to logical error.

The release is not asn1 frozen yet (last meeting), so lets take the opportunity to make this clean at no cost. Current coding is not acceptable. 

	
	

	CATT
	Agree

	Deutsche Telekom
	Agree


Moderator’s summary
8 companies responded and 7 of 8 do agree to the proposal.

Proposed conclusion: Agreed to add a specific Information Element to the Path Switch Request Acknowledge message for signaling an updated security indication (part of R3-223457)
3.6 Further S1 corrections

Do you agree to the following changes?

1) Correct the procedual text related to “security Result IE” in Handover preparation procedure, and specify from the receiver side behaviour. (R3-223445)

2) Clarify in Path Switch Request procedure that the Security Indication IE is sent by AMF when there is a mismatch. (R3-223445)

3) Remove redundant specification in the handover preparation. (R3-223457)

4) The Handover Resource Allocation section should specify that the target eNB includes the security result in the Target to Source container only when the secuirty policy is “required”. (R3-223457)

	Company
	Comment

	Huawei
	1) no strong need. And many existing procedure texts also has the same procedural style like “it indicates…”

2) no need, since the SA3 specification is referred here, no need to repeat the texts again. 

3) no strong need, since other existing procedure texts also have such redundant descriptions. 

4) the change is not correct, in our understanding. The security result should be reported for all possible security policy, i.e., not limited to “required” only for the S1 based handover. 

	Qualcomm
	1) Could be ok, but not critical, in fact it seems equivalent

2) Indeed this seems not necessary as there is a reference to TS 33.401 which specifies the MME’s behaviour

3) The current text is actually consistent so in a sense “not wrong”. Whether the change should be done or not is a general question, but maybe this should be given as homework to the rapporteur – but would prefer to leave as is for UP IP (i.e. either all or none).

4) The intention was in fact exactly as written, i.e. not limited to “required”. This allows to work out the capability of the target without cancelling handovers, so in that sense there is no error to correct (e.g. with “preferred”, the source does not care what the result is, but it does care whether the result is received). Whether this should be now restricted to “required” could be discussed of course, the impact would be the need for handover cancellation at least once.

	ZTE
	1) Fine with the correction
2) Seems not necessary due to the redundancy of 33.401
3)  Fine with the correction
4) The change is not correct. In case of ‘perfered’, the target node need to provide security result to the source. 

	Samsung
	1) Could be ok, but seems not be critical.

2) It seems not be necessary.

3) May be ok. No strong view.

4) No. We also think the change is not correct.

	Ericsson
	1) is critical as when the IE does not exist, nothing can be indicated;

	Intel
	1) and 2) ( OK

3) ( seems not correct since Security Indication IE is sent from the source eNB in source-to-target container, as well as from the target MME to the target eNB via HO REQ message
4) ( seems not correct since for S1 HO, RAN3 agreed to use the Security Result IE in target-to-source container as a way for the source eNB to learn the capability of the target eNB, and if the target doesn't support, then perform HO Cancel and may reattempt S1 HO only for E-RABs that does not require UPIP..

	Nokia
	1/ NOK: don’t see the need: this seems equivalent…

2/ NOK: redundant with 33.401. are we going to repeat all the actions of the MME?

3/ partly OK: actually, only the first sentence should be deleted (describing receiver behaviour), not the second sentence (sorry for my mistake).

4/ NOK: I just wanted to check if the understanding was shared. I am OK to send it back always.

	CATT
	1) OK.In the procedure text,it is better to describe from the perspective of receiver
2) No strong opinion.

3) No strong opinion

4) NOK.Similar view as others that it is needed also for preferred case.

	Deutsche Telekom
	1) Fine with us (but not critical)

2) Not needed as reference to TS 33.401 already given.

3) No strong opinion (text may stay as it is).
4) Not ok (see also the proponent’s comment).


Moderator’s summary
9 companies responded.

1) Yes: 7, Not needed: 2
2) Yes: 1, No: 6, Neutral: 1 
>No support
3) Yes: 1, No: 3, partly ok: 1 , Neutral: 3 
>No support
4) Yes: 0, No: 8 
>No support
Proposed conclusion: If we go with the majority, the change of procedual text related to “security Result IE” in Handover preparation procedure can be agreed (part of R3-223445)
3.7 Further X2 corrections

Do you agree to the following changes?

1) In section 8.7.4.2, when security policy is “preferred”, the en-gNB notifies MeNb of security result if supported. (R3-223458)

2) In section 8.7.6.2, en-gNB shall reject addition of new E-RAB with security policy required and this policy is not supported. (R3-223458)

	Company
	Comment

	Huawei
	1) not fully understand the reason. The current procedure describes that for the security policy “preferred”, the en-gNB should perform UPIP, then it “shall” report the security result. More explanation is expected. 

2) Agree the change from “modification” to “addition” for the new setup E-RABs in SGNB MODIFICATION REQUEST message. 

	Qualcomm
	1) Rationale not clear, but maybe there is something to discuss. There is actually one issue in X2, which is lack of condition of UE and eNB support (UP IP is only performed if UE and eNB both support). In this case the issue is already whether there should be some condition on performing UP IP, not just the result.

2) The change is correct! 

	ZTE
	1) If the ‘if supported ’needed for security result, the wording is also needed for perform UPIP. An example shown as below:
-
if the Integrity Protection Indication IE is set to "preferred", the en-gNB should, if supported, perform user plane integrity protection for the concerned E-RAB as specified in TS 33.401 [18], and it shall, if supported, notify the MeNB whether it performed the user plane integrity protection by including the Integrity Protection result IE in the Security Result IE of the SGNB ADDITION REQUEST ACKNOWLEDGE message. 
2) Agree

	Samsung
	1) We can acknowledge the reason for change, but we’re not sure that the proposed change is proper.
2) Agree

	Ericsson
	1) does not seem needed.
2) 8.7.6.2, the first change is fine.

	Intel
	OK for both

	Nokia
	Agree with the two changes and also to ZTE comment.
1/ actually my thinking is that if en-gNB does not support the feature, it is not a problem when EPS UP IP is “preferred” because en-gNB will simply not run the UP IP but we should not expect that it can send back the Security Result. It will send back the Security Result only if it supports the feature.

Besides, I also agree with ZTE comment and wanted to also add “if supported” after the “en-gNB should”, however this one is less critical because anyway with a should there is no strict requirement and therefore not supporting the feature can be seen as a valid case to not do the action.

2/ Agree.

	CATT
	OK with 2 while more clarification on 1 is needed

	Deutsche Telekom
	Fine with both.


Moderator’s summary
9 companies responded.

1) Yes: 3, No: 1, More clarification needed: 5

2) Yes: 9     

Proposed conclusion: The change from “modification” to “addition” for the newly setup E-RABs in SGNB MODIFICATION REQUEST message is agreed (part of R3-223458)
Further discuss if for the SgNB addition/modification the procedural text for the UPIP “preferred” case need clarification, i.e. adding “if supported”.

3.8 E1 corrections

Do you agree to the following changes?

1) Change the procedural text in 8.3.1.2 and 8.3.2.2 (R3-223444)

2) Change in 9.3.3.3 and 9.3.3.13 the Assigned Criticality for Security Result to “reject”. (R3-223447)

	Company
	Comment

	Huawei
	1) No. here “should” be used for the security policy “preferred”, since the eNB may/may not enable the UPIP. 

2) no need. Only when the UP receives the security indication from the CP (already supporting the UPIP feature), it can report back the security result. There is no need to detect the CP node capability again. 

	Qualcomm
	1) Agree with Huawei

2) Generality a criticality of reject in a response message is not so helpful, maybe the reasoning can be further clarified.

	ZTE
	Share the view with Huawei

	Samsung
	1) No. Agree with Huawei

2) No. Rationale is not clear.

	Ericsson
	2. ) change to “reject” is to cover the potential error case. And it would not cause any issue because the receive shall support the feature. 

	Intel
	1) ( We are fine to fix the typo but we believe "DRB Setup List" IE is right in BRR CTXT/MOD SETUP RESP.

2) ( We cannot understand what it means by that "UP has cracked the Security Result".. The current "ignore" seems to work fine.

	Nokia
	1/ NOK. Current “Should” is correct. Agree with Huawei.

2/ NOK. Agree with Huawei. 

	Deutsche Telekom
	Don’t agree to both. We share Huawei’s view.


Moderator’s summary
7 companies responded.

1) Yes: 1, No: 6
No support for R3-223444

2) Yes: 1, No: 6 
No support for R3-223447

4 Conclusion, Recommendations [if needed]

Note the incoming LS R3-223010.

Agree to add new IE in SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST.
Agree to add a specific Information Element to the Path Switch Request Acknowledge message for signaling an updated security indication (part of R3-223457). Revise R3-223457, delete other changes.
Agree the change of procedural text related to “security Result IE” in Handover preparation procedure  (part of R3-223445). Revise R3-223445, delete other changes.
Agree the change from “modification” to “addition” for the newly setup E-RABs in SGNB MODIFICATION REQUEST message (part of R3-223458). Revise R3-223458, delete other changes.
Further clarify if the scenario of MeNB (no UPIP support) and SgNB (UPIP support) need to be considered.

Further discuss if for the SgNB addition/modification the procedural text for the UPIP “preferred” case need clarification, i.e. adding “if supported”.

5 References



