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	Reason for change:
	SA3 has requested RAN3 (in S3-213272) “to modify their specifications to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities” from release 17 onwards, to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or NG-RAN node”.

In addition SA3 agreed a change to TS 33.401 in S3-214452 whereby the 4G security capabilities can be refreshed by the MME during the Path Switch procedure. This is relevant to the above as it addresses the loss of capabilities after mobility via a legacy node.

	
	

	Summary of change:
	All currently defined bits in the NAS security capability IEs (both 4G and 5G) are mapped to bits in the corresponding RAN IEs, irrespective of whether they are currently assigned to represent support for a security algorithm. A statement is also added that the “The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs and the eNBs store and send the complete bitmaps without modification or truncation as specified in TS 36.300”.

In addition, the MME is able to send the UE Security Capabilities IE in the PATH SWITCH ACKNOWLEDGE message, following TS 33.401.
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	No support for the requested functionality in S3-213272. RAN may not be aware of UE’s support for new security algorithms. 

	
	

	Clauses affected:
	8.4.4.2, 9.1.5.9, 9.2.1.40, 9.2.1.127, 9.3.3

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications	
	TS36.423 CR1624, TS 38.413 CR0669, TS 38.423 CR0676

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	





[bookmark: _Toc20953433][bookmark: _Toc29390610][bookmark: _Toc36551347][bookmark: _Toc45831544][bookmark: _Toc51762497][bookmark: _Toc64381549][bookmark: _Toc73964067][bookmark: _Toc81228696]8.4.4	Path Switch Request
[bookmark: _Toc20953434][bookmark: _Toc29390611][bookmark: _Toc36551348][bookmark: _Toc45831545][bookmark: _Toc51762498][bookmark: _Toc64381550][bookmark: _Toc73964068][bookmark: _Toc81228697]8.4.4.1	General
The purpose of the Path Switch Request procedure is to establish a UE associated signalling connection to the EPC and, if applicable, to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.
[bookmark: _Toc20953435][bookmark: _Toc29390612][bookmark: _Toc36551349][bookmark: _Toc45831546][bookmark: _Toc51762499][bookmark: _Toc64381551][bookmark: _Toc73964069][bookmark: _Toc81228698]8.4.4.2	Successful Operation



>>> skip unchanged text <<<
If information on the UE’s NR security capabilities is available at the eNB (see TS 33.401 [15]) the eNB shall include the NR UE Security Capabilities IE within the PATH SWITCH REQUEST message.
[bookmark: _Hlk499867889]If the NR UE Security Capabilities IE is included in the PATH SWITCH REQUEST message, the MME shall, if supported, consider that the eNB has stored the respective information in the UE context, and proceed as defined in TS 33.401 [15].
If the NR UE Security Capabilities IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall, if supported, store this information in the UE context and use it as defined in TS 33.401 [15].
If the UE Security Capabilities IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall, if supported, store this information in the UE context and use it as defined in TS 33.401 [15].
If the Aerial UE subscription information IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall, if supported, store this information in the UE context and use it as defined in TS 36.300 [14].

>>> NEXT CHANGE <<<

[bookmark: _Toc20953642][bookmark: _Toc29390819][bookmark: _Toc36551556][bookmark: _Toc45831772][bookmark: _Toc51762725][bookmark: _Toc64381777][bookmark: _Toc73964295][bookmark: _Toc81228924]9.1.5.9	PATH SWITCH REQUEST ACKNOWLEDGE
This message is sent by the MME to inform the eNB that the path switch has been successfully completed in the EPC.
Direction: MME  eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	E-RAB To Be Switched in Uplink List
	
	0..1
	
	
	YES
	ignore

	>E-RABs Switched in Uplink Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	E-RAB To Be Released List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB To Be Switched in Uplink List IE and E-RAB to Be Released List IE.
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	One pair of {NCC, NH} is provided.
	YES
	reject

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject

	UE Security Capabilities
	O
	
	9.2.1.40
	
	YES
	ignore



>>> NEXT CHANGE <<<

[bookmark: _Toc20953746][bookmark: _Toc29390924][bookmark: _Toc36551661][bookmark: _Toc45831883][bookmark: _Toc51762836][bookmark: _Toc64381888][bookmark: _Toc73964406][bookmark: _Toc81229035]9.2.1.40	UE Security Capabilities
The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs and the eNBs store and send the complete bitmaps without modification or truncation as specified in TS 36.300 [14].
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 3 in the UE Security Capability IE defined in TS 24.301 [24],  
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 4 in the UE Security Capability IE defined in TS 24.301 [24],  
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].




>>> NEXT CHANGE <<<

[bookmark: _Toc20953835][bookmark: _Toc29391013][bookmark: _Toc36551750][bookmark: _Toc45831972][bookmark: _Toc51762925][bookmark: _Toc64381977][bookmark: _Toc73964495][bookmark: _Toc81229124]9.2.1.127	NR UE Security Capabilities
This IE defines the supported algorithms for encryption and integrity protection in NR as defined in TS 33.401 [15]. The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs and the eNBs store and send the complete bitmaps without modification or truncation as specified in TS 36.300 [14].
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NR Encryption Algorithms 
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NEA0,
“first bit” – 128-NEA1,
“second bit” – 128-NEA2,
“third bit” – 128-NEA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 3 in the UE Additional Security Capability IE defined in TS 24.301 [24],
“eighth to fifteenth bit” are mapped from bit 8 to bit 1 of octet 4 in the UE Additional Security Capability IE defined in TS 24.301 [24]
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	NR Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NIA0,
“first bit” – 128-NIA1,
“second bit” – 128-NIA2,
“third bit” – 128-NIA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 5 in the UE Additional Security Capability IE defined in TS 24.301 [24],
“eighth to fifteenth bit” are mapped from bit 8 to bit 1 of octet 6 in the UE Additional Security Capability IE defined in TS 24.301 [24]
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



>>> NEXT CHANGE <<<
	

[bookmark: _Toc20953917][bookmark: _Toc29391095][bookmark: _Toc36551834][bookmark: _Toc45832070][bookmark: _Toc51763023][bookmark: _Toc64382076][bookmark: _Toc73964594][bookmark: _Toc88647204]9.3.3	PDU Definitions
-- **************************************************************
--
-- PDU definitions for S1AP.
--
-- **************************************************************

S1AP-PDU-Contents { 
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 
eps-Access (21) modules (3) s1ap (1) version1 (1) s1ap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

*** skip unchanged text ***
-- **************************************************************
--
-- Path Switch Request Acknowledge
--
-- **************************************************************

PathSwitchRequestAcknowledge ::= SEQUENCE {
	protocolIEs			ProtocolIE-Container       { { PathSwitchRequestAcknowledgeIEs} },
	...
}

PathSwitchRequestAcknowledgeIEs S1AP-PROTOCOL-IES ::= {	
	{ ID id-MME-UE-S1AP-ID					CRITICALITY ignore	TYPE MME-UE-S1AP-ID						PRESENCE mandatory}|
	{ ID id-eNB-UE-S1AP-ID					CRITICALITY ignore	TYPE ENB-UE-S1AP-ID						PRESENCE mandatory}|
	{ ID id-uEaggregateMaximumBitrate		CRITICALITY ignore	TYPE UEAggregateMaximumBitrate			PRESENCE optional}|
	{ ID id-E-RABToBeSwitchedULList			CRITICALITY ignore	TYPE E-RABToBeSwitchedULList			PRESENCE optional}|
	{ ID id-E-RABToBeReleasedList			CRITICALITY ignore	TYPE E-RABList							PRESENCE optional}|
	{ ID id-SecurityContext					CRITICALITY reject	TYPE SecurityContext					PRESENCE mandatory}|
	{ ID id-CriticalityDiagnostics			CRITICALITY ignore	TYPE CriticalityDiagnostics				PRESENCE optional}|
	{ ID id-MME-UE-S1AP-ID-2				CRITICALITY ignore	TYPE MME-UE-S1AP-ID						PRESENCE optional}|
	{ ID id-CSGMembershipStatus				CRITICALITY ignore	TYPE CSGMembershipStatus				PRESENCE optional}|
	{ ID id-ProSeAuthorized					CRITICALITY ignore	TYPE ProSeAuthorized					PRESENCE optional}|
	{ ID id-UEUserPlaneCIoTSupportIndicator	CRITICALITY ignore	TYPE UEUserPlaneCIoTSupportIndicator	PRESENCE optional}|
	{ ID id-V2XServicesAuthorized			CRITICALITY ignore	TYPE V2XServicesAuthorized				PRESENCE optional}|
	{ ID id-UESidelinkAggregateMaximumBitrate		CRITICALITY ignore	TYPE UESidelinkAggregateMaximumBitrate	PRESENCE optional}|
	{ ID id-EnhancedCoverageRestricted		CRITICALITY ignore	TYPE EnhancedCoverageRestricted			PRESENCE optional}|
	{ ID id-NRUESecurityCapabilities				CRITICALITY ignore	TYPE NRUESecurityCapabilities			PRESENCE optional}|
	{ ID id-CE-ModeBRestricted				CRITICALITY ignore	TYPE CE-ModeBRestricted			PRESENCE optional}|
	{ ID id-AerialUEsubscriptionInformation			CRITICALITY ignore	TYPE AerialUEsubscriptionInformation				PRESENCE optional}|
	{ ID id-PendingDataIndication			CRITICALITY ignore	TYPE PendingDataIndication				PRESENCE optional}|
	{ ID id-Subscription-Based-UE-DifferentiationInfo		CRITICALITY ignore	TYPE Subscription-Based-UE-DifferentiationInfo		PRESENCE optional}|
	{ ID id-HandoverRestrictionList			CRITICALITY ignore	TYPE HandoverRestrictionList			PRESENCE optional}|
	{ ID id-AdditionalRRMPriorityIndex		CRITICALITY ignore	TYPE AdditionalRRMPriorityIndex			PRESENCE optional }|
	{ ID id-NRV2XServicesAuthorized						CRITICALITY ignore	TYPE NRV2XServicesAuthorized							PRESENCE optional }|
	{ ID id-NRUESidelinkAggregateMaximumBitrate			CRITICALITY ignore	TYPE NRUESidelinkAggregateMaximumBitrate			PRESENCE optional }|
	{ ID id-PC5QoSParameters							CRITICALITY ignore	TYPE PC5QoSParameters									PRESENCE optional }|
	{ ID id-UERadioCapabilityID							CRITICALITY reject	TYPE UERadioCapabilityID								PRESENCE optional}|
	{ ID id-UESecurityCapabilities			CRITICALITY ignore				TYPE UESecurityCapabilities							PRESENCE optional},
	...
}



>>> END OF CHANGES <<<
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