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1 Introduction

CB: # 14_UPIPforEPC

- RAN3 clarifies that the UE Security Capabilities IE in X2AP/XnAP is copy-paste from NAS or CN signaling without modification? Clarified in stage 2 specification or stage 3 specification or both?

- Reply LS to SA3 on UE Security Capabilities clarification

- RAN3 waits for the RAN’s conclusion on whether to deal with the issue related UP IP for eUTRA connected to EPC?
(Qualcomm - moderator)

Summary of offline disc R3-215817
2 For the Chairman’s Notes

Propose to capture the following:

RAN3 agrees to implement required changes to ensure lossless handling of UE security capabilities in rel17 as requested by SA3, in both EPS and 5GS. 

The topic of UP Integrity Protection in EPS is not discussed in this meeting, relevant documents are considered for information and can be noted.

Propose to endorse the following rel-17 CRs:
R3-216056 (rev of R3-215485) – TS 36.300
R3-216057 (rev of R3-215487) – TS 38.300

R3-216095 (rev of R3-215586) – TS 37.340

R3-216047 (rev of R3-214888) – TS 38.413

R3-216048 (rev of R3-214889) – TS 36.413

R3-216049 (rev of R3-214890) – TS 38.423

R3-216050 (rev of R3-214891) – TS 36.423

Propose to send a reply LS to SA3

Draft LS in R3-216134 (rev of R3-214892)

3 Discussion

3.1 LS from SA3 on handling of UE Security Capabilities

SA3 has sent an LS to RAN3 [1] which specifically asks “RAN3 to modify their specifications to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities. This is to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or ng-RAN node”.

This was sent in reply to an LS from RAN3 which pointed out that such behaviour could not be guaranteed.

In the below, it is assumed that we will work on an LS once the way forward is agreed, hence there is no section on the LS reply.

The moderator would like first to check that there is a consensus to go ahead and agree to work on the required changes. The moderator notes that one of the DPs [17] points out that it is not normal to mandate MME/AMF behaviour in RAN3 specification, and also that the copy behaviour is not straightforward, so if we go ahead, we assume that we will try to work round these issues.

Q1: Can we state that “RAN3 agrees to implement required changes to ensure lossless handling of UE security capabilities as requested by SA3, in both EPS and 5GS” (with details to be worked, as below)?

	Company
	Comment

	Huawei
	Yes.

Thanks to the moderator’s note about the proposal in our [17]. Since we have notified to SA3 about legacy nodes behavior, the change can start from R17 (as requested by SA3). 

	Nokia
	Yes for R17.

	Deutsche Telekom
	Yes for Rel-17

	ZTE
	Yes.

	Ericsson
	Yes

	Vodafone
	Yes

	Qualcomm
	Yes


Moderator’s summary: Proposal is agreed for rel 17
Proposal:  RAN3 agrees to implement required changes to ensure lossless handling of UE security capabilities in rel17 as requested by SA3, in both EPS and 5GS

3.2 Required scope of changes

There are a number of proposals in discussion documents and CRs ([2-26]).

Broadly if we focus on the CRs, there are multiple proposals for stage 2 changes (see e.g. DPs in [8,17,22] and three proposals for stage 3 [2,8, 22]. 

Below we will check each of these groups in turn. Before doing that, the moderator would like to ask at a general level, whether there are strong opinions and/or arguments as to why either stage 2 or stage 2 is / is not needed?

As a note, both [2] and [17] point out that copy / paste behaviour is not straightforward across the multiple interfaces, and [2] uses this point to justify the need for stage 3.

Q2: Having read the proposals, do you have any general comments on the need for stage 2 and/or stage 3 changes? Note that details are considered below. 

	Company
	Comment

	Huawei
	Our general thinking is that stage 2 changes are pretty sufficient to meet SA3 request. 

On Stage 3 changes, they are just “nice to have” but no strong need if stage 2 could give clear and unambiguous descriptions. 

	Nokia
	We also think we don’t need both stage 2 and stage 3 changes. But our view is that stage 3 CRs are better and straightforward for this coding matter such as the ones proposed in 5488, 5489, 5490, 5491 or 4888, 4889, 4890, 4891.

	Deutsche Telekom
	Our preference would be to have both St2 and St3 to make things clear as the meaning of St2 text might be not finally sufficient with respect to the mapping in St3.

	ZTE
	Either stage 2 CR or stage 3 CR is enough, not both.

We slightly prefer stage 3 CR for concise.

	Ericsson
	Stage-2 should be the baseline, because the behavior to be clarified span between interfaces.

Stage-3 could bring further clarification, even so in general we do not talk about other interfaces in stage-3 specifications.

	Vodafone
	Stage 3 CRs seem essential because CT1 has 8 bit fields and RAN 3 has 16 bit fields. Also RAN 3 use (in my understanding) the undefined term “reserved” for these extra codepoints (and in CT 1 NAS spec, the use of a reserved codepoint leads to a mandatory IE error -> which is the opposite of the behaviour that SA3 require).
Stage 2 CR is needed to describe the interworking from S1AP/NGAP to X2/Xn.

	Qualcomm
	Agree with Vodafone and others that stage 3 changes are essential. Fine to consider stage 2 changes too.


Moderator’s summary: There is some variation and no clear consensus. However on the whole, there is majority support for stage 3, and some good support for stage 2. So it seems reasonable as an initial approach to work on both levels.

Proposal: Work on both stage 2 and stage 3 changes, subject to achieving consensus on details.

3.3 Stage 2 proposals: 36.300 and 38.300

The proposal for stage 2 may be grouped by specifications as follows.

TS 36.300: ref [10, 19, 23]

TS 38.300: ref[12, 18, 24]

TS 37.340: ref [11, 20]

Focusing on TS 36.300, we have the following

[10]: new paragraph in 14.1

The MME sends the complete UE security capabilities to the eNB (i.e. all bits for every EPS or NR security capability received in NAS signaling). At handover (or during Dual Connectivity or at UE Context retrieval), the complete UE security capabilities are also sent by the source eNB to the target eNB (or by the old eNB to the new eNB or the by the MeNB to the SeNB respectively).

[19]: new paragraph in 14.1, different placement

When AS security context is to be established in the eNB, the MME passes on sends the complete UE security capabilities including all information received from the UE to the eNB, as specified in TS 33.401 [22], and the eNB passes on the complete UE security capabilities at subsequent handover procedures.

[23]: a note in 20.2.1, X2-CP functions

Notes: during context transfer from source eNB to target eNB, the UE security capabilities are copied from the S1AP/NGAP signalling without modification.

Focusing on TS 38.300, we have the following 

[12] modifies the text in 13.1:

The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. When AS security context is to be established in the gNB, the AMF sends the complete UE 5G security capabilities to the gNB (i.e. all bits for every capability received in NAS signaling). At handover (or at UE Context retrieval), the complete UE 5G security capabilities are also sent by the source gNB to the target gNB (or by the old gNB to the new gNB respectively). 
[18] modifies the same paragraph in 13.1

The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. When AS security context is to be established in the gNB, the AMF passes on the complete UE security capabilities including all information received from the UE to the gNB, as specified in TS 33.501 [5], and the gNB passes on the complete UE security capabilities at subsequent handover procedures.

[24] introduces a note in 4.3.2.2

Notes: during context transfer from source NG-RAN node to target NG-RAN node, the UE security capabilities are copied from the S1AP/NGAP signalling without modification.

A first analysis indicates that the notes of [23,24] do not cover the full set of requirements, since they only consider Xn. Also, the changes proposed in the other papers are actually very similar and within the same sections.

With that, the moderator’s first proposal would be 

· to agree to have changes in 14.1 of TS 36.300 and check or merge [10,19]

· to agree to have changes in 13.1 of TS 38.300 and check or merge [12,18]

· to check whether there is a need for the notes proposed in [23,24]

Q3: Please indicate whether the above proposal could be agreeable, and provide any justification or further comments as needed, also any concerns or preferences on the CRs to be taken forward.
	Company
	Comment

	Huawei
	These papers are pretty aligned. Here we may suggest split the work, e.g., the [19- R3-215585] for 36.300, and [12- R3-215487] for 38.300 can be taken as baseline. Then we can have similar texts updated during the 2nd round. 

	Nokia
	NOK.

We think stage 3 CRs only are good enough for this encoding matter such as the ones proposed in in 5488, 5489, 5490, 5491 or 4888, 4889, 4890, 4891.   

	Deutsche Telekom
	Changes in TSs 36.300/800 can be based on merged proposals as noted by the moderator. We don’t see the need for the notes. 

	ZTE
	The CRs[10][12] can be taken as baseline.

	Ericsson
	Merging is ok. Notes are not necessary. Proponents can propose rewording of the text added in [10,12,18,19]

	Vodafone
	Broadly agree with the moderator. But at a detailed level, the eNB/gNB should (shall!) copy all 16 bits from S1AP/NGAP into X2/Xn, and not just the 8 bits that currently represent the security capabilities.

	Qualcomm
	Merging seems fine.


Moderator’s summary: There is a majority view to work on merges of [10,19] and [12,18], so seems reasonable to try this. Work could be split, assuming coordination of course.

Proposal: Take [12] (R3-215487) as baseline for TS 38.300 and [10] (R3-215485) as baseline for TS 36.300. Revise these two, taking into account other text and comments above (e.g. whether copying of all S1AP/NGAP bits into X2/Xn is covered).

3.4 Stage 2 proposals: 37.340

The proposals for TS 37.340 are ref [11, 20]

[11] proposes to add the following paragraph to section 9:

The MN always sends the complete UE security capabilities to the SN (i.e. all bits for every EPS or NR security capability received from CN).

[20] proposes to add the following paragraph to section 9 also:

In EN-DC, the MN passes on the complete NR UE security capabilities including all information received before to the SN. In MR-DC with 5GC, the MN passes on the complete UE security capability including all NR and E-UTRAN security information received before to the SN.

The intention of both appears to be the same, with relatively minor differences. 

Hence the moderator’s proposal would be to agree to have changes in 9 of TS 37.340 and check or merge [11,20].

Q4: Please indicate whether the above proposal could be agreeable, and provide any justification or further comments as needed, also any concerns or preferences on the CRs to be taken forward.

	Company
	Comment

	Huawei
	We would prefer to take [20] as baseline to have clear descriptions related to EN-DC and other MR-DC. 

	Nokia
	NOK.

We think stage 3 CRs only are good enough for this encoding matter such as the ones proposed in in 5488, 5489, 5490, 5491 or 4888, 4889, 4890, 4891.   

	Deutsche Telekom
	Same view as Huawei

	ZTE
	Agree

[11] seems more clear.

	Ericsson
	Prefer [11]. No need to refer to the DC scenarios.

	Vodafone
	Broadly agree with the moderator. But at a detailed level, the eNB/gNB should (shall!) copy all 16 bits from S1AP/NGAP into X2/Xn, and not just the 8 bits that currently represent the security capabilities.

	Qualcomm
	Couple of comments on the text:
[11] does state “received from the CN” which is good, however this is not always the case; possibly “previously received from CN or another RAN node” ?

[11] is more compact but we note that in EN-DC we don’t send all the capabilities available at the MN, only the NR ones, so it could be argued to be slightly ambiguous.


Moderator’s summary: There is a good majority to have some text in TS 37.340, so propose to give it a try. Regarding details, there is no clear indication based on companies’ preferences. Moderator would like to propose a merge as follows, using two sentences ([20] as baseline but perhaps with some rewording from [11, as a baseline to work from.

Proposal: Revise [20], perhaps along the following lines as a starting point:

In EN-DC, the MN sends the complete NR UE security capabilities to the SN including all security capability bits previously received from CN or another NG-RAN node. In MR-DC with 5GC, the MN sends the complete UE security capabilities to the SN including all NR and E-UTRA security capability bits previously received from CN or another E-UTRAN node.

3.5 Stage 3 proposals

There are several proposals affecting different aspects of the stage 3 specifications. For ease of reference, we will refer to this as options 1/2/3.

In Option 1 [3,4,5,6], the approach taken is to specify a mapping between the bitmap of each specification and the NAS IE via development of the existing semantics (this also implicitly develops a mapping between each specification). The reasoning for this is that there is no simple copy/paste behaviour since

· Bit 8 of NAS is never mapped anywhere

· The number of bits is not consistent across NAS/RAN

· In Xn, there is even a shift

These issues are also pointed out in [17] although this does not propose stage 3 changes.

In Option 2 [13,14,15,16], it is proposed to add to all the UE Security Capabilities IEs the following statement

The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs.

Finally, in option 3 [25,26], it is proposed to add procedural text in a number of Xn procedures (those where security capabilities are sent) to clarify that the UE security capabilities in X2AP are copied from the S1AP or NGAP signalling without modification.

The moderator can make some observations as follows

· Option 1 is possibly the tightest one from a specification viewpoint and would enable inter-operability, but the question is whether it could be acceptable.

· Option 2 seems not actually possible as presented, because the NAS capabilities are already truncated (bit 8 is not translated explicitly). The approach might be useful on its own or e.g. in combination with other options, but the text would need changing, perhaps with a reference to stage 2.

· Option 3 seems also problematic, and at best a reference to stage 2 might be possible (e.g. “the source eNB shall construct the UE Security Capabilities as specified in TS 36.300 etc”). In addition, option 3 only covers X2/Xn.

One final observation is that options 2 and 3, while they could be worked on, do not go any further than the stage 2 text, and therefore do not seem to enable clear mapping between the different bitmaps.

On that basis, the moderator would like to check whether option 1 could be acceptable, possibly enhanced with some text along the lines of option 2 (modified, e.g. with stage 2 reference).

Q5: Please indicate whether the above proposal could be agreeable (work further on option 1, and consider, if possible, to enhance with option 2 type text). In any case, please provide your views with any related arguments / justifications.
	Company
	Comment

	Huawei
	We acknowledge that Option 1 is in good shape. But given that stage 2 changes can clearly meet the “pass on the complete UE security parameters” requirement from SA3, we are thinking there is no strong need to have the stage 3 changes. 

	Nokia
	Stage 3 only.

Option 1 or option 2 or a merge of them is OK.

	Deutsche Telekom
	Option 1 preferred.

	ZTE
	If Stage 2 changes are not agreed, the merged stage 3 CRs can be considered. 

	Ericsson
	Need to 1st decide if stage-3 is necessary. If this is the case, option 2, with some enhancements (e.g. reference to stage-2), is preferred

	Vodafone
	Option 1, possibly with addition of option 2.

	Qualcomm
	Option 1, possibly with addition of option 2


Moderator’s summary: In the spirit of previous answers, and opinions expressed in particular by operators, it seems to make sense to go ahead. The moderator would propose to take the documents in [3,4,5,6] and revise to introduce IE text as per option 2.
Proposal: Revise stage 3 CRs in R3-214888, R3-214889, R3-214890 and  R3-214891, and attempting a merge with IE description text in R3-215488, R3-215489, R3-215490 and R3-215491.

3.6 UP Integrity Protection in EPS

In addition to the topic above, we have also received an LS from SA2 on support of Integrity Protection [27] and several documents tackle this topic [28,29,30,31].

In particular [28] provides an analysis of the impacts.

Before we look into this, the moderator would like to check that this is in scope, for the following reasons:

· There is no specific action in the received SA2 LS for RAN3

· RAN discussed this topic, and a WID proposal, but reached no consensus

With that, and while acknowledging the contributions above, the moderator would like to kindly propose that this topic is not further discussed in this CB.

Q6: Please indicate whether you agree or have any concerns with the moderator’s proposal not to discuss the details for UP Integrity Protection in EPS.
	Company
	Comment

	Huawei
	As the proponent, these papers are provided for general information (possibly as reference for our next step). We are fine with the moderator’s proposal. Of course, comments to the proposals wherein are welcome. 

	Nokia
	Agree.

As the proponent, these papers are provided for general information (possibly as reference for our next step). We are fine with the moderator’s proposal. Of course, comments to the proposals wherein are welcome. 

	Deutsche Telekom
	We are fine with moderator’s proposal as from our perspective there is a need for a decision on RAN plenary level first.

	ZTE
	Agree.
UP Integrity Protection in EPS should wait for the RAN decision.

	Ericsson
	Agree. No need for further discussion

	Vodafone
	The main issue is whether RAN 3 see problems with the SA2 design, or, need clarification from SA2 or SA3.
Looking at R3-215579 [28], it seems that there may be some issues at S1 handover (and possibly X2 handover) that RAN 3 need to discuss and might lead to questions to SA2.
Any further insight on these (or other) issues would be useful.

	Qualcomm
	Agree


Moderator’s summary: Companies generally agree that this topic is for information, and no formal discussion is needed at this meeting. Having said that, the moderator recommends that companies check the analysis provided, and coordinate internally if needed.

3.7 Other issues

Please feel free to add any issues or aspects missing from the above.

	Company
	Comment

	
	

	
	

	
	


4 Conclusion, Recommendations [if needed]

If needed
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