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1. Introduction
Last SA3#104-e meeting sent a LS to RAN3 related to the UE security capabilities as follows [1]. 
	SA3 thank RAN3 for their LS (R3-212812/ S3-212436). SA3 have discussed the RAN3 response to SA3’s questions and have the following request for RAN3. This request is independent of the UP IP work.

SA3 asks RAN3 to modify their specifications to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities. This is to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or ng-RAN node. Such a change is justified by the following stage text (from clause 7.2.4.2.1 of TS 33.401).

“When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB.”

Similar text exists for the other cases in the relevant SA3 specifications. SA3 is requesting this change for Rel-17.

To RAN3

ACTION: 
SA3 asks RAN3 to modify their specifications to ensure that MME, eNB, MF and ng-RAN node all pass on the complete UE security capabilities as discussed above.


In this document, we discuss this issue, and provide the corresponding CRs. 
2. Discussion
2.1 LS Analysis 
The LS from SA3 is a subsequent liaison, after the R3-212812 on the legacy MME/eNB behaviour for the User Plane Integrity Protection for eUTRA connected to EPC. At that time RAN3 replies that it is not mandatory for the legacy MME/legacy eNB to copy all the EEA/EIA bits as follows. 

	c) (RAN 3 and CT 1) is a MME mandated to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling?
Answer: RAN3 thinks the MME may copy all the EEA/EIA bits from NAS to S1-AP. However, RAN3 is not aware of a clear mandate on the MME to copy all EEA/EIA bits from NAS signalling into S1AP, and so cannot rule out that some implementations may not do so.

d) (RAN 3) is a legacy eNB mandated to copy all the EEA/EIA bits from S1A-AP signalling into the X2-AP signalling at handover and secondary node addition?

Answer: RAN3 thinks that eNB may copy all the EEA/EIA bits from S1-AP signalling into X2AP signalling. However there is no explicit mandate on eNBs for this behaviour.


The new subsequent LS from SA3 is requesting to mandate the MME/AMF/eNB/ng-RAN behaviour, but targeting for Rel-17. 
First it seems strange for RAN3 to mandate the MME/AMF behaviour. The reason is that in RAN3 specifications, normally only the receiver behaviour is specified, while in terms of the UE security capability, the MME/AMF is the sending node. 
Observation 1: It considers not normal to mandate the MME/AMF behaviour in RAN3 specs from specification perspective. 

Second when further checking the UE security capability transmitted over the NAS and NG interface, they are not pretty aligned, i.e. not a simple “copy” operation. Taking the 5GC as an example (the following table), 
· The length is different, e.g. 8bit for NAS, and 16bit for NGAP in terms of NR Encryption Algorithms. 

· The byte is not aligned, e.g. the first bit is for 5G-EA0 for NAS, while the first bit is for 128-5G-EA1 for NGAP in terms of NR Encryption Algorithms. 
	Excerpt from TS 24.501
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Figure 9.11.3.54.1: UE security capability information element

Excerpt from TS 38.413
9.3.1.86
UE Security Capabilities
This IE defines the supported algorithms for encryption and integrity protection in the UE.

IE/Group Name

Presence

Range

IE type and reference

Semantics description

NR Encryption Algorithms
M

BIT STRING (SIZE(16, …))

Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other algorithm than NEA0,

"first bit" – 128-NEA1,

"second bit" – 128-NEA2,

"third bit" – 128-NEA3,

other bits reserved for future use. Value '1' indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].

NR Integrity Protection Algorithms
M
BIT STRING (SIZE(16, …))
Each position in the bitmap represents an integrity protection algorithm:

"all bits equal to 0" – UE supports no other algorithm than NIA0,

"first bit" – 128-NIA1,

"second bit" – 128-NIA2,

"third bit" – 128-NIA3,

other bits reserved for future use.

Value '1' indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].
E-UTRA Encryption Algorithms
M
BIT STRING (SIZE(16, …))
Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other algorithm than EEA0,

"first bit" – 128-EEA1,

"second bit" – 128-EEA2,

"third bit" – 128-EEA3,

other bits reserved for future use. Value '1' indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [27].
E-UTRA Integrity Protection Algorithms
M
BIT STRING (SIZE(16, …))
Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other algorithm than EIA0,

"first bit" – 128-EIA1,

"second bit" – 128-EIA2,

"third bit" – 128-EIA3,

other bits reserved for future use. Value '1' indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [27].



Observation 2: It considers not simple “copy” behaviour for MME/AMF from NAS to S1/NG interfaces, but a “translating” operation. 
In addition for eNB node, since the IE format is the same for S1 and X2, it can be considered easier to copy all the UE security capabilities from S1 to X2 or vice versa. 
While for NG-RAN node, the format of UE security capability over NG and Xn is different. At least one bit is staggered for Xn. 
Observation 3: It considers not simple “copy” behaviour for NG-RAN node from NG interface to Xn interface. 

2.2 Potential specification update
The requested specification update is starting for R17. Also as indicated in the LS, this request is not dependent on the UP IP work, which is being discussed in SA3 and RAN-93e plenary meeting. 
Hence if RAN3 make consensus that the specification impact is needed, the simple way is focusing on the stage 2 specification. 
Proposal 1: RAN3 considers to update the stage 2 specifications to ensure the CN nodes and RAN nodes to pass on the complete UE security capabilities. 
3. Conclusion
Based on the discussion in this paper, we propose the following:
Observation 1: It considers strange to mandate the MME/AMF behaviour in RAN3 specs from specification perspective. 

Observation 2: It considers not simple “copy” behaviour for MME/AMF from NAS to S1/NG interfaces, but a “translating” operation. 

Observation 3: It considers not simple “copy” behaviour for NG-RAN node from NG interface to Xn interface. 
Proposal 1: RAN3 considers to update the stage 2 specifications to ensure the CN nodes and RAN nodes to pass on the complete UE security capabilities. 

The corresponding draft CRs for stage 2 are provided in [2-4] respectively.
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