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Introduction

# 1306_IAB_Multi-hop
-Discuss the following solutions for avoiding source IP filtering issue in Inter Donor DU re-routing: 

- Opt1: The target IAB-donor-DU is provided with the source IP address of re-routed packets.  

      - Opt4: a tunnel between source Donor-DU and target Donor-DU. The tunnel may be dynamic or static, pending further discussion.

- A static tunnel between source CU and target donor DU

- Any other solution?

-Shall a wide-scope solution be considered, e.g. for both inter-donor-DU rerouting and inter-donor routing scenarios?

(ZTE - moderator)
Summary of offline disc in R3-214236 

This discussion has two phases:

Phase 1: Down-select an option for inter-donor-DU re-routing. 

Phase 2: Discuss the specification impact. 

The deadline for Phase 1 is Thursday, August 19, 23:59:59 UTC. This allows the moderator to prepare some proposals on Friday for Monday’s online session. 

The deadline for Phase 2 is the same as for all email discussions, i.e., Tuesday, August 24, 12:00 UTC. 

For the Chairman’s Notes

Proposal 1: To address the source IP filtering during inter-Donor-DU re-routing, Option 4 (i.e. IP-based tunneling between IAB-donor-DUs) is considered. FFS on whether providing source IP address to target donor DU. 
Proposal 2: RAN3 further discusses whether static or dynamic tunnel is established between IAB-donor-DUs for option 4.

Proposal 3: RAN3 discusses the enhancement related to BAP routing towards the target IAB-donor-DU, after RAN2 make a decision.

Discussion 

Issue 1   Solutions for avoiding source IP filtering issue

In last RAN3 meeting, inter-donor-DU re-routing was discussed in the CB #41_IAB_MultiHopPerf. And the following agreements were achieved. 

Further evaluate following solutions to address the source IP filtering issue during inter-Donor-DU re-routing:

 Opt1: The target IAB-donor-DU is provided with the source IP address of re-routed packets.  

 Opt4: a tunnel between source Donor-DU and target Donor-DU. The tunnel may be dynamic or static, pending further discussion. 
In addition, another CB, i.e. CB# 37_IAB_InterDonorMigrationDetails discussed the inter-donor topology transport mechanism with the aim of not affecting descendant node(s), which also involves the source IP filtering issue. To avoid affecting descendant nodes, the following six options to resolve the source IP filtering issue were presented and discussed.

Option 1: Disabling of IP address filtering.

Option 2: IP-based tunneling between source CU and boundary node.

Option 3: IP address rewriting at boundary node.

Option 4: IP-based tunneling between source and target donor DU.

Option 5: Same as option 3 but applied by target donor DU rather than boundary node.

Option 6: IP-based tunneling between source CU and target donor DU.

Apparently, the same issue is discussed in two separate email discussions, but the discussion progress of these two emails are misaligned with each other. If we follow the above agreement on inter-donor-DU re-routing, the solutions are restricted to Opt1 and Opt4. However, Opt1 may be useless because the routers between the Donor-DU and donor CU may also perform ingress filtering and discard re-routed packets. For Op4, there may be significant specification impact since a new interface between donor-DUs needs to be designed by RAN3. What’s more, contribution ([1], [2] and [5]) proposed to consider option 6, i.e. IP-based tunneling between source CU and target donor DU, which was not discussed in the inter-donor-DU re-routing session. So, moderator suggests RAN3 to re-discuss the inter-donor-DU re-routing mechanism by considering the above 6 options. 

Since inter-donor-DU re-routing can be used in different scenarios, e.g. intra/inter-CU migration, intra/inter-CU RLF and intra/inter-CU topology redundancy, moderator refines the 6 options to achieve a universal expression. 
Option 1: Disabling of IP address filtering.

Option 2: IP-based tunneling between IAB-donor-CU and boundary node.

Option 3: IP address rewriting at boundary node.

Option 4: IP-based tunneling between old IAB-donor-DU and new IAB-donor-DU.

Option 5: IP address rewriting at the new IAB-donor-DU. 
Option 6: IP-based tunneling between IAB-donor-CU and new IAB-donor-DU.

Here, the old IAB-donor-DU refers to the IAB-donor-DU the UL packet should have been delivered to. The new IAB-donor-DU refers to the IAB-donor-DU the UL packet is re-routed to.
Companies are invited to provide their views on the above options.

Q1: Please share your view and preference on the above 6 options to address the source IP filtering during inter-Donor-DU re-routing.
	Company
	Option(s)
	Comment

	ZTE
	6
	Option 1 looks simple, but is actually useless since IP filtering also works in transport network nodes other than IAB-donor-DU. Option 2 requires the boundary node to support IP header addition/removing, which is not aligned with Rel-16 protocol stack. Option 3 and option 5 require the boundary node or donor-DU to support IP header replacing, which is not aligned with Rel-16 protocol stack, either. Option 4 requests data transfer between DUs and new interface may be needed to enable data transfer between donor-DUs, which is not supported in NR. In our view, option 6 has less specification impact and does not require new interface since CU-UP directly communicates with DU via IP transfer is already supported in NR. 
So, it is suggested that option 6 is adopted to resolve the inter-donor-DU re-routing.

	Samsung 
	Opt 1& Opt 4 as a package
	As indicated in our contribution, no matter of which solution is applied, the target donor DU should disable the source IP filtering for the old IP address of migrated IAB node/descendant node. On the other hand, the target donor DU should be aware which IP packets should be routed via the static IP tunnel between source donor DU and target donor DU. 

The reason we select Opt 4 rather than Opt 6 is that Opt 6 may need more signaling since the IP tunnel should be established between target donor DU and multiple UPs.

On the other hand, Opt 4 seems to open the door to allow the inter-DU data transmission, which may need more discussions on how to achieve this. One possible way is to define the signaling to indicate the tunnel endpoint information at the source donor DU to the target donor DU. This means that Rel-17 IAB WI allows the inter-DU tunnel, and such functionality can be applied to non-IAB case. This may not be a good way since whether inter-DU tunnel is supported or not need involve more people (e.g., F1 experts in each company) rather than only in IAB community. Another possible way is to only introduce stage-2 impact, and how to establish such IP tunnel becomes an implementation issue. 
At this moment, for option 4, we prefer to only introducing stage-2 impact and the establishment of IP tunnel becomes an implementation issue. 

	Nokia
	Option 4
	Option 1 does not solve the problem, since transport routers may still perform filtering. 

Option 2 and 3 necessitates IP awareness at the boundary node.  RAN2/RAN3 chose against it in the inter donor routing discussion, so it should not be considered any longer.

Option 5 does not work if SEG implementation uses source IP address (together with SPI) for security association identification. 

Option 6 does not work with external security GWs (SEG). With the SEG the secure tunnel is established between the IAB node and SEG. The donor DU – CU tunnel would use the CU’s address as a destination address of the tunnel header in UL. The donor DU operates in an untrusted transport IP domain, whereas CU’s IP address belongs to trusted IAB operators IP domain, which may not be routable in a transport IP domain. 

Even if the packets would be routed to the CU, direct donor DU -CU tunnel would bypass the SEG, which means that CU is not able to decode encrypted inner packets.

The Option 4 seem to be only viable solution. Being a just U-plane extension, unlike introduction above states, the donor DU – donor DU tunnel does not introduce a new RAN interface.

Regarding to Samsung’s comment, the inter-Donor-DU tunnel can be defined only for IAB, e.g. just like the current IAB related F1/E1 procedures that does not affect normal DU. so we do not see the issue. If it is implementation issue, how to ensure IOT?

	Ericsson
	Opt4 or Opt6 
	These two options should be taken for further consideration. As we explained in CB #1302 on Inter-donor Migration, our understanding is that the same solution can be used for UL inter-donor-DU local rerouting and all the other scenarios involving inter-donor routing (e.g., partial migration, for both DL and UL), as explained in CB #1302. Moreover, please note the following agreement from RAN3#111-e:

One common inter-donor topology transport mechanism should be defined for all scenarios where traffic between a donor and an IAB DU traverses the network under another donor; FFS whether it is possible to achieve a common signaling design for all scenarios

	Qualcomm
	Option 4
	We agree with Nokia’s analysis. The tunnel is based on implementation since the tunneling conditions are static.

	Lenovo
	Option 1
	For option 3 and option 5, IP header rewriting solutions can be deprioritized firstly which need too much standard impacts.
For option 2, since IP addresses cannot be seen by the boundary IAB node, and this option can be also excluded.

While for the option 4 and option 6, the IP addresses need to be informed to the target donor, to differentiate between the rerouted UL packets and the normal UL packets. And rerouted UL IP packets need to be encapsulated with another outer IP header with the source IP address of target IAB-donor-DU.

With the provided IP addresses in option 4 and 6, option 1 can work well via update the filtering configuration to avoid discard of the rerouting UL packets. While for source IP filter in the transport network nodes between target IAB-donor-DU and IAB-donor-CU, it can be resolved by implementation.

	CATT
	Option 1 and option 4. FFS on option 6
	Option 1: Note that the option 1should be The target IAB-donor-DU is provided with the source IP address of re-routed packets. 
IP filter on transport network is up to implementation, it is out of 3GPP scope.
Option 4: Target donor DU should read the IP/BAP header first and identify the IP/BAP address is source donor DU, and then forwards it in this tunnel. Anyway, the target donor DU should know the source IP/BAP address, which is similar as option 1 for IP address part.
Option 6: the destination IP address of the packet is target donor DU,  and the tunnel’s destination address is source CU. How does the target donor DU know it should forward it to source CU, rather than target CU in case of inter-CU local rerouting?
We proposed to agree option 1 and option 4 at this meeting first, and FFS on option 6

	Huawei
	Option 1 @ new donor-DU, and Option 6.
	First, we need to clarify option 1is always needed to avoid the IP discarded at new donor-DU first, otherwise other tunnel-based options do not work if the packets are will be discarded anyway.

Option 1 may not always work due to the transport routers. So, we can use option 6 in addition, which requires less impact to option 4.

	Fujitsu
	Option 4
	We share the view with Nokia and believe only option 4 is workable solution.


Summary of Q1.

9 companies responded to Q1. Views are summarized below.

Option 1: 2 companies support this option. Though there are 4 companies select option 1, 2 of them think option 1 may not always work due to the transport routers. That means other options should be considered to avoid packet discard in the transport network. So the actual proponents of option 1 are CATT and Lenovo.    
Option 4: 6 companies support this option. 1 company indicates this option may need more discussions on how to achieve this. What’s more, whether inter-DU tunnel is supported or not need involve more people (e.g., F1 experts in each company) rather than only in IAB community. It suggests to only introduce stage-2 impact, and how to establish such IP tunnel becomes an implementation issue. 

Option 6: 3 companies think this option should be considered. 1 company proposes FFS on option 6.

Moderator’s view:

Because other routers on a transport path above the donor-DU may perform ingress filtering and discard re-routed packets, option 1 is not always workable. The proponents of option 1 think such issue can be solved by implementation. However, this may impact the deployment of transport network. We (3GPP) should give a solution workable for any cases, e.g. the transport network performs or not performs packet filtering. 
Regarding option 6, if the security GWs are deployed outside IAB-donor-CU, the tunneling end points are donor-DU and SeGW for IPsec tunneling mode. Since the SeGW is not a 3GPP node, we cannot demand it to support IP tunneling. As a result, option 6 may not always work.

Majorities support option 4, which can be used without impacting the transport network. But it has much impact on the specification because inter-DU transmission is not supported currently. A new interface like F1/E1 interface shall be introduced for option 4.  

Potential Proposal:

Proposal 1: Option 4, i.e. IP-based tunneling between IAB-donor-DUs, is adopted to address the source IP filtering during inter-Donor-DU re-routing.

----------------------- End of Summary ----------------------------
Contribution ([2]) proposes that a statically configured IP tunnel between old IAB-donor-DU and new IAB-donor-DU, which forward packets based on source-IP-address, will certainly work. There is no reason why this tunnel needs to be dynamically configured. It also mentions the tunnel is statically configured between IAB-donor-CU and new IAB-donor-DU in option 6. 

Contribution ([4]) thinks, in option 4, the statically configured tunnel does not scale well because the per-DU pair tunnel need to be pre-configured.
Q2: Please share your view on the establishment of the tunnel between old IAB-donor-DU and new IAB-donor-DU in option 4, whether static or dynamic.
	Company
	Comment

	ZTE
	Prefer statically configured tunnel

	Samsung
	Static 

	Nokia
	A static tunnel works, but it is inefficient (e.g. requiring OAM configuration, and does not scale well). It is better to be dynamic, but this can be discussed later once Option 4 is selected.

	Ericsson
	We can discuss this in the next step, because we had a different understanding of “static” than some other companies.

	Qualcomm
	This is astatic tunnel since the condition to enter a packet into an inter-donor-DU tunnel is static:

     If packet’s SRC IP address is anchored at donor-DU x  (  Use tunnel x

We don’t understand ZTE’s and Nokia’s replies, i.e., what non-static information a dynamic configuration would include and why this would be more efficient. 
Moderator’s comment: there is some misunderstanding. ZTE supports static tunnel.

	Lenovo
	It can be discussed later if Option 4 is selected.

	CATT
	Static tunnel. I do not know why it should be dynamic, unless source/target IP address changed frequently. “Static” means no spec impact.

	Huawei
	None is preferred.

	Fujitsu
	A static tunnel may not work. 

Because the packets with old source IP address anchored at a source donor-DU should not be always permitted to be delivered via the tunnel. When the new IP address anchored by target donor-DU is allocated the packets with the old source IP address should not be transported via tunnel anymore.


Summary of Q2.

9 companies responded to Q2. Views are summarized below.

4 out of 9 companies support static tunnel .
1 out of 9 company supports dynamic tunnel.
1 out of 9 company supports both, but prefers dynamic tunnel more.   
3 out of 9 companies suggest that this issue can be discussed after option 4 is selected.
1 out of 9 company does not support option 4, so the company responses neither is preferred. 
Moderator’s view:

Based on the above analysis, it is hard to conclude whether the tunnel is static or dynamic. But this issue shall be considered once option 4 is selected, so moderator suggests the following proposal.  

Potential Proposal:
Proposal 2: RAN3 further discusses whether static or dynamic tunnel is established between IAB-donor-DUs if option 4 is selected to address inter-donor-DU re-routing.
----------------------- End of Summary ----------------------------
Q3: Please share your view on the establishment of the tunnel between IAB-donor-CU and new IAB-donor-DU in option 6, whether static or dynamic.
	Company
	Comment

	ZTE
	Prefer statically configured tunnel

	Samsung 
	Not support option 6

	Nokia
	No Option 6. 

There are some issues as we commented in Q1

	Ericsson
	We support Option 6, and we think it requires further discussion, along with Option 4. We can discuss static vs. dynamic in the next step, because we had a different understanding of “static” than some other companies.

	Qualcomm
	We agree with Nokia. Option 6 does not work for IPsec tunnel mode due to presence of the SeGW. For these reasons, we should not consider it here.

	Lenovo
	It can be discussed later if Option 6 is selected.

	CATT
	It can be discussed later if Option 6 is selected.

	Huawei
	Agree with ZTE to use static as baseline.

	Fujitsu
	We don’t support option 6.


Summary of Q3.

9 companies responded to Q3. Views are summarized below.

2 out of 9 companies support static tunnel .
4 out of 9 companies disagree to support option 6. 
3 out of 9 companies think it is too early to discuss this issue.
Moderator’s view:

Almost half of the companies disagree with option 6. So this issue can be considered after option 6 is selected. The moderator suggests no proposal for this issue. 

----------------------- End of Summary ----------------------------
Contribution ([8]) proposes that, in any option, it is important to avoid the re-routed packets being discarded at the target donor DU first. So the target IAB-donor-DU should be aware of the source IP address(es) to be used by the re-routed packets before receiving any re-routed packets. Otherwise, the target IAB-donor-DU will still perform the source IP filtering to the received re-routed packets during the process in IP layer, and these re-routed packets will be discarded. 
Q4: Do you agree that the source IP address(es) need to be sent to the new IAB-donor-DU no matter which option is selected? 

	Company
	Yes/No
	Comment 

	ZTE
	Maybe no
	For option 4 and 6, the new IAB-donor-DU should be configured with the information of the re-routed UL packets. Upon receiving a UL packet with such information, the new IAB-donor-DU shall deliver it to old IAB-donor-DU or IAB-donor-CU via the IP-based tunneling. 
In our view, if the UL packet is forwarded via the IP-based tunneling, the new IAB-donor-DU shall not perform the source IP filtering. 
RAN3 needs to discuss the configuration for the new IAB-donor-DU to differentiate between the re-routed UL packets and the normal UL packets.


	Samsung 
	Yes
	In our understanding, the new IAB-donor-DU anyway needs know the source IP address of the re-routed UL packets with the following two usages:

The target donor DU can disable source IP filtering to the re-routed UL packets

The target donor DU can identify the packets to be sent via static IP tunnels. 

	Nokia
	Yes with comments
	In Option 4, Target Donor-DU need to identify the applicable UL packets to be forwarded via the tunnel. Using the source IP address can be an option.  

	Ericsson
	Not necessarily
	As pointed out by Nokia’s contribution, a packet going into the tunnel may be a BAP or an IP packet, so the options should be considered first.

	Qualcomm
	No
	Tunnel selection is solely based on the match between the packet’s SRC IP address and the donor-DU’s IP address pool. 

If SRC IP address from this donor-DU ( No tunneling

If SRC IP address from donor-DU x ( Select tunnel x

The static IP address pool of the donor-DUs does not change.

We haven’t seen a single reason why inter-donor-DU rerouting needs to be dynamically enabled/disabled.

	Lenovo
	Yes
	In order to differentiate between the rerouted UL packets and the normal UL packets, the IP addresses of the rerouted UL packets need to be informed to the target IAB-donor-CU. Additionally, the relation between the IP addresses and donor-DU also needs to be informed for option 4.
Alternatively, if we use some other information, e.g. BAP routing IDs, to replace the IP addresses, it may cause reroute mistakenly some normal UL packets with the same BAP routing ID with the rerouted UL packets.

	CATT
	FFS
	FFS after we agree with option 4, and we should discuss the whole design for it.
It may be a BAP packet transfer in tunnel with additional GTP-U header. However, the destination BAP address is target donor DU after BAP header rewrite, how does the target donor DU know it should sent the packet via IP tunnel? The different BAP address of target donor DU is used to indicate whether transfer packet to upper layer or via tunnel?

	Huawei
	Yes
	Anyway, the IP address of data to be tunneled (option 4 or 6) should be informed to new donor-DU/



	Fujitsu
	Yes
	Regarding option 4, source IP address can be used by the target donor-DU to identify the upstream IP packets to be delivered via the tunnel to source donor-DU. The source IP address of the tunneled packets should be configured to target donor-DU.

In turn, destination IP address of tunneled packets should be configured to source donor-DU so that source donor-DU can identify the downstream packets to be delivered via tunnel by the destination IP address configured.


Summary of Q4.

9 companies responded to Q4. Views are summarized below.

2 out of 9 companies do not think sending the source IP address(es) to the new IAB-donor-DU is necessary.
5 out of 9 companies support that the source IP address(es) needs to be sent to the new IAB-donor-DU.
1 out of 9 company think we should discuss the issue after option 4 is selected.   
1 out of 9 company think we should discuss the issue later after the inter-donor-DU re-routing method is determined.   
Moderator’s view:

Based on companies’ view, the source IP address of the re-routed UL packets can be used by the IAB-donor-DU to disable source IP filtering to the re-routed UL packets, or to identify the packets to be sent via IP tunnels. And 5 out of 9 companies think the source IP address(es) shall be sent to the new IAB-donor-DU. 

However, we have not discussed the design of option 4 or option 6. Using the source IP address to identify the packets to be sent via IP tunnels can be one solution. Other solutions, e.g. using BAP routing ID, are not discussed. Moreover, as commented by Ericsson, a packet going into the tunnel may be a BAP or an IP packet. If the packet going into the tunnel is a BAP packet, the new IAB-donor-DU would not perform IP filter for the UL re-routed packet. In sum, whether to send the source IP address of the re-routed UL packets to the new IAB-donor-DU depends on the design of option 4 or option 6. So the moderator suggests no proposal for this issue. 
----------------------- End of Summary ----------------------------
Issue 2  BAP routing towards the target IAB-donor-DU 

Contribution ([5]) mentioned BAP header rewriting (based on BAP routing ID) is supported as a solution to enable inter-donor routing. The same solution (i.e., BAP header modification) can also be adopted for BAP routing towards the target IAB-donor-DU. In other words, a unified solution for both inter-donor-DU rerouting and inter-donor routing scenarios should be agreed.

In moderator’s view, this is about how to enable the re-routed packets being routed to the target IAB-donor-DU, when the destination BAP address in the BAP routing ID of the re-routed packets does not correspond to target IAB-donor-DU. However, how to enable the routing of the re-routed packets is RAN2’s work, and the issue has already been discussed by RAN2 in the [Post114-e][075][eIAB] Open Issues on Re-routing. So moderator suggests RAN3 to wait for RAN2’s progress.
Q5: Do you agree that RAN3 discuss the enhancement related to BAP routing towards the target IAB-donor-DU, after RAN2 make a decision? 

	Company
	Yes/No
	Comment 

	ZTE
	Yes 
	

	Samsung
	Yes 
	Wait for RAN2 progress. 

	Nokia
	Yes
	RAN3 discuss it after the RAN2 decision. 

	Ericsson
	OK
	

	Qualcomm
	Yes
	We don’t agree with the moderator’s observation that inter-donor-DU rerouting and inter-topology transport are one and the same thing. If that was the case, all IAB-nodes would be boundary nodes.
Moderator’s comment: Yes, inter-donor-DU rerouting and inter-topology transport are not the same thing. From moderator’s view, the “a unified solution” in the first bullet implies to apply BAP header rewriting mechanism, which has already agreed for inter-topology transport, to the inter-donor-DU rerouting.

	Lenovo
	Yes
	

	CATT
	YES 
	

	Huawei
	Yes
	

	Fujitsu
	Yes
	


Summary of Q5.

9 companies responded to Q5. And all companies agree to wait for RAN2 progress.
Potential Proposal:

Proposal 3: RAN3 discusses the enhancement related to BAP routing towards the target IAB-donor-DU, after RAN2 make a decision.

----------------------- End of Summary ----------------------------
Conclusion, Recommendations [if needed]

If needed
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