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1 Introduction

CB: # 114_SecurityIndication

- Check SA3 spec and identify whether it is an issue

- If yes, check details of the solution

(CT - moderator)

Summary of offline in R3-214270
2 For the Chairman’s Notes

Propose the following:

Proposal 1: to send a LS to RAN2 to confirm whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
Proposal 2: to approve the LS R3-214361
3 Discussion 

3.1 whether the security configuration of DRB can be changed by intra-cell handover?

During online discussion, one company pointed out the security indication of radio bearer cannot change. According to the chair notes, we need to check with SA3 specification and identify whether it is an issue.
In TS33.501 clauses 6.1.1,

Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this event and may take additional measures, such as raising an alarm. 

It is concluded that SMF does not change security policy but shall provide the correct security configuration to NG-RAN if the UP security policy was tampered with. This is an abnormal case in network. But if the mismatch happened, the target node shall update security policy.

So, in TS38.413 clauses 8.4.4.2, the text on RAN’s behavior is:

In Ts33.501, the behavior of target node is as below:

The target node shall update security policy for DRB and CU-UP if the UE’s UP security policy from SMF mismatch with that from the source node. During the intra-cell handover procedure, the DRB can be released and added in the same message. 

The UE shall perform the following actions based on a received RadioBearerConfig IE:

1>
if the RadioBearerConfig includes the srb3-ToRelease:

2>
perform the SRB release as specified in 5.3.5.6.2;

1>
if the RadioBearerConfig includes the srb-ToAddModList or if any DAPS bearer is configured:

2>
perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;

1>
if the RadioBearerConfig includes the drb-ToReleaseList:

2>
perform DRB release as specified in 5.3.5.6.4;

1>
if the RadioBearerConfig includes the drb-ToAddModList:

2>
perform DRB addition or reconfiguration as specified in 5.3.5.6.5.
According to the agreement in RAN2#104, the restriction on the RB removal and add with the same RB-ID in the same RRC message is not allowed was removed.
Therefore, the network can reconfigure the security configuration of DRB by intra-cell Handover.
If companies have different views, input is appreciated
	Company
	Comment

	Nokia
	It may be good to first check with RAN2 before agreeing the CR.

	Huawei
	In our understanding, the basic issue here is how to understand SA3 spec’s intention, and how RAN2 & 3 to meet such intention.

Our understanding of SA3’s spec is, security policy shall not be changed during the lifetime of a DRB, i.e., for an ongoing DRB, the security policy could not updated/modified on the fly; but, SA3 later identified a scenario that what if the security policy was wrongly configured in the very beginning, then SA3 worked out a solution that during path switch, and SA3 assumes RAN2 could perform intra-cell handover to achieve this.

However, when we check RAN2 spec, 38.331, “NOTE5: Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.” I suppose this might be what SA3 understands RAN2’s intra-cell handover. 

To summary, our understanding, the main issue is, are we on the same page that can security policy be changed for an ongoing DRB on the fly?

	ZTE
	Still insist the point that behavior in process DRB (CU-CP ,DU, UE ) in Uu interface can be decouple of behavior in process PDU session in E1interface (CU-CP, CU-UP).

Take the example raised by China Telecom, it is possible in Uu interface, RAN delete DRB 1,2,3 and add new DRB 1,2,3 at same time, which means use the same RRCReconfiguration  message. It is allowed by current specification and we may confirmed by RAN2.

This behavior does not break the agreement that security policy does not change in the life cycle of the DRB.
For E1 part, since the DRB number is not change, the Modification procedure can be used, this also not against the rule that  security policy does not change in the life cycle of the DRB.

I see constructive spirit of China Telecom that confirm RAN2 is necessary. 

	China Telecom
	We think SA3 spec is very clear and intra-cell handover can be used to change the security policy for UE. For E1 part, we share the same view with ZTE.

Anyway, we are also fine to send a LS to RAN2. 

	CATT
	Prefer to check with RAN2 first


3.2 Solution Review

CRs in [2]and [3] are proposing to include security indication IE in the PDU Session Resource To Modify List IE. The semantics description of security indication IE shall be removed and corresponding text on behavior of CU-UP need to be added.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>Security Indication 
	O
	
	9.3.1.23
	
	-
	-

	>PDU Session Resource DL Aggregate Maximum Bit Rate
	O
	
	Bit Rate 9.3.1.20
	
	-
	-

	>NG UL UP Transport Layer Information
	O
	
	UP Transport Layer Information

9.3.2.1
	
	-
	-


Do you agree on the CRs in R3-213908 and R3-213909?. 
	Company
	Comment

	Nokia
	It may be good to first check with RAN2 before agreeing the CR. Peharps CT can prepare an LS out ?

	Huawei
	Maybe we should first try to have consensus on the first question, then we can discuss the solution.

But one thing is for sure, the current CR allows to modify the security policy without releasing and adding this DRB.

	ZTE
	Yes

	China Telecom
	Yes. And the draft LS to RAN2 was also dropped in the draft folder.

	CATT
	See answer to question 1


4 Conclusion, Recommendations [if needed]

If needed
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For each PDU session included in the PATH SWITCH REQUEST message, if the Current QoS Parameters Set Index IE is included in the Path Switch Request Transfer IE the SMF shall consider it as the currently fulfilled QoS parameters set among the alternative QoS parameters for the involved QoS flow.


If the Security Indication IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall behave as specified in TS 33.501 [13].


If the UL NG-U UP TNL Information IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall store this information and use it as the uplink termination point for the user plane data for this PDU session.





If the target gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF.








