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Introduction
	CB: # 35_IABCorrections
- Introduce the QoS mapping information in XnAP, to support the NR-DC using IAB/Donor?
- IAB-donor-CU-CP derives and forwards KIAB to the IAB-donor-CU-UP, the KIAB is to be used between the IAB-node and the IAB-donor-CU-UP? Introduce a new IAB specific E1 procedure to enable the IAB-donor-CU-CP sending the KIAB to the IAB-donor-CU-UP?
(Nok - moderator)
Summary of offline disc in R3-214164



This CB#35 discussion has two phases:
Phase 1: Identify potentially achievable agreements for online discussion. 
Phase 2: TBD
The deadline for Phase 1 is Thursday, August 19, 23:59:59 UTC. This allows the moderator to prepare some proposals on Friday for Monday’s online session. 
The deadline for Phase 2 is the same as for all email discussions, i.e., Tuesday, August 24, 12:00 UTC. 
The discussion includes all contributions listed in the reference section.
For the Chairman’s Notes
Propose the following agreement:
· Agree the XnAP CR in R3-213529

Issue 2: Continue the discussion on following aspects:
· Whether it is an implementation issue or require E1AP change, to support IAB dynamic PSK
· In case E1AP change is needed, what are the required changes? 


PHASE 1: Discussion
XnAP CR
	R3-213528
	Discussion on NR-DC UE using IAB (Nokia, Nokia Shanghai Bell, Huawei, Qualcomm, ZTE, Samsung)
	discussion

	R3-213529
	Support for using IAB for a NR-DC UE (Nokia, Nokia Shanghai Bell, Huawei, Qualcomm, ZTE, Samsung)
	CR0643r, TS 38.423 v16.6.0, Rel-16, Cat. F



	Reason for change:
	A NR-DC UE may use the IAB/donor as MN or SN. To enable the correct DL traffic mapping in the IAB-donor-DU, the XnAP interface shall support the transfer the QoS mapping information, which allows the receiver to use the received DSCP/IPv6 Flow Label to configure the DL GTP-U traffic that will be transferred via IAB. 

	
	

	Summary of change:
	Add QoS Mapping Information IE in the messages for SN addition/Modification procedure, and Xn-U Address Indicaiton procedure. 

	
	

	Consequences if not approved:
	It is not possible to support a NR-DC UE using IAB/donor.



Q1: Do you support this CR? If not, why not.
	Company
	Yes/No
	Comment

	Nokia
	Yes
	

	Samsung 
	Yes 
	

	Hauwei
	YES
	

	Ericsson
	A question
	For IAB node TopRed, we have only in Rel17 defined a scenario where the MT is served via NRDC by a donor and non-donor. Are you sure that this is supported for a UE NRDC already in Rel16?

[Nokia: Yes. In Rel16, IAB can be deployed for capacity enhancement. For example, a macro gNB can be MN, and a Donor/IAB can be SN for a DC UE. It does not have boundary node. In case a UE’s traffic is sent via IAB/Donor, it is only routed via 1-topology. It does not have the issues as we discussed in TopRed, e.g. routed via 2-topology.]  


	
	
	

	
	
	

	
	
	

	
	
	



Suggest following proposal
· Agree the XnAP CR in R3-213529

E1AP CR
	R3-213930
	Discussion on Security handling for CP-UP separation of IAB-donor (Huawei, Lenovo, Motorola Mobility)
	discussion

	R3-213931
	Correction on support of Pre-shared key derivation for IAB-donor-CU-UP (Huawei, Lenovo, Motorola Mobility)
	CR0637r, TS 38.463 v16.6.0, Rel-16, Cat. F



	Reason for change:
	In the current specification, the KgNB is used to calculate the PSK (KIAB) to establish the IPSec protection for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU, but KgNB is not transferred from CU-CP to CU-UP in case of CP-UP separation. The IAB-donor-CU-UP is not able to derive KIAB because of the absence of KgNB, and how to obtain the KIAB at the IAB-donor-CU-UP is missing from the current specification, then the establishment of IPsec Security Association (SA) will fail. 

	
	

	Summary of change:
	1) In section 8.1, add new procedure “IAB PSK Notification” in the class 2 peocedure table.
2) Add new clause 8.5.x to capture the procedure description for the new introduced IAB PSK Notification procedure. 
3) Add new clause 9.2.4.x to capture the tabular for the IAB PSK NOTIFICATION message.
4) Add new clause 9.3.1.x to include the new introduced IE: IAB Pre-Shared Key.
5) Update the ASN.1 part from 9.4.3 to 9.4.7 to capture the new introduced procedure.

	
	

	Consequences if not approved:
	The establishment of IPsec Security Association (SA) for F1-U interface between IAB-DU and IAB-donor-CU-UP will fail.



Q2: Do you support this CR? If not, why not.
	Company
	Yes/No
	Comment

	Nokia
	Yes with comments
	It is necessary to support the SA3 decision, but some detail need to be decided. According to 33.501
A.23 KIAB generation function
This input string is used when the IAB-node and the IAB-donor derive KIAB (PSK) for establishment of secure F1 interface. The following parameters shall be used to form the input S to the KDF:
- FC = 0x83,
- P0 = IAB-donor-CU IP address,
- L0 = length of IAB-donor-CU IP address,
- P1 = IAB-node DU IP address,
- L1 = length of IAB-node DU IP address.

P0 should be the UP’s IP address. How does IAB know the UP’s IP address? This may need further analysis

	Samsung 
	ACK issue, however, CR may not be correct. 
	As indicated by Nok, the K_IAB is related to the IP@CU-UP, and IP@IAB-DU. In this sense, when providing the K_IAB, the UP should be aware of the referring IP@CU-UP and IP@IAB-DU. Thus, the signaling of K_IAB only may not be workable. 

	Huawei
	YES, see comments for clarification
	The CR may need update according to Nokia and Samsung’s comments. 
The key issues raised by the above comments are: 1) how can the IAB-node be aware of the CU-UP’s IP address (to derive the KIAB), and 2) how can the CU-UP be aware of the KIAB and the corresponding IP address of the two endpoints of the F1-U tunnel.
For the 1), the IAB-node can know the CU-UP’s IP address from the UL F1-U TNL address during the F1AP UE context procedure, which is introduced to setup/modify the F1-U tunnels for UE, the UE here is the UE served by the IAB-DU, and the IAB-DU only need to establish connection to the CU-UP when at least one UE need to establish its user plane session. So there is no problem for the IAB-node to derive the KIAB , using the KgNB, the IP address of the IAB-node, and the IP address of CU-UP.
For the 2), according to the Bearer context setup over F1-U involves E1 interface, we can see that the CU-CP will know the IAB-DU’s IP address for the F1-U tunnels (i.e. the DL TNL address of the F1-U tunnels) in step 4, i.e. the BEARER CONTEXT MODIFICATION REQUEST message. So a straight forward way for the CU-CP to inform the KIAB  to the CU-UP is including the KIAB  in the step 4, when at least one UE’s F1-U tunnel needs to be setup. After that, if some other F1-U tunnels using the same IP addresses for the tunnel endpoint, are established between the same IAB-DU and the CU-UP, it is not needed for the CU-CP to provide the KIAB to the CU-UP again. 


Therefore, we suggest the following:
Proposal: Modify the E1AP CR to add the KIAB as an optional IE in the DRB To Modify Item IE included in the PDU Session Resource To Modify List IE. 
If the proposal is acceptable to companies, we can provided a revised version of the CR in the phase 2.

	Ericsson
	Disagree
	This is out of the scope of 3GPP. I refer you to NOTE2 in M.3.3.2 of TS.33.501

NOTE 2:	KIAB is used as the PSK for IKEv2 authentication, the interface between the IAB-donor-CU and the SEG to provision the key KIAB in the SEG is implementation specific and out of the scope of the present document. 

[Nokia: It may be the scenario that the CU is split in CP and UP, and CP (or UP) has its own SEG. CP (or UP) talk with the SEG as NOTE 2, but UP does not have a key yet.]

	
	
	

	
	
	

	
	
	

	
	
	



Suggest continue the discussion in next meeting on following aspects:
· Whether this is an implementation issue or require E1AP changes, to support IAB dynamic PSK
· In case E1AP change is needed, what are the required changes? 

PHASE II: Convergence of PH1
TBD…
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