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1 Introduction

CB: # 20_DynamicACL

- Solutions for the forwarding data discard issue:

Solution 1: relying on OAM configuration.

Solution 2: utilizing existing or new non-UE associated procedures to inform the target node about the source node’s IP address.

Solution 3: piggybacking the source node’s IP address in UE-associated procedures where the ACL function has problem, such as, handover request, SN addition request, and SN modification request, etc.

- Capture agreements and provide CRs if agreeable

(E/// - moderator)

2 For the Chairman’s Notes

Propose the following:

Proposal 1: 

It is proposed to agree that ACL needs to be supported for the following use cases:

· Signalling of source IP address for data forwarding traffic as part of the S1 and NG handover signalling for 

· Direct data forwarding

· Indirect data forwarding

· Signalling of source IP address for data forwarding traffic as part of the X2 and Xn handover signalling 

· For EN-DC and MR-DC cases, it is proposed to include the source IP address for data forwarding traffic as part of the

· MN-initiated SN Modification request/response
· SN Change Required 
· SN addition request
· In split architecture, at SN side, the source node user plane IP addresses should be also transferred to the ng-eNB-DU, gNB-DU for data forwarding for MN terminated bearers, and to the SN’s gNB-CU-UP for SCG bearers.
Proposal 1a: 
It is proposed to send an LS to SA2 and CT1 to check whether source IP address signalling from the CN to target RAN in the case of indirect data forwarding, as part of the S1/NG HO signalling, is feasible

Agree to R3-214414
Proposal 2: 
It is proposed to continue discussions on the granularity of the Source IP Address to be signalled in support to ACL
Proposal 3: 
It is proposed to conclude that no further enhancements are needed to address the IP Sec use case for ACL.

It has been identified that the following specifications need to be changed: TS 38.413

TS 36.413

TS 38.423

TS 36.413

TS 37.473

TS 38.473

TS 38.463

3 Discussion

In [1] and [2] a number of use cases were presented where the standard needs to be amended in order to support ACL.
The main use cases presented are:

· Signalling of source IP address for data forwarding traffic as part of the S1 and NG handover signalling for 

· Direct data forwarding

· Indirect data forwarding

· Signalling of source IP address for data forwarding traffic as part of the X2 and Xn handover signalling 

· For EN-DC and MR-DC cases, it is proposed to include the source IP address for data forwarding traffic as part of the

· MN-initiated SN Modification request/response
· SN Change Required 
· SN addition request
· In split architecture, at SN side, the source node user plane IP addresses should be also transferred to the ng-eNB-DU, gNB-DU for data forwarding for MN terminated bearers, and to the SN’s gNB-CU-UP for SCG bearers.
Companies are invited to provide their view on the list of use cases above 
	Company
	Comment

	Ericsson
	We are fine with the use cases listed above. 

	Huawei
	We are fine with the above use cases including the ones in split architecture.
We are also OK to introduce ACL function between RAN node and CN node for the indirect data forwarding case.

	Deutsche Telekom
	The use case list given by the moderator is fine with us.

In addition, we also support the extension for gNB split architecture proposed by Huawei.

	ZTE
	We are fine with this usage.

	Nokia
	OK

	Samsung
	We are fine with the use cases listed above


Conclusions:
All companies agree to a list of provided use cases for which ACL needs to be supported. The following is therefore proposed:

Proposal 1: 

It is proposd to agree that ACL needs to be supported for the following use cases:

· Signalling of source IP address for data forwarding traffic as part of the S1 and NG handover signalling for 

· Direct data forwarding

· Indirect data forwarding

· Signalling of source IP address for data forwarding traffic as part of the X2 and Xn handover signalling 

· For EN-DC and MR-DC cases, it is proposed to include the source IP address for data forwarding traffic as part of the

· MN-initiated SN Modification request/response
· SN Change Required 
· SN addition request
· In split architecture, at SN side, the source node user plane IP addresses should be also transferred to the ng-eNB-DU, gNB-DU for data forwarding for MN terminated bearers, and to the SN’s gNB-CU-UP for SCG bearers.
In [1] the source IP address used for data forwarding traffic is signalled to the target node on a per UE basis. In particular, a list of up to 16 IP addresses are signalled per UE.

In [2] the source IP address used for data forwarding traffic is signalled to the target node on a per QoS flow basis. 

Companies are invited to provide their view on these two options: signalling of source IP address on a per UE basis or on a per QoS flow basis
	Company
	Comment

	Ericsson
	We prefer to signal the source IP address on a per QoS flow basis because data forwarding is performed with a per QoS flow granularity, hence the source IP address of a data forwarding stream should have a per QoS flow granularity.
This is particularly important in cloud based deployments where multiple IP addresses could be in use for traffic exchange between two RAN nodes and where the source IP address could be used on a per QoS flow basis (e.g. based on 5QI, S.NSSAI, PLMN ID).

	Huawei
	We think that transferring the source node IP@ per UE level is simpler than per qos flow level and can also work well if the IP address is allocated per Qos flow although we don’t see the necessarily to do so.

Per Qos flow IP address may introduce overmuch redundancy to our network signaling, considering that handover and DC are the most popular functions.  
Furthermore, per qos flow solution needs the CU node to convert the per qos flow information into per bearer level on F1 interface which increase the complexity of the CU.
In the end, there is no need for the target node to know which qos flow uses which source IP @. The ACL function has no knowledge about qos flow. 

Therefore, a simple per UE IP addresses list seems sufficient. Per qos flow IP address needs further clarification.

Maybe operators’ confirmation is needed. 

	Deutsche Telekom
	From our perspective, both variants are feasible. As the per UE level approach does not seem to limit handling of e.g. slice-specific aspects, it would result in a simpler signaling solution. In case no further drawbacks are identified, we see it as our preference.

	ZTE
	Both are fine, slighter prefer per QoS flow

	Nokia
	Preference to transfer per QoS flow

	Ericsson
	Especially when looking at cloud based RAN, we would like not to prevent the possibility of selecting a source IP address with the granularity of per PLMN, per S-NSSAI and per 5QI. Listing IP addresses on a per UE basis may prevent such granularity unnecessarily. Hence we see a possible technical issue with per UE source IP addresses signalling.

	Samsung
	Share the view of Huawei. Per UE solution is enough while per-Qos flow solution bring a lot of complexity unnecessarily.

	CATT
	It depends on whether there is scenario that data forwarding of different PDU session/DRB for the same UE use different source IP addresses.

Besides,we think any way,Qos flow level IP address is not needed since the data forwarding tunnel is either per PDU session or per DRB.Qos level IP address is redundant.

	Ericsson
	In reply to Samsung and CATT, there is the possibility that a source IP Address is selected on a per data forwarding tunnel basis. The intention to have source IP addresses on a per QoS flow is to achieve such per data forwarding tunnel granularity.


Conclusion:
3 companies prefer signalling of source IP addresses on a per UE basis.

3 companies prefer signalling source IP addresses on a per QoS flow attribute.

1 company prefers signalling of source IP addresses on a per UE basis in case no further drawbacks are identified. However, it has been pointed out that signalling of source IP addresses on a per UE basis may unnecessarily incur in limitation to select source IP addresses on a per PLMN, per S-NSSAI and per 5QI basis, which therefore counts as a drawback.

In light of the concern raised, namely to enable source IP address signalling on a per PLMN, S-NSSAI and 5QI, the following proposal is provided, which sets the minimum requirement for consensus.

Proposal 2: It is proposed to signal the source IP address on a per PDU Session/DRB basis, namely achieving the possibility of signalling an IP address per PLMN, S-NSSAI, QoS parameters (e.g. 5QI)
In [1] it is proposed that the source IPSec address is signalled together with the inner source IP address for data forwarding traffic. 

Namely, this proposal implies that an IP Sec tunnel is established “on the fly” at the time of deciding that data forwarding needs to be carried out and before any data forwarding exchange between source and target RAN is started.

Companies are invited to provide their view on the list of use cases above 
	Company
	Comment

	Ericsson
	We have doubts on the dynamic IPSec tunnel setup use case. 
There is firstly the problem that IPSec communication is bi-directional and for that the source RAN would need to know the source IP address used by target RAN for IPSec communication, otherwise ACL at the source RAN would block traffic. 

Then there are some technical aspects to consider.

IPSec establishment requires planning and previous configuration. Usually an IPSec tunnel is established for a length of time longer than the duration of a data forwarding session, e.g. an IPSec tunnel between source and target RAN could be established at X2/Xn setup and be removed when the interface is removed.
With this assumption there would be no need to signal the source IPSec address to the target RAN.

Then, IPSec requires a certain amount of time to be configured. It seems sub.optimal to establish an IPSec tunnel “on the fly” before data forwarding has started as this would cause a service interruption at the UE and probably some packet losses, due to the delays incurred in data forwarding due t establishment of IPSec.

Lastly, if “on the fly” IPSec is established, there could be cases where two IPSec tunnels are needed from source to target, e.g. one for MN forwarded traffic and another for SN forwarded traffic. 

Overall we see higher complexity from this use case with a questionable utility.



	Huawei
	We acknowledge that the complexity seems higher for the dynamic IP sec establishment case.
And we also find that in XNAP section 9.2.3.96, the IP sec info is already exchanged between two neighboring nodes, so, we are OK not to include the IP sec info in UE associated signaling.

	Deutsche Telekom
	We think the focus should not be to create IPsec tunnels dynamically “on the fly”.  We agree with E/// that the set-up usually stays for a longer time span. The issue with IPsec is especially related to MOCN-based RAN sharing, where different IPsec tunnels could be used by operators.

According to our understanding, with TNL Configuration Info IE as noted in Huawei’s feedback only a single IPsec address is given that has to be used for all UP tunnels of operators. How to cover the case that dedicated addresses per operator can be applied? 
Probably, this topic needs more discussion.

	Nokia
	Agree that this topic may need more discussion.

	Samsung
	We are OK not to include the IP sec info in UE associated signalling


Conclusion:
It has been clarified that 

· The use case is not that of dynamic setup of IPSec tunnels at every Data Forwarding establishment, but rather how to signal from source to target a list of source IPSec addresses potentially for multiple sharing operators

· However, the TNL Configuration Info IE signalled as oer of the Xn: SETUP REQUEST/RESPPONSE and Xn: NG-RAN NODE CONFIGURATION UPDATE/ACKNOWLEDGEMENT already contains a list of IPSec addresses, which can be used by ACL
It is proposed to discuss whether any further enhancements are needed to address the IPSec use case for ACL. 

4 Second Round

The following open point needs to be discussed:

It has been clarified that 

· The use case is not that of dynamic setup of IPSec tunnels at every Data Forwarding establishment, but rather how to signal from source to target a list of source IPSec addresses potentially for multiple sharing operators

· However, the TNL Configuration Info IE signalled as part of the Xn: SETUP REQUEST/RESPPONSE and Xn: NG-RAN NODE CONFIGURATION UPDATE/ACKNOWLEDGEMENT already contains a list of IPSec addresses, which can be used by ACL

Companies are invited to provide their views on whether any further enhancements are needed to address the IPSec use case for ACL. 

	Company
	Comment

	Ericsson
	Th current Xn signalling could be used to signal the source IPSec address to the target RAN either at Xn setup or during the lifespan of an Xn connection. For that, there seem to be no need for any further enhancements to the current specifications.

	Samsung
	Agree with Ericsson.

	CATT
	Agree with Ericsson.


Conclusion:
Proposal 3: It is proposed to conclude that no further enhancements are needed to address the IP Sec use case for ACL. 

5 Conclusion, Recommendations [if needed]

If needed
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