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1 Introduction
In TS 33.501[1], dynamic PSK computation for IKEv2 PSK authentication is defined to support a flexible plug and play of IAB-node and IAB-donor without a pre-configuration of the PSK(s). 

The IAB-donor consists of an IAB-donor-CU and one or more IAB-donor-DU(s). In case of separation of gNB-CU-CP and gNB-CU-UP, the IAB-donor may consist of an IAB-donor-CU-CP, multiple IAB-donor-CU-UPs and multiple IAB-donor-DUs.
In this paper, we discuss these security issues for CP-UP separation of IAB-donor. 
2 Discussion
2.1 Dynamic PSK computation in IAB
As specified in Clause M.3.3.2 of the TS 33.501[1], the IKEv2 Pre-shared Secret Key (PSK) authentication is supported for the F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU. 
“When dynamic PSK is used, the IAB-node and the IAB-donor shall calculate the PSK (KIAB) as specified in the Annex A.23 of this document. The IAB-donor shall uniquely identify the IAB-node’s security context (KgNB) using the IAB-node DU IP address. The IAB-donor shall use KIAB as PSK for IKEv2 between IAB-node and the IAB-donor. KIAB is stored in the IAB-node and in the IAB-donor. This key KIAB and the IPsec SA cryptographic keys are taken into use with the establishment of IPsec Security Association (SA) between the IAB-node and the IAB-donor.”

As specified in the Annex A.23 of TS 33.501[1], The input key KEY is KgNB, to derive KIAB if the key KgNB is available in the IAB-MT(i.e. the IAB-UE functionality in the IAB-node as used in SA specification) and in the IAB-donor-CU, after the IAB-MT setup procedure. The dynamic psk (KIAB) is computed based KgNB to establish the IPSec protection for F1 interface. 
Observation 1
KgNB is used to calculate the PSK (KIAB) to establish the IPSec protection for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU. 
2.2 Existing Basic Security Procedure in CP-UP separation
A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs.
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Figure 1. Overall architecture for separation of gNB-CU-CP and gNB-CU-UP
For AS security in 5G system, encryption and integrity algorithm are selected and negotiated based on gNB and UE’s security capability by AS SMC procedure. Specifically, key derivation algorithm is used to derivate KRRCenc, KRRCint, KUPenc and KUPint based on KgNB, which is defined in TS 33.501 [1].  
In case of CP-UP separation, PDCP-C is located at CU-CP, which handles control plane data by performing encryption and integrity based on control plane key (i.e., KRRCenc, KRRCint). PDCP-U is located at CU-UP, which handles user plane data by performing encryption and integrity protection based on user plane key (i.e., KUPenc, KUPint). As specified in TS 38.463[2], CU-CP derives KUP.enc, KUP.int and forward them to CU-UP. In the BEARER CONTEXT SETUP/MODIFICATION REQUEST message, the Security Information IE is contained, which provides the UPSecurityKey including KUPenc, KUPint for configuring UP ciphering and/or integrity protection. KgNB is not shared from CU-CP to CU-UP. For CU-UP, it receives and uses the KUPenc, KUPint for UP security protection.
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Figure 2: Bearer Context Setup/Modification procedure
Observation 2
KgNB is not transferred from CU-CP to CU-UP in case of CP-UP separation, which means CU-UP cannot acquire KgNB. 

2.3 Dynamic PSK in CP-UP separation of IAB-donor

As defined in TS 38.401[3], the IAB-donor consists of an IAB-donor-CU and one or more IAB-donor-DU(s). In case of CP/UP separation for the IAB-donor-CU, the IAB-donor may consist of an IAB-donor-CU-CP, multiple IAB-donor-CU-UPs and multiple IAB-donor-DUs. 
In case of CP-UP separation of IAB-donor, the IAB-donor-CU-CP is able to use KgNB, to derive KIAB. However, for the IAB-donor-CU-UP, the KIAB cannot be derived because of the absence of KgNB, but how to obtain the KIAB for the IAB-donor-CU-UP is missing from the current specification. Thus, the establishment of IPsec Security Association (SA) between the IAB-node and the IAB-donor will fail without the PSK. 
Observation 3
The IAB-donor-CU-UP is not able to derive KIAB because of the absence of KgNB, and how to obtain the KIAB at the IAB-donor-CU-UP is missing from the current specification, then the establishment of IPsec Security Association (SA) will fail.
To solve this problem, a straightforward way is that IAB-donor-CU-CP derive KIAB to be used between the IAB-node and the IAB-donor-CU-UP. Afterwards, the IAB-donor-CU-CP forwards the KIAB to the IAB-donor-CU-UP, which follows the same design principle in E1 interface as in UP ciphering and/or integrity protection. With such method, the KgNB is still not shared from IAB-donor-CU-CP to IAB-donor-CU-UP, which is secure from the respective of the control plane. 
Proposal 1

IAB-donor-CU-CP derives and forwards KIAB to the IAB-donor-CU-UP, the KIAB is to be used between the IAB-node and the IAB-donor-CU-UP.
2.4 How to capture the stage 3 details in E1AP specification to enable IAB-donor-CU-UP obtaining KIAB 
As to the stage 3 details, there could be several options concerning the signalling design. Firstly, we check the existing procedures to see whether it is possible to include the KIAB in some existing E1AP message sending from the gNB-CU-CP to the gNB-CU-UP. As we could see that there is already a specified IE “9.3.1.10
Security Information” included in the Bearer Context Setup/Modification procedure, see below:

9.3.1.10
Security Information 
This IE provides the information for configuring UP ciphering and/or integrity protection.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Algorithm 
	M
	
	9.3.1.31
	

	User Plane Security Keys
	M
	
	9.3.1.32
	


So it is a straight forward way to add PSK info as part of security info, which could be option 1. However, there is a potential issue for option 1 is that, provision of PSK info is not always accompanied by provision of UP security key info, but UP security key info are mandatory IEs in the Security Information IE in the current spec. With this observation, there is another option that we introduce a standalone PSK related IE which is IAB specific, this could be option 2.
Option 1: to add PSK info as part of security info, in the Bearer Context Setup/Modification procedure
Option 2: to introduce a standalone PSK related IE which is IAB specific, in the Bearer Context Setup/Modification procedure
Considering that the user plane is not mandatory for IAB-MT, the Bearer Context Setup/Modification procedure in E1 interface may not necessary for those IAB-nodes which not require establishing user plane for the IAB-MT part. But even for such IAB-nodes, the KIAB is still necessary to be provided to the IAB-donor-CU-UP, since the F1-U security is for protecting UE’s data in the F1 interface between the IAB-DU and the donor-CU-UP. Therefore, we propose the following option 
Option 3: to introduce a new IAB specific E1 procedure for providing the PSK

Here we slightly prefer option 3, taking the limitation in option 1 and option 2 into account, corresponding CR could be seen in [4].

Proposal 2

Introduce a new IAB specific E1 procedure to enable the IAB-donor-CU-CP sending the KIAB to the IAB-donor-CU-UP.
3 Conclusion and Proposals

In this contribution, we discuss the security issue for F1-U protection between the IAB-donor-CU-UP and the IAB-DU. Based on the discussion, we have the following observations and proposals:
Observation 1
KgNB is used to calculate the PSK (KIAB) to establish the IPSec protection for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU. 
Observation 2
KgNB is not transferred from CU-CP to CU-UP in case of CP-UP separation, which means CU-UP cannot acquire KgNB. 

Observation 3
The IAB-donor-CU-UP is not able to derive KIAB because of the absence of KgNB, and how to obtain the KIAB at the IAB-donor-CU-UP is missing from the current specification, then the establishment of IPsec Security Association (SA) will fail.

Proposal 1

IAB-donor-CU-CP derives and forwards KIAB to the IAB-donor-CU-UP, the KIAB is to be used between the IAB-node and the IAB-donor-CU-UP.
Proposal 2

Introduce a new IAB specific E1 procedure to enable the IAB-donor-CU-CP sending the KIAB to the IAB-donor-CU-UP.
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