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Introduction
As per TS33.501, the UP security policy provided by SMF is used to indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. In RAN side, the security indication IE is used to indicate the UP security policy received from SMF. As per the clarification in [3], the security indication IE cannot be changed or updated in Bearer Context Modification Request message because core network does not change UP security policy in the PDU SESSION RESOURCE MODIFY REQUEST message. However, given that the UP security policy can be updated in the case mentioned in TS33.501, this paper analyses whether the security indication IE can be kept in Bearer Context Modification Request message.
Discussion
Since the 5G Core network shall not request NG-RAN to change UP security policy during the PDU session resource modification procedure, the paper [3] thought the CU-CP cannot request CU-UP to change the enabling/disabling of ciphering or integrity protection during the PDU session resource modification procedure. According to TS38.463, if the Security Indication IE contained in the PDU Session Resource To Modify List IE in Bearer Context Modification (gNB-CU-CP initiated) message is received, it shall be ingored.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>Security Indication 
	O
	
	9.3.1.23
	This IE is not used in this release.
	-
	-



In handover or inactive resume procedure, the source node shall send UE’s security policy to the target node. However, the gNB shall correct the UP security policy received from the source gNB in the following case mentioned in TS33.501: 
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Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this event and may take additional measures, such as raising an alarm. 
If the target gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF.
Observation: The gNB shall update the UE's UP security policy when it receives the UE's UP security policy from the SMF in the Path-Switch Acknowledge message.
In CP/UP split architecture, as depicted in Fig1, the target CU-CP configures the UE’s UP security policy received from the source gNB to target CU-UP before Path Switch procedure performed. Therefore, in case of the UP security policy received in Path Switch Acknowledge is different with that in Handover Request, the target CU-CP shall update UP security policy for the target CU-UP. 


Figure 1 Inter-gNB handover involving gNB-CU-UP change
Per TS38.331, for DRBs, it is possible to enable or disable ciphering and/or integrity protection in the PDCP-Config, although the same configurations have to be applied to all bearers in the same PDU Session. However, it has been agreed that it will not be possible to change the configuration during the lifetime of the DRB. On this point, the enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.
According to the agreement in RAN2#104, the restriction on the RB removal and add with the same RB-ID in the same RRC message is not allowed was removed [5]. Therefore, during the intra-cell handover procedure the network can removal and addition of same DRB in the same message to active or deactivate ciphering and/or integrity protection for one or more DRBs. 
From the perspective of RAN3, the CU-CP can also follow the same mechanism to removal and addition of same DRB in the BEARER CONTEXT MODIFICATION REQUEST. Therefore, Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.
Proposal: Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.

Proposal
Based on the above analysis, we have the following observation and proposal:
Observation: The gNB shall update the UE's UP security policy when it receives the UE's UP security policy from the SMF in the Path-Switch Acknowledge message.
Proposal: Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.
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