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1. Introduction
Based on the incoming LS [1], this paper discussed the possible solutions provided by CT4 in [2], and tried to give some suggestions, from RAN3 perspective.
2. Discussion
2.1 Background
CT4 sent an LS to RAN3 asking RAN3’s view on different solution options listed in [2] which are the outcome of ongoing CT4 study item on port number allocation (FS_PortAl SID).
CT4 would like to ask RAN2, RAN3, SA4, CT3 and SA5 WGs to kindly review TR 29.835 v0.4.0 and share their views with CT4. Feedback from RAN WGs will be taken into account when finalizing TR 29.835. Preferred solutions will also be documented in TR 29.941, which will be maintained.

2. Actions:

To RAN2, RAN3, SA4, CT3, SA5 groups.

ACTION: 
CT4 kindly asks RAN2, RAN3, SA4, CT3 and SA5 groups to review TR 29.835 v0.4.0 and send to CT4 their comments, if any, before CT4 meeting #104e starts on 14 May 2021.
2.2 Analysis of different solution options.
As could be seen from TR 29.835 [2], two key issues were identified: #1 (inter-PLMN or inter-domain) and #2 (Intra-PLMN or Intra-domain), and 15 solution options were on the table, see table 1 below, with evaluations for each and option 14 and 15 were not pursued anymore, see 2 below.
List of solutions:

1. Solution#1: 3GPP allocating port numbers

2. Solution#2: Allocating port numbers via OAM
3. Solution#3: DNS-SD based solution
4. Solution#4: Service discovery using DNS SRV records 

5. Solution#5: Use of multicast address on local link
6. Solution#6: Direct unicast DNS queries to the target node
7. Solution#7: SCTP Multiplexer (Port)
8. Solution#8: SCTP Multiplexer Application
9. Solution#9: TCP Port Service Multiplexer (TCPMUX)
10. Solution#10: Standardized and common port for all new SCTP based interfaces with a standardized Payload Protocol Identifier for each interface
11. Solution#11: Form a work group to look at port number requirements from 3GPP and work towards relaxing the IETF port allocation policies
12. Solution#12: Port Registration and Retrieval via NRF
13. Solution#13: Port information retrieval directly from an NF

14. Solution#14: application-layer protocol negotiation over (D)TLS
15. Solution#15: Multiplexing based on Service Name Indication
Table 1: Summary of solutions
	Solution
	Overview
	Type/category 
	Transport protocol(s) supported

	Solution#1
	Proposes to standardize port number for new interface/application from a sub-range reserved by 3GPP from the dynamic/private port number range [49152 - 65535].

IANA does not assign any port number from the dynamic/private range [49152 - 65535]. 3GPP reserving/standardizing port number from dynamic/private range [49152 - 65535] may cause port number clash during deployment.


	3GPP Standardize port number from dynamic range.
	UDP, TCP, SCTP

	Solution#2
	Proposes to use OAM based approach for allocating port numbers for an interface/application. The operator becomes responsible for allocating the port number for an interface/application in a deployment, from either User range [1024-49151] or from the Dynamic/Private range [49152 - 65535] and also takes necessary measures to avoid port number clash.
	OAM based port allocation
	UDP, TCP, SCTP

	Solution#3
	The port number can be selected dynamically/locally by the interface/application node. A DNS server is available in the deployment and is updated with the records like hostnames, IP addresses, locally assigned port numbers, service names supported, etc. for application clients to discover using DNS PTR query
	DNS infrastructure-based solution.
	UDP, TCP, SCTP

	Solution#4
	This is an alternative to solution#3 in which there is only one logical instance of service <Service> and all clients are expected to use that one logical instance. Application clients to discover the server end point details using DNS SRV query.
	
	UDP, TCP, SCTP

	Solution#5
	This is also DNS based solution. But instead of sending the DNS query to a unicast DNS server, it is sent to a link-local multicast address. The nodes are implemented with mDNS resolver and responder. The node supporting the service responds to the mDNS query.
	Multicast DNS
	UDP, TCP, SCTP

	Solution#6
	Solution#6 is similar to Solution#5 with only difference that the mDNS query is sent to a pre-configured IP address instead of the link-local multicast address.
	
	UDP, TCP, SCTP

	Solution#7
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP multiplexer, that distributes the traffic to intended applications based on PPID value.
	MUX based solution

(For SCTP use standardized PPID)
	SCTP

	Solution#8
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP application layer multiplexer solution, that is used to negotiate with the client on the applications the client intends to access with the SCTP connection and then further distribute the traffic to the intended applications based on the PPID.
	
	SCTP

	Solution#9
	This solution is proposed for TCP based applications. The proposal is to use TCP Port Service Multiplexer (TCPMUX) as defined in IETF RFC 1078 [10], that is already deprecated by IETF RFC 7805 [4]
	
	TCP

	Solution#10
	This is an alternative to Solution#7 and Solution#8. It also proposes to use a common SCTP port and a standardized SCTP Payload Protocol Identifier (PPID) value for each new interface/application. If there are multiple applications running on a single node, the proposal is to use different IP address for each application.
	Standardized SCTP PPID without MUX
	SCTP

	Solution#11
	The proposal here is to form a work group with members from both 3GPP and IETF to discuss the port number requirement from 3GPP. Looking at the available port numbers, past port allocation history from IANA and number of ports required typically by 3GPP (~1-2 on an average per year), it may be possible to reserve a sub-range from user port number range [1024-49151] for 3GPP use.
	Form a Work Group

(Continue using standardized port allocated by IANA)
	UDP, TCP, SCTP

	Solution#12
	This solution proposes to enhance NRF to support registration of port number information and retrieval of the port number by an application client. An application client can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type. After retrieval of the port number the application client goes ahead with the transport layer connection setup.
	HTTP(s) web server query for port discovery
	UDP, TCP, SCTP

	Solution#13
	Solution#13 is similar to Solution#12, with the following differences:

-
The server side implements an HTTP web service and is configured with the IP/Port number of the supported applications.

-
The client side is configured to query the HTTP web server first to fetch the IP/port number details supported by the application.


	
	UDP, TCP, SCTP


Table 2: Summary of conclusions
	Solution
	Port allocation method
	Applicable transport layer protocol
	Applicable for
	Conclusion & additional comments

	
	
	
	KI#1 (Inter-domain) (NOTE 2)
	KI#2 (intra-domain)
	

	Solution#1
	Fixed
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for KI#2 and with some limitation for KI#1.

	Solution#2
	Fixed
	All (NOTE 1)
	NO
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for only KI#2 (intra-domain) but not suitable for KI#1 (inter-domain). 

	Solution#3
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for KI#2 (intra-domain).

Further study is needed to assess if this is suitable for KI#1 (Inter-domain) also. If both domains rely on the DNS infrastructure and the targeted domain name under 3gppnetwork.org can be discovered using configuration or based on other information (e.g. SUPI, IMSI), this solution may be considered for KI#1. But if the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.

	Solution#4
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

See comments for Solution#3.

	Solution#5
	Unassigned
	All (NOTE 1)
	NO
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for KI#2 (intra-domain) but not suitable for KI#1 (inter-domain), because multicast is restricted to local link.

	Solution#6
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for KI#2 (intra-domain).

If the IP address can be dynamically resolved, e.g. using an FQDN to retrieve an IP from the DNS and inter-domain interface is secured it can be used for KI#1 (inter-domain). But if DNS has to be used, this solution has less value than the Solution#3 and the Solution#4.

Also see comments on Solution#3 for KI#1.

	Solution#7
	Fixed
	SCTP
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution is suitable for both KI#1 (if the port number is assigned by IANA or 3GPP) and KI#2 for SCTP interfaces.

	Solution#8
	Unassigned
	SCTP
	YES
	YES
	This solution is not pursued further due to the impact on application nodes as explained in 7.3.1.5

	Solution#9
	Fixed
	SCTP
	NO
	YES
	This solution is not pursued further as TCPMUX is already deprecated by IETF.

	Solution#10
	Fixed
	SCTP
	YES
	YES
	This solution is not pursued further. Generally, operators prefer to use single pair of IP addresses for multiple SCTP applications running on a single node (e.g. Xn, X2, Ng etc). Solution#10 has additional IP address requirement (one pair for each application/interface running on a node).

	Solution#11
	
	All (NOTE 1)
	YES
	YES
	Suitable for both KI#1 and KI#2, but this solution requires regular IETF endorsement. This solution is out of direct 3GPP control and therefore should be pursued as an independent activity.

The principle of drafting an IETF RFC to modify the rules and policies of IETF port allocation is agreeable, however it needs further study on the exact changes that 3GPP should propose in the RFC.

	Solution#12
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].

This solution requires support of SBI if not supported already, for port number registration and discovery. Also, this solution will have impact on NRF to support port number registration and discovery of different non SBI interfaces/applications. If the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.

	Solution#13
	Unassigned
	All (NOTE 1)
	YES
	YES
	This solution is not pursued further as it is not suitable for RAN NEs. For core NEs SBA can be used instead of the HTTP(s) web server/client implementation proposed in this solution.

	Solution#14
	Fixed
	All (NOTE 1)
	NO
	YES
	This solution is not pursued further. 

May not be suitable for KI#1 (inter-domain), as (D)TLS handshake cannot be done E2E between endpoints due to the presence of security gateway/Firewall in the path.

	Solution#15
	Fixed
	All (NOTE 1)
	NO
	YES
	This solution is not pursued further.

May not be suitable for KI#1 (inter-domain), as (D)TLS handshake cannot be done E2E between endpoints due to the presence of security gateway/Firewall in the path.

	NOTE 1:
The solution is applicable to TCP, UDP, SCTP and DCCP transport layer protocols (currently 3GPP apps do not use DCCP).

NOTE 2:
Solutions that are marked as applicable for inter-domain interfaces may not necessarily imply that it is suitable for any new inter-domain interface defined by 3GPP, due to limitations and additional constraints/requirements identified during the interface design.


In addition, the TP also tried to categorize the solutions, on top of which further grouping is done as follows in this paper:
Group 1:

-
3GPP Standardizes port number from dynamic/private range [49152 - 65535]. => solution #1
-
OAM based port allocation, by operator => solution #2
Group 2:
-
DNS based resolution of port number => solution #3/4/5/6
-
HTTP(s) web server query for port discovery => solution #12/13
Group 3:
-
Multiplexer based solution => solution #7/8/9
-
Standardized SCTP PPID without Multiplexer => solution #10

Group 4:
-
Form work group between 3GPP and IETF to look into the port number requirement => solution #11
For group 1, either 3GPP specifies specific port no. or OAM/operator decides specific port for a certain AP from e.g. dynamic dynamic/private range [49152 - 65535], obviously solutions of group 1 don’t change existing mechanism but additional work are needed, either in standard or in real deployment with more IoT efforts.
For group 2, it is obvious that either DNS service or HTTP service needs to be implemented in all nodes, and HTTP or DNS related function needs to be supported in the implementation though there should be minimum 3GPP standard impacts.
For group 3, multiplexing mechanism is used either over SCTP or over TCP or over port number, similar to group 2, there are impacts on deployment, because additional multiplexing protocol layer is needed as long as multiplexing mechanism is introduced; for solution#10, if multiplexing is over existing port, the impact is even more significant.
For group 4, this solution#11 have no impact on current mechanism, 3GPP can continue using standardized port numbers for new applications/interfaces, but it seems that this is a long-term solution which may not be able to solve an immediate port no. request.
At this stage we should mention that the current solution is technically robust and cheap. Any solution which open door to node additional stack new behaviour will generate extra development, testing, and possible IoT issues … The reason would then lead us to deviate minimum from the current robustness and cost ….  

Taking the above brief analysis into account, we could see that solutions in group 1 or group 4, i.e. solution#1/2/11 seem to be more reasonable than other solutions. Comparatively speaking, solution 11 is an ideal one aiming at once-and-for-all solution, but may not be able to respond a prompt request (if any), while solution 1 and 2 are more practical with additional 3GPP spec efforts (solution#1) or additional IoT efforts (solution#2).
Observation: solution#1/2/11 seem to be more attractive than other solutions:

· solution 11 is an ideal one aiming at once-and-for-all solution, but may not be able to respond a prompt request (if any)
· solution 1 and 2 are more practical with additional 3GPP spec efforts (solution#1) or additional IoT efforts (solution#2).
Huawei would recommend RAN3 and CT4 to consider these solutions as first priorities

With regards to the solution of group 2 and group 3, “less attractive” due to cost and massive deployment, Huawei encourage RAN3 to confirm the solution not pursed by CT4, and would like to encourage CT4 to not pursue in TR 29.941 where some issues have been detected e.g. solution#5. 
3. Conclusion
Based on the discussion in this paper, we have the following observations for the group to discuss, and some suggestions were proposed.
Observation: solution#1/2/11 seem to be more reasonable than other solutions:

· solution 11 is an ideal one aiming at once-and-for-all solution, but may not be able to respond a prompt request (if any)
· solution 1 and 2 are more practical with additional 3GPP spec efforts (solution#1) or additional IoT efforts (solution#2).
Huawei would recommend RAN3 and CT4 to consider these solutions as first priorities

With regards to the solution of group 2 and group 3, “less attractive” due to cost and massive deployment, Huawei encourage RAN3 to confirm the solution not pursed by CT4, and would like to encourage CT4 to not pursue in TR 29.941 where some issues have been detected e.g. solution#5. 
Proposal 1: Agree to capture the observation and Huawei recommendation, if agreeable by RAN3, in the reply LS.
A draft reply LS could be seen in [3], also please note that CT4 has moved 29.835 in to the updated version of the TR 29.941, and, solutions #8-10 and #13-15 were discarded.
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