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1
Introduction

A new LS from SA3 on User Plane Integrity Protection for LTE connected to EPC was received in [1]. And the following questions was addressed to RAN3:
a) (RAN 2 and RAN 3) when supporting UP IP do you have any feedback on whether it should be supported with NR PDCP or LTE PDCP or both? 

b) (RAN 3 and CT 1) is a MME mandated to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling?

c) (RAN 3) is a legacy eNB mandated to copy all the EEA/EIA bits from S1A-AP signalling into the X2-AP signalling at handover and secondary node addition?
This contribution discusses these aspects and proposes answers to be sent to SA3.
2
Discussion

SA3 questions are focusing on the following options (from TR 33.853):
· Option 1 - eUTRA with EPC

· Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
The first question (i.e. whether UP IP should be supported with NR PDCP or LTE PDCP or both) was addressed to both RAN2 and RAN3. And RAN2 already answered to that question in [2]:

For Release 17, NR PDCP only. UPIP support with LTE PDCP when connected to EPC can be considered in future releases.

PDCP specification is under RAN2 responsibility, and there is no argument for RAN3 to contradict their response. Therefore, it is proposed that RAN3 follows RAN2 guidance and answers that UP IP should be supported for NR PDCP only, at least for rel-17.

Proposal 1:  For Release 17, UP IP should be supported for NR PDCP only. UP IP support with LTE PDCP when connected to EPC can be considered in future releases
The 2 next questions are about UE Security Capabilities (i.e. is the MME or the eNB mandated to copy all the EEA/EEI bits over S1AP or X2AP). The UE Security Capabilities are part of the UE Context Information and defined in TS 36.413 and TS 36.423 as follow:
9.2.29
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	 Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" - UE supports no other algorithm than EEA0

 "first bit" - 128-EEA1,

"second bit" - 128-EEA2,

"third bit" - 128-EEA3,

other bits reserved for future use. Value ‘1’ indicates support and value "0" indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [18].

	Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection algorithm:

all bits equal to 0" - UE supports no other algorithm than EIA0 (TS 33.401 [18]) "first bit" - 128-EIA1,

"second bit" - 128-EIA2,

"third bit" - 128-EIA3,

other bits reserved for future use.

Value '1' indicates support and value "0" indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [18].


Furthermore, handling of these NAS capabilities are defined in TS 36.300:
UE capabilities

RRC signalling carries AS capabilities and NAS signalling carries NAS capabilities. When a capability ID is used as described below, the ID representing AS capabilities may be carried in NAS signalling. The UE capability information is stored in the MME. In the uplink, except of NB-IoT no capability information is sent early in e.g. RRCConnectionRequest message. For NB-IoT, early indications for multi-tone support (IOT bit) and multi-carrier support (IOT bit) are sent in RRCConnectionRequest-NB message. In the downlink, enquiry procedure of the UE capability is supported.
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5.11.2)


Figure 18-1: Initial UE Capability Handling

The MME stores the UE Radio Capability uploaded in the UE CAPABILITY INFO INDICATION message.

The possible RAT-Types are: EUTRAN, UTRAN, GERAN-PS, GERAN-CS, CDMA2000-1XRTT. The GERAN capability is divided into separate parts. MS Classmark 2 and Classmark 3 are used for CS domain (in both AS and NAS) and MS Radio Access Capability is used for PS domain. The main part of CDMA2000 capabilities is not handled by the eNB or the MME, but is exchanged via tunnelling (see 10.3.2). The small part of CDMA2000 capabilities (for CDMA2000-1XRTT) is needed for the eNB to be able to build messages for the target CDMA2000 RNC (see 10.3.2).

The eNB may acquire the UE capabilities after a Handover completion. The UE capabilities are then uploaded to the MME.

Usually during handover preparation, the source RAN node transfers both the UE source RAT capabilities and the target RAT capabilities to the target RAN node, in order to minimize interruptions and to follow the principles in clause 10.2.2. The source RAN is not mandated to acquire other RAT capabilities (i.e. other than the source and target RAT capabilities) in order to start a handover preparation. This is described in clause 19.2.2.5.6. However, there are exceptions to this principle:

-
For handover from GERAN to EUTRAN, due to limitations in GERAN radio interface signalling, source RAT (GERAN) never provides the EUTRA capabilities to the target RAN node.

-
At handover from UTRAN to EUTRAN, it is optional to forward the UTRAN capabilities to the target RAN.
Therefore, NAS capabilities are stored as it is in the MME and the eNB and shall be transferred to the (target) eNB or the SN without modification.
Proposal 2:  UE Security Capabilities, which include EEA and EIA capability bits, are part of the UE Context, and are signaled to the eNB without modification from the MME (i.e. all bits)
3
Conclusion
The SA3 LS on User Plane Integrity Protection for eUTRA connected to EPC has been discussed and the following proposals have been made:
Proposal 1:  For Release 17, UP IP should be supported for NR PDCP only. UP IP support with LTE PDCP when connected to EPC can be considered in future releases 

Proposal 2:  UE Security Capabilities, which include EEA and EIA capability bits, are part of the UE Context, and are signaled to the eNB without modification from the MME (i.e. all bits)
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