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1 Introduction
At last RAN3#111-e meeting, the RAN impact for supporting external credentials and UE onboarding was discussed. The following agreements on the UE onboarding were achieved [1]:
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Meanwhile SA2 replied the LS to RAN2 in [2], in which the following answers were provided: 
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In this paper, based on the progress of other groups, we further analyse the cell access control and connected mode mobility related issues for supporting external credentials and onboarding.

2 Cell access control
2.1 Cell access control for external credentials 

(0) Terminology
As approved at SA2#143-e [3][4], new terms "Credentials Holder (CH)" and "Group IDs for Network Selection (GINs)" are defined to replace what were previously called "separate entity owning the credentials" and "service provider Group IDs" respectively. The new terms are defined as follows:  
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To align the terminology with SA2 and RAN2, RAN3 should use the terms "Credentials Holder (CH)" and "Group IDs for Network Selection (GINs)" in future discussions.

Proposal 1 Use the terms "Credentials Holder (CH)" and "Group IDs for Network Selection (GINs)" in future RAN3 discussions.
(1) Interface management
In the agreed CR in S2-21029645, it is described that (also aligned with the above answers to Q1/Q2 in the Reply LS [2]): 

	When an SNPN supports UE access using credentials assigned by a Credentials Holder separate from the SNPN, it is assumed that th is supported is homogeneously within the whole SNPN. 


Then it means that the support of UE access using credentials assigned by a CH, is homogenously supported by all the cells, AMFs, SMFs etc of the SNPN. Hence there is no need for the AMF to indicate an external credentials support indication and the supported GINs to the RAN node for AMF selection. Also there is no need for the RAN node to report the external credentials related parameters broadcast in the SIB to the AMF.
Similarly, there is no need for the RAN nodes to exchange their broadcast external credentials related parameters over Xn to facilitate the peer node to perform the cell configuration check.  

Proposal 2 Over NG, no need for the AMF and the RAN node to exchange the external credentials support indication and the supported GINs at the interface management messages. 
Proposal 3 Over Xn, no need for the RAN nodes to exchange the external credentials related parameters broadcast in the SIB at the interface management messages.
(2) Initial UE Message

Since the support of UE access using credentials assigned by a CH is homogenous among AMFs of the SNPN, there is no need for the UE to indicate the "access using external credentials" indication and the supported GINs to the RAN node, for AMF selection. 
Proposal 4 Over NG, no need to indicate the "access using external credentials" indication and the selected GIN in Initial UE message. 
(3) UE Context Management
It has been agreed that a new indicator that "whether the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN" can be broadcast. The UEs that are not explicitly configured can access a cell that broadcast this indicator and try to register with the SNPN using external credentials. If the external credentials used by the UE is not supported by the SNPN, the SNPN will reject the registration request and ask the RAN node to release the NGAP connection. In this case, a new cause "external credentials failure" can be included in the UE CONTEXT RELEASE COMMAND. Note that the existing "NPN access denied" cause value seems not explicitly indicate the root of the failure. 
This is also agreed in S2-2102965 at the last SA2#144 meeting as follows. 
	If a UE performs the registration in an SNPN using credentials from a Credentials Holder and UE is not authorized to access that specific SNPN, then the UDM can reject the UE which results in AMF rejecting the registration request from the UE with an appropriate cause code to prevent the UE from selecting and registering with the same SNPN using credentials from the Credentials Holder as described in 24.501 [47]. 


Proposal 5 Discuss whether to introduce a new "external authentication failure" or reuse the “NPN access denied” cause value.

2.2 Cell access control for onboarding
(1) Interface management
Last RAN3#111-e meeting already agreed that the RAN node needs to know the information about onboarding support capability of the AMF, but it is FFS whether the information is obtained via OAM or over NGAP. This is also agreed in S2-2102974 as follows.
	When the user or UE has selected an ON-SNPN according to clause 5.30.2.X.2.5, the UE establishes an RRC connection towards the NG-RAN node of the ON-SNPN. The UE provides an indication in RRC Connection Establishment that the RRC connection is for onboarding as defined in TS 38.331 [28]. This indication allows the NG-RAN node to select an appropriate AMF that supports the UE onboarding procedures. The UE indicates the ON-SNPN as the selected network, and the NG-RAN node shall indicate the selected PLMN ID and NID of the ON-SNPN to the AMF.

NOTE 1:
As the configuration information in the UE does not include any S-NSSAI and DNN used for onboarding, the UE does not include S-NSSAI and DNN in RRC when it registers for UE onboarding purposes to the ONN.


Though both the OAM configuration and NGAP signalling are possible, the NGAP signalling is more suitable for the scenario where the onboarding capability is in a non-homogeneous way. 
In addition, it is only agreed that the RAN selects the AMF based on the onboarding indication indicated by the UE, but not the UE selected GINs. In this case, the RAN node needs to know whether the onboarding is supported by the AMF, but not the GINs supported by the AMF. 

In the case that an AMF is shared by multiple SNPNs, the above information should be indicated on a per SNPN basis. And the criticality of this IE should be set as “reject” in order to let the peer node understand whether the onboarding feature is supported or not by the NG-RAN node. 
Proposal 6 Over NG, the AMF indicates an onboarding support indication per SNPN basis, to the RAN node at the interface management messages. And the criticality of this indication can be set as “reject”. 
It seems not necessary for the RAN node to report the onboarding support information to the AMF, since the AMF does not consider these information for e.g. handover.

Proposal 7 Over NG, no need for the RAN node to report the onboarding support information to the AMF at the interface management messages.
Similarly, the onboarding support information does not need to be exchanged over Xn.
Proposal 8 Over Xn, no need for the RAN nodes to exchange the onboarding support information at the interface management messages.
(2) Initial UE Message
When the NG-RAN receives the onboarding indication in the RRC setup related message from the UE, it can include the onboarding indication to the CN for UE access verification and authentication. This procedure is pretty similar to the PNI-NPN UE access, where the NG-RAN includes the cell supported CAG lists to the AMF.
Since this is related to the UE authentication by the AMF, a LS can be sent to SA2 for confirmation. 
Proposal 9 Indicate the cell level onboarding indication in the NGAP Initial UE message. A LS to SA2 could be sent for confirmation.
(3) UE Context Management
It is already agreed in S2-2102974, where the AMF may reject the UE registration for onboarding. In this case, a new cause "onboarding access failure" can also be included in the UE CONTEXT RELEASE COMMAND. Also RAN3 can consider whether to reuse the NPN access denied cause value. 
	Upon successful authentication from AUSF, the AMF informs the UE about the result of the registration. If the UE is not successfully authenticated, the AMF shall reject the registration procedure for onboarding, and the UE may select a different ON-SNPN to attempt to register.


Proposal 10 Discuss whether to introduce a new "onboarding access failure" or reuse the NPN access denied cause value. 
(3) PDU session management
According to the conclusion for KI#4 in TR 23.700-07, a restricted PDU session (or namely a Configuration PDU session) is supported to be dedicated for the remote provisioning. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN. The ON can monitor the time duration of this PDU Session in order to prevent misuse. Therefore, an indication for a restricted PDU session may need to be signaled in the PDU session management procedures over NG and the bearer context management procedures over E1.
The agreed SA2 CR S2-2102978 has specified the restricted PDU session for remote provisioning via UP. 

	Initial QoS parameters used for establishing Onboarding Services are configured in the SMF when dynamic PCC is not used.

Dynamic PCC may be used for a PDU session that is established for Onboarding Services as described in TS 23.503 [45]).

The QoS Flows of a PDU Session associated with the restricted DNN shall be dedicated to Onboarding Services. The SMF may configure PDR and FAR including PVS and DNS server IP addresses for the UPF to block any traffic that is not from or to PVS and DNS server addresses.

If the UE is registered for Onboarding, the network should apply S-NSSAI and DNN used for Onboarding for the PDU Session Establishment request from the UE.


It can be observed that for the restricted PDU session, the CN is relying on the QoS flows parameters. 
Proposal 11 No need to indicate the type of PDU session for onboarding in the PDU session management procedures over NG.
3 Connected mode mobility
3.1 Mobility between SNPN and PLMN or between SNPNs
At SA2#144-e, the following text proposal to TS 23.501 was approved in S2-2103075 [8]:
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It can be observed when the UE moves between SNPN and PLMN, or between SNPNs, the UE should perform registration procedure. This is related to idle mode mobility, but not related to the handover procedure. RAN3 can conclude that there is no RAN3 impact for the idle mode mobility, but can wait for SA2 progress on the handover for the inter-network case. 
Proposal 12 No RAN3 impact on idle mode mobility between SNPN and PLMN, or between SNPNs.

3.2 Mobility within SNPN

(1) External credentials case

According to SA2’s reply LS in S2-2101076 [5], the external credentials related parameters broadcast by all cells within an SNPN should be the same. This means that the support of external credentials is uniform across the whole SNPN, and therefore the support information related to external credentials does not need to be considered for intra-SNPN handover. So, there is no RAN3 impact to support the intra-SNPN handover in the external credentials case.

Proposal 13 No RAN3 impact to support the intra-SNPN handover in the external credentials case.

(2) Onboarding case
As mentioned in SA2’s reply LS S2-2101076 [5], 

"Even if there is no uniform support and a UE moves to a cell in an O-SNPN not supporting onboarding, SA2 foresees no impact to mobility procedures as remote provisioning can continue in the target cell. Once the PDU session for remote provisioning has been activated existing 5GS functionality applies for mobility." 
This statement means that the target cell can accept the PDU session for remote provisioning even if it does not broadcast the onboarding support indication. Note that it is also possible that the target cell rejects this PDU session due to limited resource (this happens especially in the case that the target cell does not broadcast the onboarding support indication when it is overloaded.), and then the source node needs to re-try on another target cell. To reduce/avoid the probability of re-trying, the neighbouring nodes can exchange the onboarding support indication in its broadcast information to the source node, which assist in the selection of a proper target cell by the source node.

Proposal 14 Discuss whether to exchange the onboarding support indication over Xn to support target cell selection for inter-SNPN handover e.g. as a load indication. 
4 Conclusion

In this paper, the cell access control and connected mode mobility related issues for supporting external credentials and onboarding are discussed, and the following proposals are made.
(1) Cell access control for external credentials
Proposal 15 Use the terms "Credentials Holder (CH)" and "Group IDs for Network Selection (GINs)" in future RAN3 discussions.
Proposal 16 Over NG, no need for the AMF and the RAN node to exchange the external credentials support indication and the supported GINs at the interface management messages. 
Proposal 17 Over Xn, no need for the RAN nodes to exchange the external credentials related parameters broadcast in the SIB at the interface management messages.
Proposal 18 Over NG, no need to indicate the "access using external credentials" indication and the selected GIN in Initial UE message. 
Proposal 19 Introduce a new cause "external authentication failure" in NGAP UE CONTEXT RELEASE COMMAND.

(2) Cell access control for onboarding
Proposal 20 Over NG, the AMF indicates an onboarding support indication per SNPN basis, to the RAN node at the interface management messages. And the criticality of this indication can be set as “reject”.
Proposal 21 Over NG, no need for the RAN node to report the onboarding support information to the AMF at the interface management messages.
Proposal 22 Over Xn, no need for the RAN nodes to exchange the onboarding support information at the interface management messages.
Proposal 23 Indicate the cell level onboarding indication in the NGAP Initial UE message. A LS to SA2 could be sent for confirmation.

Proposal 24 Discuss whether to introduce a new "onboarding access failure" or reuse the NPN access denied cause value. 
Proposal 25 No need to indicate the type of PDU session for onboarding in the PDU session management procedures over NG.
(3) Mobility between SNPN and PLMN or between SNPNs 
Proposal 26 No RAN3 impact on idle mode mobility between SNPN and PLMN, or between SNPNs.

(4) Mobility within SNPN
Proposal 27 No RAN3 impact to support the intra-SNPN handover in the external credentials case.

Proposal 28 Discuss whether to exchange the onboarding support indication over Xn to support target cell selection for inter-SNPN handover e.g. as a load indication. 
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The NG-RAN node needs to obtain some information about onboarding support capability of the connected AMF(s) for AMF selection at cell access. Nature of this support information is FFS. How the NG-RAN node obtains this information (e.g. via O&M or over NGAP) is FFS.











Question 1: Can RAN2 assume uniform support of external authentication related parameters (i.e., indicator for "access using credentials from a separate entity is supported", GID(s) ) , and indicator for "whether the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN") across a network or a registration area?


[SA2 answer] Yes, These parameters should be set uniformly per SNPN.


Question 2: Shall Group IDs be broadcasted per SNPN or per cell?


[SA2 answer] Yes, It is assumed that that the Group IDs will be broadcast per SNPN.


Question 3: Can RAN2 assume uniform support of onboarding in all cells in an O-SNPN? (I.e. can RAN2 assume that all cells of an O-SNPN broadcasts the support for onboarding or can some cells not set the ”onboardingEnabled” bit to e.g. control RAN congestion?)


[SA2 answer] The ”onboardingEnabled” bit can be set/enabled per cell e.g. when onboarding is enabled in only part of the SNPN network and can also be used to avoid the load from onboarding UEs. The parameter is used to assist the UE in network selection. 


Even if there is no uniform support and a UE moves to a cell in an O-SNPN not supporting onboarding, SA2 foresees no impact to mobility procedures as remote provisioning can continue in the target cell. Once the PDU session for remote provisioning has been activated existing 5GS functionality applies for mobility.





Credentials Holder: Entity which authenticates and authorizes access to an SNPN separate from the Credentials Holder.


CH		Credentials Holder





GIN	Group ID for Network Selection





5.30.2.X	UE Mobility support for SNPN


If the UE moves its 3GPP access between SNPN and PLMN the UE performs initial registration as specified in TS 23.502 [3] clause 4.2.2.2.2.


If the UE moves its 3GPP access between SNPNs, then the UE performs initial or mobility registration as specified in TS 23.502 [3] clause 4.2.2.2.2.
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