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Introduction
During the last RAN3 meeting, an email discussion on multi-hop performance, such as QoS, latency and fairness was organized and discussed. The following agreements were reached. 
	Topology-wide fairness can be discussed in RAN2 first. 

Local re-routing in other scenarios, e.g. congestion mitigation, load balancing can be discussed in RAN2 first.

Inter-donor-DU local re-routing in Rel-17 IAB should be supported; details are FFS


As we can see, RAN3 has decided to support inter-donor-DU local re-routing in Rel-17 IAB. In this contribution, we will discuss the detailed design consideration for inter-donor-DU local re-routing.  

Discussion
In Rel-16, the packet local re-routing during RLF is specified. To be specific, when IAB node MT/DU detects egress link failure of UL/DL packet, IAB node MT/DU could find backup routing path for UL/DL packet. The BAP routing ID of backup routing path should have the same destination BAP address with original routing path but corresponding to different next hop available node. When such backup routing path is selected from routing table, IAB node MT/DU may determine the egress BH RLC channel on the egress link of the backup path and then deliver the packet correspondingly. 

Observation 1: In Rel-16, the BAP routing ID for packet re-routing path should have the same destination BAP address with original routing path but corresponding to different available next hop node. 

As shown in Figure 1, there are two donor DUs which connect to the donor CU. The IP address of IAB node DU is allocated by donor DU. According to Rel-16 specification, the donor DU1 and donor DU2 may perform the IP address allocation for IAB nodes. Suppose IAB node 2 is configured with redundant routing paths, such as path id 1 (IAB node 2->IAB node 1->donor DU1) and path id 2(IAB node 2->IAB node 1->donor DU2). In this case, donor DU1 and donor DU2 allocate different IP addresses anchored on it for IAB node 2. Suppose IP1 and IP2 are allocated by donor DU1 and donor DU2 respectively, the IAB node 2 may utilize IP1/IP2 as the source IP address for the UL packet associated with path id 1/path id 2 respectively. Correspondingly, donor DU1/donor DU2 could receive the data packet with the source IP address anchored on it and then forward the data packet to donor CU. Otherwise, if donor DU1 receives the  UL packet with source IP2, donor DU1 may discard the received UL packet due to ingress filtering applied by routers and middle boxes on the wireline network. 
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Figure 1 Example of inter-donor DU re-routing

Suppose IAB node 1 detects RLF over the egress link towards donor DU1, IAB node 1 may consider to re-route the UL packet destined toward donor DU1 to donor DU2, which is called inter-donor DU re-routing. In order to support inter-donor DU re-routing, it is necessary to solve the following two issues:

Re-routing path selection
As we mentioned before, the BAP routing ID for packet re-routing path should have the same destination BAP address in BAP header with original routing path but corresponding to different next hop available node. As agreed in Rel-16, donor DU1 and donor DU2 are assigned with different BAP address. To support inter-donor-DU re-routing, the re-routing path selection should disregard the destination BAP address. For example, the IAB node may select one entry in the routing table whose BAP address does not matches the destination BAP address in BAP header and whose egress link corresponding to the next hop BAP address is available. 

When the inter-donor DU re-routing path is selected, IAB node needs to update the BAP header of the data packet. Otherwise, when the donor DU receive the data packet, it detects the destination BAP address in BAP header does not match the BAP address of its own, it may fail to remove the BAP header and deliver the data packet to upper layer.  
Alternatively, if the BAP header is not updated during the inter-donor DU re-routing, it is necessary to update the donor DU’s UL receiving operation. For example, no matter the destination BAP address in BAP header matches its own BAP address or not, the donor DU removes the BAP header and delivers the data packet to upper layer.  

Proposal 1: To support inter-donor-DU re-routing, the re-routing path selection should disregard the destination BAP address. To be specific, the IAB node select one entry in the routing table whose BAP address does not matches the destination BAP address in BAP header and whose egress link corresponding to the next hop BAP address is available.

Observation 2: If donor DU receive the data packet whose destination BAP address in BAP header does not match the BAP address of its own, it may fail to remove the BAP header and deliver the data packet to upper layer.  
Proposal 2: When the inter-donor DU re-routing path is selected, IAB node need to update the BAP header of the data packet to include the BAP routing ID of the selected path. 

Proposal 3:  If the BAP header is not updated during the inter-donor DU re-routing, it is necessary to update the donor DU’s UL receiving operation, e.g., no matter the destination BAP address in BAP header matches its own BAP address or not, the donor DU removes the BAP header and delivers the data packet to upper layer.
Ingress filtering 
As we know, the ingress filtering is usually applied as security measure to protect the network from address spoofing. It can be enabled or disabled according to operator’s preference/policy. If ingress filtering is enabled and the source IP address of the received UL packet is not anchored on the donor DU, the re-routed UL packet shall be discarded at donor DU. So inter-donor-DU re-routing could not be supported in this scenario. 
To solve this problem, donor CU may configure the IAB node/donor DU with an indication, which indicates whether the ingress filtering is enabled. If yes, the destination BAP address should be considered during UL packet re-routing, which means only intra-donor-CU re-routing is considered. Otherwise, the destination BAP address could be disregarded for the re-routing path selection. 

Observation 3: Inter-donor DU re-routing does not workable when ingress filtering is enabled.

Proposal 4: In order to support inter-donor DU re-routing, it is necessary for the donor CU to inform the IAB node/donor DU whether the ingress filtering/inter-donor DU re-routing is enabled.
Conclusion
In this contribution, we discussed the detailed design consideration for inter-donor-DU local re-routing. And we have the following observations and proposals:

Observation 1: In Rel-16, the BAP routing ID for packet re-routing path should have the same destination BAP address with original routing path but corresponding to different available next hop node. 

Observation 2: If donor DU receive the data packet whose destination BAP address in BAP header does not match the BAP address of its own, it may fail to remove the BAP header and deliver the data packet to upper layer.  
Observation 3: Inter-donor DU re-routing does not workable when ingress filtering is enabled.
Proposal 1: To support inter-donor-DU re-routing, the re-routing path selection should disregard the destination BAP address. To be specific, the IAB node select one entry in the routing table whose BAP address does not matches the destination BAP address in BAP header and whose egress link corresponding to the next hop BAP address is available.

Proposal 2: When the inter-donor DU re-routing path is selected, IAB node need to update the BAP header of the data packet to include the BAP routing ID of the selected path. 

Proposal 3:  If the BAP header is not updated during the inter-donor DU re-routing, it is necessary to update the donor DU’s UL receiving operation, e.g., no matter the destination BAP address in BAP header matches its own BAP address or not, the donor DU removes the BAP header and delivers the data packet to upper layer.
Proposal 4: In order to support inter-donor DU re-routing, it is necessary for the donor CU to inform the IAB node/donor DU whether the ingress filtering/inter-donor DU re-routing is enabled.
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