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1	Introduction
In the R17 WID [1] NR small data transmissions in INACTIVE state, one of the objectives is followed with possible impacts on RAN3: 

· For the RRC_INACTIVE state:
· UL small data transmissions for RACH-based schemes (i.e. 2-step and 4-step RACH):
· [bookmark: _Hlk26863976]General procedure to enable UP data transmission for small data packets from INACTIVE state (e.g. using MSGA or MSG3) [RAN2]
· Enable flexible payload sizes larger than the Rel-16 CCCH message size that is possible currently for INACTIVE state for MSGA and MSG3 to support UP data transmission in UL (actual payload size can be up to network configuration) [RAN2] 
· Context fetch and data forwarding (with and without anchor relocation) in INACTIVE state for RACH-based solutions [RAN2, RAN3]
Note 1: The security aspects of the above solutions should be checked with SA3
RAN2 has reached certain agreements and sent an LS to RAN3 [2] for further consideration in our work. 
Agreements:
· Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered. (RAN2 #111e)
· From RAN2 perspective, stored “configuration” in the UE Context is used for the RLC bearer configuration for any SDT mechanism (RACH and CG). (RAN2 #111e)
· The configuration of configured grant resource for UE small data transmission is valid only in the same serving cell (RAN2 #112e).
· UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported (RAN2 #111e).
· When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  (RAN2 #111e).
· For both RACH and CG based solutions, new keys are generated using the stored security context and the NCC value received in the previous RRCRelease message (i.e. same as legacy procedure) and these new keys are used for generating the data of DRBs that are configured for SDT (RAN2 #112e).

In this contribution, we would like to provide analysis on possible RAN3 impacts based on the above.
[bookmark: _Ref178064866]2	Discussion
The purpose of this NR SDT WI is to save power and signaling overhead by keeping UE in RRC_INACTIVE state with transmission of small and infrequent data packets. RAN2 has started the work and reached a number of agreements, within them some for which RAN3 impacts need to be checked.
2.1	UE Context Retrieval
The main difference with the legacy case, is that in SDT when the UE in RRC_INACTIVE state transmits the RRCResumeRequest together with UL small data to the network either in MsgA for 2-step RACH or Msg3 for 4-step RACH, the context retrieval procedure would be triggered between the network nodes considering the security handling and data forwarding.  
The possible procedures to support context fetch with/without anchor relocation for UL small data transmission are illustrated as follows.
  
Context fetch with anchor relocation
By triggering the Retrieve UE Context Request procedure to the last serving gNB, the receiving gNB would be able to get the UE context and then perform the Patch Switch procedure to setup a new path for the upcoming data to be transferred to 5GC. In the case of small data transmission, there is no foreseen issue provided the UL data is buffered in the receiving gNB while waiting for the context fetch procedure to be completed. With the configurations properly achieved, the new anchor gNB would be able to forward the buffered and upcoming data to 5GC.


Figure 1 Example procedure for UE context fetch with anchor relocation
[bookmark: _Toc61588299]Legacy UE context retrieval procedure can be reused for the anchor relocation case in SDT.


Context fetch without anchor relocation
In the existing UE context retrieval procedure, once the last serving gNB decides not to relocate the UE context, it provides the tunnel information to the receiving gNB to forward data. The last serving gNB sends the RETRIEVE UE CONTEXT FAILURE message with encapsulated RRCRelease message for the UE. 
In the SDT transmission, the receiving gNB can forward the RRCRelease message to the UE in case of single SDT. However, if there is subsequent small data, the RRC connection should only be released after the transmission is completed. There was some proposal on the possible enhancement by having UE assistance information in the last serving gNB so that it knows whether there is upcoming data. Or RAN3 needs to discuss if there is a implementation way.




Figure 2 Example procedure for UE context fetch without anchor relocation
In RAN2 LS, one assumption is that “The RLC configuration used for the SDT DRB data will be based on a UE stored configuration. RAN2 assumption is that the RLC PDU will be processed in the receiving gNB.”. If this is the prerequisite, it means the RLC PDU would not be decoded without fetching configuration from the last serving gNB in the UE context. Several options to solve the issue are provide as followings.
· If the UE RLC configuration within context needs to be fetched from the last serving gNB:
· Option 1a: include RLC Config to the RETRIEVE UE CONTEXT FAILURE message.
· [bookmark: _GoBack]Option 1b: include RLC Config to the RETRIEVE UE CONTEXT RESPONSE message, which means the without anchor relocation procedure will be changed.
· If the UE RLC PDU is handled in the last serving gNB when the anchor is not relocated: 
· Option 2: the receiving gNB encapsulates the MAC SDU for small data and forward to the anchor gNB. Then the anchor gNB forwards the data to 5GC, since the anchor gNB has the UE AS context and configuration in place. 
· Another alternative is that partial UE context can be retrieved from the last serving gNB: 
· Option 3: In this case, the last serving gNB transfers part of the UE context to the receiving gNB for the handling of data.
RAN3 should discuss the above options and give a simple solution without impacts on the principle of UE context retrieval procedure. By taking complexity of solutions into account, RLC handling should not be limited to only the receiving gNB.
[bookmark: _Toc61588300]In the case of without anchor relocation, the Retrieve UE Context procedure needs to be enhanced to support small data transmission. There should not be any limitation on which node to handle the RLC configuration.
2.2	Potential security issues
Once the first UL small data arrives in the receiving gNB, the receiving gNB may decide whether to buffer the data until the Retrieve UE Context procedure completes. An alternative is that the receiving gNB forwards the data immediately to the last serving gNB no matter the anchor is relocated or not. This would help reduce the latency of data transmission, although the security aspects should be taken into account so that nothing is violated.

Security for SDT is different for LTE EDT while the path switch procedure is always executed by fetching new NCC, and NH. In NR SDT after an INACTIVE UE initiates RRCResume and context fetch procedure is triggered, the last serving gNB may decide to relocate the anchor. The receiving gNB shall perform a Path Switch procedure to get fresh NCC, NH pair before sending the RRCRelease to the UE. In another case if the last serving gNB decides not to relocate the anchor, it builds the RRCRelease message with the newly derived key using the properties of the receiving gNB, i.e., target PCI, and target AFRCN-DL. When UE context retrieval fails and there is subsequent SDT, the newly arrived encrypted data would be forwarded from the receiving gNB to the last serving gNB, who decodes the data and forwards to UPF. Similar case happens for DL, the last serving gNB receives the data from UPF and then encrypts them to be forwarded to the receiving gNB. There are some concerns on the UE AS security handling from a RAN3 point of view; whether the security forwarding principle is broken if both the receiving node and last serving node see the same context. In general, further inputs are required from SA3 on potential security issues before progressing further.
[bookmark: _Toc60238415]
[bookmark: _Toc61588301]RAN3 confirms that UL data for SDT is buffered in both successful and unsuccessful context retrieval procedures.
[bookmark: _Toc61588302]Send a reply LS to inform RAN2 of RAN3 progress including information on assumptions on UE context for RLC config. 
[bookmark: _Toc61588303]This LS is sent to SA3 as well to check if there is any potential issue on security to support context fetch in NR SDT WI.

Conclusion
Based on above, we propose the followings. A draft LS to RAN2 and SA3 is in [3].
Proposal 1	Legacy UE context retrieval procedure can be reused for the anchor relocation case in SDT.
Proposal 2	In the case of without anchor relocation, the Retrieve UE Context procedure needs to be enhanced to support small data transmission. There should not be any limitation on which node to handle the RLC configuration.
Proposal 3	RAN3 confirms that UL data for SDT is buffered in both successful and unsuccessful context retrieval procedures.
Proposal 4	Send a reply LS to inform RAN2 of RAN3 progress including information on assumptions on UE context for RLC config.
Proposal 5	This LS is sent to SA3 as well to check if there is any potential issue on security to support context fetch in NR SDT WI.
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