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1. Introduction
The updated RAN NPN WID was approved at last RAN#90 meeting in [1], as captured as follows. 
	· Support SNPN along with subscription / credentials owned by an entity separate from the SNPN including:
· The broadcasting of information to enable SNPN selection for UEs with subscription/credentials owned by an entity separate from the SNPN [RAN2]
· The associated cell selection/reselection and connected mode mobility support [RAN2/RAN3]
· The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]
· Support UE onboarding and provisioning for NPN including:
· The UE onboarding relevant parameter broadcast from SIB [RAN2]
· The associated cell selection/reselection, cell access control and the connected mode mobility support [RAN2/RAN3]
· The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]
· Support of IMS voice and emergency services for SNPN [RAN2]
· Broadcasting of relevant parameters [RAN2]
[bookmark: _Hlk57062252]NOTE: The above sub-bullets for the SA2 objectives may be non-exhaustive and are subject to further discussion depending on SA2 updates if any.


Also the SA2 agreed NPN WID in [2] was copied as follows. 
	-	Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN (KI#1)
-	To support SNPN selection for UEs with an SNPN subscription of a Separate Entity 
-	To support SNPN selection for UEs with a PLMN subscription 
-	To enable scenarios when UE is using an SNPN subscription when the separate entity is offering a UDM/AUSF
-	To enable scenarios when UE is using a PLMN subscription when the separate entity is offering a UDM/AUSF
-	To enable the scenario UE is using an SNPN subscription when separate entity is offering a AAA server as per conclusions in clause 8.1.1
NOTE 1:	For this objective normative work will start after feedback from SA3 is received on whether new NF or existing AUSF is enhanced.
-	To enable mobility between networks as per conclusions in clause 8.1.2
-	To enable update of prioritized list of preferred SNPNs and Group IDs to the UE 
-	NPN enhancements to enable support for Video, Imaging and Audio for Professional Applications (VIAPA) (KI#2)
-	To enable support for VIAPA as per conclusions in clause 8.2.
-	Informative guideline for how to use existing Rel-16 mechanisms and information to support VIAPA services
-	Informative guideline for mapping between standardized 5QI/ARP and DSCP marking to enable the PLMN and SNPN to use the same mapping values for UL and DL user plane traffic within SNPN and PLMN
-	Support of IMS voice and emergency services for SNPN (KI#3)
-	To enable support for IMS services as per conclusions in clause 8.3.
-	Use of IMC when USIM or ISIM is not available in UEs accessing IMS via an SNPN
-	Reuse of USIM credentials for IMS AKA shall be possible when USIM is available in UEs accessing IMS via an SNPN
-	Functionality for support of voice and emergency services with SNPN, excluding EPS fallback and T-ADS.
-	Support for UE Onboarding and remote provisioning (KI#4)
-	To enable UE onboarding over an Onboarding Network (ON) (O-SNPN or PLMN) and remote provisioning using user plane mechanisms for SNPN credentials as per conclusions in clause 8.4.1.
NOTE 2:	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible. When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received subscription profile from the UDM. How the subscription profile is defined, e.g. using DNN, S-NSSAI or other information dedicated for onboarding, is up to operator’s decision.
-	UE Onboarding i.e. enabling 3GPP connectivity for UE to realize remote provisioning
-	Enabling restricted PDU Session for UP provisioning
-	To enable UE onboarding with PLMN credentials and remote provisioning for PNI-NPN credentials using control and user plane mechanisms as per conclusions in clause 8.4.2.
NOTE 3:	No enhancement for the UE onboarding with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning.
Coordination with RAN WGs and SA3 will be done to meet the objectives of this WID.


This contribution intends to give the impact analysis of the Cell Access Control of Key Issues #1 and #4 from RAN3 perspective. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]2. Discussion on KI#1
2.1 Scenarios for KI#1 
The KI#1 of eNPN aims at enabling the UE to access SNPN (denoted by SNPN0) using subscription/credentials owned by an external entity, as shown in Figure 1. 
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Figure 1. Network architecture for KI#1
For KI#1, three scenarios have been captured in the conclusions of TR 23.700-07 [3] and will be specified in SA2’s normative phase [2]. The three scenarios are listed in Table I. 
· In scenarios 1 and 2, UE has subscription/credentials of an SNPN which is different from SNPN0 and offers AAA server or UDM/AUSF for external authentication. 
· In scenario 3, the UE has subscription/credentials of a PLMN which offers UDM/AUSF for external authentication.
Table I. Scenarios for KI#1
	Scenarios
	Subscription/credentials               
owned by UE and External entity
	External entity

	1
	SNPN1 subscription/credentials
	SNPN1 offering AAA server 

	2
	SNPN1 subscription/credentials
	SNPN1 offering UDM/AUSF

	3
	PLMN subscription/credentials
	PLMN  offering UDM/AUSF



The solution for scenario 1 is based on the AAA server which may be owned by e.g. verticals. The solutions for scenarios 2 and 3 use the roaming-like architecture, where SNPN0 takes the role of visited network and the external entity takes the role of home network. 
The following scenarios for KI#1 are expected to be specified by SA2 in normative phase: 
· Scenario 1: UE uses an SNPN subscription when the separate entity offers a AAA server;
· Scenario 2: UE uses an SNPN subscription when the separate entity offers a UDM/AUSF;
· Scenario 3: UE uses a PLMN subscription when the separate entity offers a UDM/AUSF.
2.2 Cell (re)selection and interface management 
As captured in TR 23.700-07, to facilitate SNPN selection for external authentication, the cell may broadcast relevant information. For scenarios 1 and 2 (see clauses 8.1.4):
-	SIB will be enhanced as follows, for SNPN only:
-	Indication that "access using credentials from a separate entity is supported"
-	Optionally, supported Group IDs (GIDs)
-	Optionally, an indication whether the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN
For scenario 3 (see clauses 8.1.5):
-	SIB enhancements as described in clause 8.1.4.
Based on the broadcast information and UE configuration, the UE can select an appropriate SNPN0. It is not clear that, when the UE accesses SNPN0 with an SNPN or PLMN subscription/credentials owned by an external entity, if there is any need for AMF selection or RAN assisted SNPN0 verification. To be specific, the following questions for each scenario (scenario 1, 2, 3) need to be clarified. 
· Is the support for external credentials homogeneous among all AMFs within the SNPN0, i.e. whether all AMFs within the SNPN0 shall support UE access with credentials owned by separate entity? 
· Whether the SNPN0-RAN shall notify to the SNPN0-CN about its support of UE access using the credentials from a separate entity, and/or its supported group IDs, and/or its support of UE access that are not explicitly configured? 
The following questions need to be clarified: 
· Is the support for external credentials homogeneous among all AMFs within the SNPN0, i.e. whether all AMFs within the SNPN0 shall support UE access with credentials owned by separate entity? 
· Whether the SNPN0-RAN shall notify to the SNPN0-CN about its support of UE access using the credentials from a separate entity, and/or its supported group IDs, and/or its support of UE access that are not explicitly configured?
The following issues, some of which are dependent on the answers to the questions raised above, should be studied.  
(1) Interface management. If the support for external credentials is not homogeneous among all AMFs within SNPN0, the information about the support for external credentials of AMF should be indicated to RAN node for AMF selection. On the other hand, whether the information about the support for external credentials of RAN node should be indicated to AMF, e.g. for UE verification or NG-based handover, can be further studied. 
(2) Initial UE Message. In order to assist the AMF to verify the UE access, it can further study whether to indicate “access using external credentials” and the selected H-SP group (if available) in Initial UE message.
Study the following issues related to NG signaling:
· Whether to exchange information on the support for external credentials over the NG interface and which information to exchange.
· Whether to indicate the “access using external credentials” and the selected H-SP group (if available) in Initial UE message for e.g. AMF verification. 
3. Discussion on KI#4
3.1 Scenarios for KI#4
The KI#4 of eNPN aims at enabling UE to access an onboarding network (ON) and get provisioned with SNPN or PNI-NPN credentials by the subscription owner (SO), as shown in Figure 2. 
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Figure 2. Network architecture for KI#4
For KI#4, three scenarios have been captured in the conclusions of TR 23.700-07 [3] and will be specified in SA2’s normative phase [2]. The three scenarios are listed in Table II. 
· Scenario 1: UE onboarding over SNPN0 and remote provisioning for SNPN1 credentials (SNPN0 and SNPN1 can be the same or different); 
· Scenario 2: UE onboarding over PLMN and remote provisioning for SNPN credentials; 
· Scenario 3: UE onboarding over PLMN and remote provisioning for PNI-NPN credentials.
Table II. Scenarios for KI#4
	Scenarios
	ON
	SO
	Credential provisioned to UE
	Credential for UE onboarding

	1
	SNPN0
	SNPN1
	SNPN1 credential
	default UE credential

	2
	PLMN
	SNPN
	SNPN credential
	PLMN credential

	3
	PLMN
	PNI-NPN
	PNI-NPN credential
	PLMN credential


[bookmark: _Toc4482379][bookmark: _Toc4482490][bookmark: _Toc4482515][bookmark: _Toc4502066][bookmark: _Toc4620385]
The following scenarios for KI#1 are expected to be specified by SA2 in normative phase: 
· Scenario 1: UE onboarding over SNPN0 and remote provisioning for SNPN1 credentials;
· Scenario 2: UE onboarding over PLMN and remote provisioning for SNPN credentials;
· Scenario 3: UE onboarding over PLMN and remote provisioning for PNI-NPN credentials.
In scenario 1, SNPN0 and SNPN1 can be the same or different. 
3.2 UE cell (re)selection and interface management
As captured in TR 23.700-07, to facilitate ON selection for UE onboarding in scenario 1, the cell may broadcast relevant information and the UE can select an appropriate ON based on the broadcast information and UE configuration (see clauses 8.4.1):
-	The NG-RAN of the Onboarding network includes an indication for Onboarding enabled in the SIB (per O-SNPN, considering that the NG-RAN can be shared) so that the UE can discover and select an appropriate O-SNPN. The UE may or may not be pre-configured with O-SNPN network selection information (e.g. O-SNPN network identifiers).
NOTE 2:	Whether the indication for Onboarding is sufficient or more SIB information is needed can be further discussed in the normative phase.
· Upon registration to an SNPN for Onboarding, the UE provides an indication at RRC level that the RRC connections for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.
According to the above conclusion, during the UE onboarding procedures, RAN node should select an appropriate AMF for UE onboarding and provisioning. This means that the AMF should provide its support of onboarding to the NG-RAN in the interface management messages. However, on the other hand, it is not clear at which granularity the AMF supports UE onboarding. To be specific, the following questions need to be clarified, for scenario 1:
· Whether the AMF of ON just indicate its support of UE onboarding, or indicate its supported SOs/DCSs as well?
· Whether the ON-RAN shall notify to the ON-CN about its support of UE onboarding, and/or its supported SOs/ DCSs?
For scenarios 2 and 3, there are no definite conclusions about the RAN3 impact captured in TR 23.700-07. However, the issues discussed in scenario 1 can also be identified for scenarios 2 and 3. Therefore, the above questions are also applicable to scenarios 2 and 3.
 The following questions need to be clarified: 
· Whether the AMF of ON just indicate its support of UE onboarding, or indicate its supported SOs/DCSs as well?
· Whether the ON-RAN shall notify to the ON-CN about its support of UE onboarding, and/or its supported SOs/ DCSs?
The following issues, some of which are dependent on the answers to the questions raised above, should be studied. 
(1) Interface management. The information about the support for UE onboarding and remote provisioning of AMF should be indicated to RAN node for AMF selection. On the other hand, whether the information about the support for UE onboarding and remote provisioning of RAN node should be indicated to AMF, e.g. for UE verification, can be further studied.  
(2) Initial UE Message. In order to assist the AMF to verify the UE access, it can further study whether to indicate “onboarding” and the selected SO/DCS (if available) in Initial UE message. 
The AMF shall provide its support of onboarding to the NG-RAN in the interface management messages. The granularity of the indication (e.g., AMF node level, or SO/DCS level) can be further studied.
It can further studied whether to indicate an “onboarding” indication or the selected SO/DCS (if available) in Initial UE message for verification. 
3.3 Remote provisioning for SNPN credentials 
According to the conclusion for KI#4 in TR 23.700-07, a restricted PDU session (or namely a Configuration PDU session) is supported to be dedicated for the remote provisioning. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN. The ON can monitor the time duration of this PDU Session in order to prevent misuse. Therefore, an indication for a restricted PDU session may need to be signaled in the PDU session management procedures over NG and the bearer context management procedures over E1.
Study whether to indicate the type of PDU session for onboarding in the PDU session management procedures over NG and the bearer context management procedures over E1.
4. Questions to SA2
In the above analysis, some questions about KIs #1 and #4 are raised (see Observations 2 and 4). As much RAN3 work is related to these questions, it is better to ask SA2 to clarify them before RAN3 making progress on the related aspects. The text proposal to LS is shown in the Annex.
Send a LS to SA2 asking for clarifications on the questions raised above (see the draft LS in Annex). 
[bookmark: _Toc423019950][bookmark: _Toc423020279][bookmark: _Toc423020296]5. Conclusion
Based on the above discussion, we get the following observations and proposals for KI#1:
1. The following scenarios for KI#1 are expected to be specified by SA2 in normative phase: 
· Scenario 1: UE uses an SNPN subscription when the separate entity offers a AAA server;
· Scenario 2: UE uses an SNPN subscription when the separate entity offers a UDM/AUSF;
· Scenario 3: UE uses a PLMN subscription when the separate entity offers a UDM/AUSF.
[bookmark: _Toc423020280]The following questions need to be clarified: 
· Is the support for external credentials homogeneous among all AMFs within the SNPN0, i.e. whether all AMFs within the SNPN0 shall support UE access with credentials owned by separate entity? 
· Whether the SNPN0-RAN shall notify to the SNPN0-CN about its support of UE access using the credentials from a separate entity, and/or its supported group IDs, and/or its support of UE access that are not explicitly configured?
1. Study the following issues related to NG signaling:
· Whether to exchange information on the support for external credentials over the NG interface and which information to exchange.
· Whether to indicate “access using external credentials” and the selected H-SP group (if available) in Initial UE message for e.g. AMF selection. 
We get the following observations and proposals for KI#4:
The following scenarios for KI#1 are expected to be specified by SA2 in normative phase: 
· Scenario 1: UE onboarding over SNPN0 and remote provisioning for SNPN1 credentials;
· Scenario 2: UE onboarding over PLMN and remote provisioning for SNPN credentials;
· Scenario 3: UE onboarding over PLMN and remote provisioning for PNI-NPN credentials.
In scenario 1, SNPN0 and SNPN1 can be the same or different. 
The following questions need to be clarified: 
· Whether the AMF of ON just indicate its support of UE onboarding, or indicate its supported SOs/DCSs as well?
· Whether the ON-RAN shall notify to the ON-CN about its support of UE onboarding, and/or its supported SOs/ DCSs?
The AMF shall provide its support of onboarding to the NG-RAN in the interface management messages. The granularity of the indication (e.g., AMF node level, or SO/DCS level) can be further studied.
It can further studied whether to indicate an “onboarding” indication or the selected SO/DCS (if available) in Initial UE message for verification. 
Study whether to indicate the type of PDU session for onboarding in the PDU session management procedures over NG and the bearer context management procedures over E1.
Also, we have a proposal for a LS to SA2.
Send a LS to SA2 asking for clarifications on the questions raised above (see the draft LS in Annex). 
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Annex – [to be updated]
Title:	LS on clarification on eNPN KI#1 and KI#4
Response to:	-
Release:	Rel-17
Work Item:	NG_RAN_PRN_enh

Source:	RAN3
To:	SA2
Cc:	SA1

Contact Person:	
Name:	
Tel. Number:	
E-mail Address:	

Attachments:	None


1. Overall Description:
RAN3 has discussed the specification impact resulting from SA2’s solutions of KI#1 “Support SNPN along with subscription/credentials owned by an entity separate from the SNPN” and those of KI#4 “Support for UE Onboarding and remote provisioning”, and has the following questions:
[bookmark: _GoBack]For KI#1,
Q1	Is the support for external credentials homogeneous among all AMFs within an SNPN, i.e. whether all AMFs within an SNPN shall support UE access with credentials owned by separate entity? 
Q2	Whether the SNPN-RAN shall notify to the SNPN-CN about its support of UE access using the credentials from a separate entity, and/or its supported group IDs, and/or its support of UE access that are not explicitly configured?
For KI#4,
Q3		Whether the AMF of ON just indicate its support of UE onboarding, or indicate its supported SOs/DCSs as well? 
Q4	Whether the ON-RAN shall notify to the ON-CN about its support of UE onboarding, and/or its supported SOs/ DCSs?
RAN3 respectfully seeks feedback from SA2 and SA1 to clarify the above questions.
2. Actions:
To SA2 groups.
ACTION:	RAN3 asks SA2 to provide feedback on the above questions.
3. Date of Next RAN3 Meetings:
RAN3 Meeting #111-bis-e 	12 – 20 April 2021
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