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1. Introduction
The DTLS (Datagram Transport Layer Security) is defined by Internet Engineering Task Force (IETF) to provide communications privacy over Stream Control Transmission Protocol (SCTP) in RFC6083 [1]. As described in 3GPP TS 33.501 [2], the DTLS over SCTP shall be supported for N2, Xn, F1 and E1interfaces. For example, the following is depicted for Xn interface in TS 33.501 [2]. 
In addition to IPsec, for the Xn-C interface, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].


In this paper, we will discuss the impacts of the size DTLS limitation on network interfaces and propose the potential way forward. 
2. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Discussion
2.1. Problem Description
The DTLS is a necessary security feature required in 3GPP TS 33.501. The following message size limitation is described in RFC6083 [1] as follows. 
	‘DTLS limits the DTLS user message size to the current Path MTU minus the header sizes. For the purposes of running over SCTP, the DTLS path MTU MUST be considered to be 2^14.’ 



[bookmark: _Ref53568441]Observation 1: DTLS over SCTP limits the maximum size of the messages to be 2^14 bytes (about 16K bytes).
However, in Release 16, the following inter-node RRC messages e.g. HandoverPreparationInformation, CG-ConfigInfo, UERadioAccessCapabilityInformation etc signaled over the network interfaces may exceed the 16K size. Typically, 
· UECapabilityInformation can be up to (9k * 16) Bytes;
· RRCReconfiguration can be up to (9k * 5)   bytes. 
In RAN2, the RRC segmentation mechanism is introduced over Uu interface considering the maximum PDCP SDU size in NR is 9k. The UL segmentation is applicable to UECapabilityInformation, and the DL segmentation is only applicable to RRCReconfiguration and RRCResume messages. In RAN3, this means that the full size of inter-node RRC cannot be signalled over the network NG, Xn, F1 and E1 interfaces. 
For example, during the handover procedure, 
· If the full size of UE radio capability information is not signalled, the target node has to fetch the UE radio capability from the UE, which results in the handover latency and bad UE experience. 
· If the HandoverPreparationInformation containing the RRCReconfiguration is not fully signalled, it will have the following consequences. 
· The target node has to perform full configuration, which results in large signalling overhead;
· The lossless handover may not be ensured if the PDCP/SDAP configurations can not be transferred. 
· Even worse, the source node may arbitrarily select some optional IEs to be transferred, and some optional IEs to not be transferred. This may incur the un-expectable behaviour at the target node. 
[bookmark: _Ref53568455]Observation 2. In case of DTLS over SCTP, the full size of UE associated inter-node RRC messages can not be signalled over network interfaces.
2.2. Potential Solutions 
To address the size limitation of DTLS over SCTP, the following potential options can be considered. 
2.2.1. Option 1: Indication of incomplete inter-node message transfer 
This option is to deliver a reduced-size inter-node RRC message from the source node to the target node with an incomplete indication. Typically, when the full set of inter-node message cannot be delivered, the source node can indicate to the target node that the inter-node message delivered is not complete. The reason is that, the behaviour is not expectable for the target node in case of incomplete inter-node RRC transfer since the target node can not identify whether this is due to the size limitation or the source node real configuration. For example, 
· If only partial optional information is signalled, the target node may wrongly think this is current real UE configuration. 
· If mandatory information is not signalled, the target node has to reject the procedure. 
The incomplete indication can be included in the inter-node message, or the network interfaces. However the issue listed above still remains for this option. 

2.2.2. Option 2: introduction of the new segmentation procedure over network interfaces
In this option, a message segmentation procedure is introduced to transmit the full set of inter-node RRC messages over the network interfaces, similar to the segmentation of RRC messages over the Uu interface. 
If the inter-node RRC message size exceeds the limits, the source node can segment the network message and send each segment to the target node in a numbered sequence. The target node can assemble the segments into a whole message. The Figure 1 gives an example for XnAP Handover request message. 
[image: ]
Figure 1. Message segmentation procedure 
2.2.3. Option 3: LS to IETF 
In this option, a LS can be sent to IETF to inform this issue, and request possible solutions from their perspectives, e.g. increase the maximum size. However this solution is time-consuming and may not solve the issue timely. 
2.3. [bookmark: _Ref53568470]Potential way forward
For all the three options, option 1 can not fully solve this problem since this may impact on system performance, while option 3 is time-consuming and has unclear outcome. 
Hence option 2 is slightly suggested. We have the following proposal. 

RAN3 is kindly suggested to discuss the message size limitation of DTLS over SCTP issue, and take the three solution options above as starting point.  
The companion paper provides the new segmentation procedure for XnAP in [3] as an implementation example. Also the LS can be produced online if deems necessary.

3. Conclusion
Based on the above discussion, we make the following observations and recommend RAN3 to discuss and adopt the following proposals:
Observation 1: DTLS over SCTP limits the maximum size of the messages to be 2^14 bytes (about 16K bytes).
Observation 2. In case of DTLS over SCTP, the full size of UE associated inter-node RRC messages may not be signalled over network interfaces.
1. RAN3 is kindly suggested to discuss the size limitation of DTLS over SCTP issue, and take the three options above as starting point as candidate solutions.  
The XnAP CR can be found in [3] as an implementation example. Also the LS can be produced online if deems necessary. 
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