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1 Introduction

CB: # 6_AS_rekey_emergency_fallback
SA2 LS: When the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the emergency fallback procedure. If AMF includes both the Security Key IE and the Emergency Fallback Indicator IE within one NGAP UE CONTEXT MODIFICATION REQUEST message, NG-RAN takes it as abnormal case. SA2 approved attached CR to clarify this scenario.

HW,Nok,DT 6108:

- Introduce Abnormal Conditions in the NGAP UE Context Modification procedure about the case in which both Security Key IE and Emergency Fallback Indicator IE are received in the same message.
E/// 6220:

- NG-RAN node shall only handle the Emergency Fallback in case it is requested together with AS Re-keying.

- capture in the abnormal case the above; liaise back SA2 and SA3

ZTE 6653:

- if AMF includes both the Security Key IE and the Emergency Fallback Indicator IE within one NGAP UE CONTEXT MODIFICATION REQUEST message, NG-RAN takes it as abnormal case.
CATT 6267:

- discuss the potential solutions on handling of the collision between AS re-keying and Emergency fallback, either failing the UE Context Modification procedure with appreciated cause value or succeeding the UE Context Modification procedure and indicating to AMF the failure of AS re-keying procedure
Chair: note LS; seems consensus; if agreeable, merge/revise HW etc./E/// / ZTE CRs
(HW - moderator)

Summary of offline disc R3-206849
2 For the Chairman’s Notes
Agree the draft LS R3-207121

OR
Agree the CRs R3-206108 and R3-206109

3 Background
In RAN3#107bis-e meeting, RAN3 discussed the behaviour of NG-RAN node if it receives one NGAP UE CONTEXT MODIFICATION REQUEST message that includes both the Security Key IE and the Emergency Fallback Indicator IE, and sent an LS (R3-202833) to SA2 and SA3 for feedback.

In SA3#99-e meeting, SA3 replied (S3-201484) with the following answer:

Q1. RAN3 respectfully asks SA3 to feedback whether it is acceptable for the network to give up the AS re-keying procedure and only initiate the emergency fallback procedure when the two procedures collide.

SA3 Answer: It is acceptable to SA3, for the network to give up the AS re-keying procedure and only initiate the emergency fallback procedure when the two procedures collide.
In SA2#140-e meeting, SA2 replied (S2-20) with the following answer:

SA2 discussed the behaviour of NG-RAN node if it receives one NGAP UE CONTEXT MODIFICATION REQUEST message that includes both the Security Key IE and the Emergency Fallback Indicator IE. 

From SA2 point of view, the AS re-keying procedure and the Emergency Fallback procedure are two different procedures and may collide with a very low probability. The Emergency Fallback shall have the highest priority and also require a strict service delay, so to guarantee the success of Emergency Fallback, the Emergency Fallback shall take precedence over AS rekeying if they collide. 

Consequently, SA2 agrees with the feedback of SA3 to give up the AS re-keying procedure and only initiate the emergency feedback procedure when the two procedures collide.
ACTION: RAN3 respectfully asks SA2 to feedback whether the case that both the Security Key IE and the Emergency Fallback Indicator IE are included within one NGAP UE CONTEXT MODIFICATION REQUEST message is abnormal or not.

SA2 Answer: When the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the emergency fallback procedure. If AMF includes both the Security Key IE and the Emergency Fallback Indicator IE within one NGAP UE CONTEXT MODIFICATION REQUEST message, NG-RAN takes it as abnormal case. SA2 approved attached CR to clarify this scenario.
In the attached SA2 CRs, the following clarification is added in Rel-15 and Rel-16 TS 23.501:

-
When the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the Emergency Fallback procedure.
4 Discussion

4.1 To align with SA2/SA3 feedback
Based on the input from SA3 and SA2, it is understood that When the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the emergency fallback procedure.
It means that from NG-RAN point of view, the corresponding IEs will not be provided within one NGAP UE CONTEXT MODIFICATION REQUEST message.

If AMF includes both the Security Key IE and the Emergency Fallback Indicator IE within one NGAP UE CONTEXT MODIFICATION REQUEST message, NG-RAN takes it as abnormal case.
Question 1: do you share the same understanding of SA2/SA3 feedback? If not, please clarify.
	Company
	Comment

	Huawei
	Yes

	Nokia
	Yes

	CATT
	Yes

	Samsung
	Yes

	ZTE
	Yes. But there are two RAN3 solutions on how RAN node handles the abnormal case.

	Ericsson
	Yes to handle the “two requests in one message” as abnormal case. As ZTE stated, how to handle it, currently we have two solutions on the table. These two solutions are reflected by Q2 and Q3.


Question 2: in case your answer to question 1 is yes, do you agree to add abnormal condition accordingly, as proposed in [R3-206108, R3-206109].

	Company
	Comment

	Huawei
	Yes
It should not happen, i.e. the AMF will not provide both IEs in the same message. And if in some bad implementation it happens, the NG-RAN shall fail the procedure as abnormal case.

	Nokia
	Yes

	CATT
	For this approach, a new cause value should be added to indicate the specific cause of the failure, e.g. the cause value “Collision between AS-rekeying and Emergency fallback” as been defined in [9][10].

	Samsung
	No. The emergency service is more important. So we think the NG-RAN node should handle only the Emergency Fallback if both the AS-rekeying and the Emergency Fallback are included.

	ZTE
	No. I agree with Samsung. Both E///’s CR [5] [6] and ZTE’s CR [13] [14] go to this solution.

	Ericsson
	No, agree with Samsung and ZTE. NG-RAN node should handle the “Emergency Fallback”. 


4.2 Enhancements
Some companies propose a potential enhancement that when Emergency Fallback is request, it would be beneficial to allow NG-RAN node to skip the AS-rekeying handling and only handle the Emergency Fallback. 

As mentioned in SA2 LS, AS re-keying procedure and the Emergency Fallback procedure are two different procedures and may collide with a very low probability, and when the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the emergency fallback procedure.
Therefore this enhancement will only be used in some bad implementation case (very corner case in moderator’s view), it is proposed to not address in this release. 
Question 3: are you ok to not introduce this enhancement for the corner case (AMF provides both IEs in the same message)?
	Company
	Comment

	Huawei
	Ok, it is optimization for a very corner case, i.e. some bad implementation.

	Nokia
	OK

	CATT
	SA2 asked RAN3 to take the collision of the procedures as the abnormal case. 
Following the same principle of the 5GC, it’s better for NG-RAN to give up the AS re-keying procedure and continue the Emergency fallback, this would not introduce any extra delay for the Emergency fallback.

In the success response, an indication “AS re-key is failed” is added in the UE CONTEXT MODIFICATION RESPONSE message to indicate 5GC AS-rekeying is failed due to the collision of the procedures, refer to CR [11][12].

	Samsung
	We support the enhancement. As mentioned for Q2, it is better that the NG-RAN node handles only the Emergency Fallback and ignore the AS-rekeying.

	ZTE
	We support the enhancement and share the same view as Samsung. 
Moreover, in my view, in case of bad implementation happened at AMF, NG-RAN shall provide good behavior by only handling the Emergency Fallback, other than simply reject the request message sent from AMF.
We can send LS to ask SA2 which RAN3 solutions they prefer.

	Ericsson
	We support the “enhancement” and share the same view as Samsung and ZTE, also CATT.

The NG-RAN behavior is aligned with AMF.


4.3 Second round discussion

Question 4: Do you agree that an AMF follows the spec will not provide both IEs to RAN in the same modification message?
	Company
	Comment

	Huawei
	agree

	CATT
	Agree

	Samsung
	Agree

	ZTE
	Agree

	Ericsson
	1. AMF who follows the new specification should not send two requests in one message;

2. There are old AMFs who may send two requests in one Ctx Modification message. This should also be taken care by NG-RAN node.

	Nokia
	Agree


Question 5: Do you agree that in case the AMF does not follow the spec, the NG-RAN shall fail the procedure?
	Company
	Comment

	Huawei 
	agree

	CATT
	Either fail the procedure, or proceed with emergency fallback(only fails the AS re-keying).

	Samsung
	No.

In case of the failure of the procedure, the emergency service setup is delayed or, if the bad implemented AMF includes both the Emergency Fallback and the AS re-keying again after receiving the procedure failure message, the emergency service can’t be setup. In our understanding, the emergency connection shall be established in any case if possible, and as early as possible.

	ZTE
	No, NR-RAN shall handle only handle the Emergency Fallback, and ignore AS-rekeying.

	Ericsson
	No: from the point that Emergency Fallback should have higher prio;

No:  for NBC point of view.

	Nokia
	Agree.


Question 6: If your answer to Question 5 is no, then in case of successful reply, how can the AMF understand whether the AS rekey is performed or not?

	Company
	Comment

	Huawei
	In such case, not sure if there is a need to introduce a new IE in the modification response message of whether AS rekey is performed or not.

But as we clarified before, for the AMF follows the spec, these IEs will not be provided to RAN in the same modification request message, the simultaneous presents of both Ies is abnormal and corner only happens in case of bad implementation,  therefore any further optimization is not expected.

	CATT
	If NG-RAN proceed with Emergency fallback and fails the AS rekeying for this abnormal case, one IE need to be included in the response message to indicate the AS rekeying is failed, just like [11][12].
If NG-RAN fails the procedure in this abnormal case, a new cause value should be added to indicate the specific cause of failure, e.g. “Collision between AS-rekeying and Emergency fallback” , please refer to [9][10].

We have no strong preference on the two approaches, either way is fine to fix this abnormal case.

	Samsung
	In case of the redirection or handover to EPS, there may be no issue. The AS rekeying mismatch happens when UE is handover from gNB to ng-eNB. We think this case may happen very rarely.

So we’re ok with proceeding the Emergency Fallback procedure without further impact on the message, or also ok with adding the AS-rekeying failure indicator in the UE CONTEXT MODIFICATION RESPONSE message.

	ZTE
	Copy the following sentences from the coming LS:

Q1. RAN3 respectfully asks SA3 to feedback whether it is acceptable for the network to give up the AS re-keying procedure and only initiate the emergency fallback procedure when the two procedures collide.

SA3 Answer: It is acceptable to SA3, for the network to give up the AS re-keying procedure and only initiate the emergency fallback procedure when the two procedures collide.
ACTION: RAN3 respectfully asks SA2 to feedback whether the case that both the Security Key IE and the Emergency Fallback Indicator IE are included within one NGAP UE CONTEXT MODIFICATION REQUEST message is abnormal or not.

SA2 Answer: When the AS re-keying procedure and the Emergency Fallback procedure collides, the AMF gives up the AS re-keying procedure and only initiates the emergency fallback procedure. If AMF includes both the Security Key IE and the Emergency Fallback Indicator IE within one NGAP UE CONTEXT MODIFICATION REQUEST message, NG-RAN takes it as abnormal case. SA2 approved attached CR to clarify this scenario.
In our view, according to the SA2 answer, RAN shall handle it as abnormal case (SA2: “NG-RAN takes it as abnormal case”). And further according to the SA3 answer, RAN shall handle emergency fallback only (SA3: “the network to give up the AS re-keying procedure and only initiate the emergency fallback procedure”). 

For us, it is very clear. But if other companies stick other understanding, we can send LS to SA2 for further checking.

	Ericsson
	We have the same view as Samsung.

	Nokia
	Same view as Huawei.


4.4 Further email discussion on the reflector
Comments received over email on the reflector:
	Company
	Comments

	Huawei
	After two rounds discussion, we are in a deadlock case, three companies consider the abnormal case is very very corner case and the NG-RAN node shall fail the procedure, three companies consider that even in such abnormal case the emergency fallback should still be performed, one company stays neutral.
So I drafted a Reply LS to SA2, with the two alternatives, ask for their preference, please review and comment, if any.

	CATT
	Thanks for the great effort~

From the situation of the offline discussion, it seems not possible for us to  reach the consensus on handling of such kind of collision (abnormal case) in this meeting.

So, we’re fine to send the LS to SA2 to ask for their preference of the solutions.

The current draft LS is fine with me.

	Ericsson
	It is unfortunately that we cannot converge. However how to handle the abnormal case seems in RAN3 scope.

	Huawei
	But how can we progress? From my understanding, SA2 already clarified that these two procedure only collides in a very low probability, and if collides, the AMF only triggers emergency fallback, so the scenario you would like to address, is a very corner and rare case… 
Do you agree to fail the procedure, i.e. do not introduce further optimization? It is not worth to do so…

	Samsung
	Abnormal case should be discussed in RAN3, but if not agreeable on this issue in RAN3, we don’t have objection on sending the LS to SA2.

	Ericsson
	As I have stated in the SOD early, there are two cases:
1. The AMF follows the new st2 specification, then it should not send two requests in one message;

2. We have old AMF out there, which sends two requests in one modification message today.  

Both cases are to be handled by NG-RAN node. For case 2 above, to treat it as failure simply is backwards not compatible. 

	Huawei
	For these two cases, for 1, you agree that with SA2 current clarification, both IEs will not be provided together. For 2, as clarified by SA2 that these two procedure only collides in a very low probability.
And if the NG-RAN performs emergency fallback, how can the AMF knows if this is a new NG-RAN node only performs emergency fallback and ignored the as-rekey, or this NG-RAN node performs both? 

If in such abnormal and rare case, the NG-RAN fails the UE context modification, the legacy or new AMF will clearly know that both emergency fallback and as-rekey are not performed, therefore it is backward compatible.

	Samsung
	 I think the scenario that I mentioned in the SoD has not been solved yet.
If AMF sends both the AS-rekeying and the Emergency fallback again after rejecting the procedure, do you think the emergency connection is not necessary to be connected?
Assuming AMF is implemented to send both indicator, I think this scenario can happen.

	Huawei
	SA2 clarified that the AS rekey and emergency fallback at CN side, only collides in a very low probability, and once the AMF is updated to the latest version, it will not provide both IEs in the same message anymore.

	Samsung
	Even though very low probability, I think it would be critical because it’s emergency service.
As stated in SA3 answer, AS re-keying can be ignored when two procedures collide.
It clearly means the emergency fallback is more important than the AS re-keying.
 And if every AMF shall not provide both indicators to NG-RAN, I think the rejection procedure is not necessary and the AS-rekeying can be ignored without any impact on any message/IE.

	ZTE
	I think both E/// and ZTE willl share the same view with Samsung.

In my view, what the Samsung indicated is the motivation and reason why we had sent previous LS to SA2 on how to priority handle the emergecy fallback.

On the contrary, if RAN3 tends to roughly reject the message, then we do not need to send our previous LS in previous meeting.


5 Conclusion

If needed
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