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1. Introduction

This document discusses the action requested in the LS received from SA [1], and the accompanying CR to TS 33.501 [2].
2. Discussion
2.1 Background
In [1], SA tasks several working groups, including RAN3, to:

update their respective Rel-16 specifications to mitigate the security threat caused by the lack of user plane integrity protection for 5GC-capable UEs (supporting Architecture option 2) and submit the Rel-16 CRs to TSG#89. TSG SA encourages SA WG2, SA WG3, RAN WG2, RAN WG3 and CT WG1 to conclude corresponding work for other Architecture options in Rel-17.

The LS explains that SA has decided to mandate full-rate UPIP for Architecture option 2 from Release16 onwards and extend it to other Architecture options from Release 17 onwards.

The approved CR to TS 33.501 [2] adds the following statement to clause 5.2.3:

The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
2.2 Discussion of RAN3 impact
In our understanding, the conclusion of the SA discussion is essentially that a UE that supports NR (arch 2 at least) shall no longer be able to signal a maximum rate for integrity protected traffic of 64 kb/s. SA also seems to indicate that in rel-16 there is no intention to change the conditions when integrity protection may (or may not) be applied to a bearer; however this is a focus for rel-17.
The approved CR to TS 33.501 also confirms this, as the text relates to UE support, and there is no impact on the various restrictions applicable to ng-eNBs (i.e. architecture options besides option 2) which are documented in TS 33.501, and which RAN3 specifications already support.

Therefore we conclude that TSG SA requires rel-16 UEs supporting arch 2 at least to behave as the subset of rel-15 UEs that declare “full rate”. It seems obvious that the easiest way to achieve this is to mandate such UEs to declare “full-rate”. If this is done, there is no impact to RAN3 specifications or in fact to network behaviour in general.
Observation 1: The requirement in the TS 33.501 CR can be fulfilled via UE behaviour, and without impact in RAN3 stage 3 specifications.

There may or may not be a need to impact RAN stage 2 specifications, but since this is mostly about UE behaviour, it can be left to RAN2.

Observation 2: Stage 2 RAN changes regarding UE behaviour (if needed) may be left to RAN2.

It is therefore proposed to reply to the LS accordingly:

Proposal 1: Send a reply stating that RAN3 assumes that the requirement can be fulfilled by a change of UE behaviour (mandating “full rate” signalling” at least for certain UEs), and no RAN3 impact is expected in this case.
A draft LS is provided in [3].
2.3 Release 17 aspects
At this point, the action from SA is to look into extending this (i.e. full support of integrity protection) to all architecture options. Since SA3 will look into this in rel-17, and since RAN3 requirements derive from the SA3 specification, it is reasonable to wait for SA3 to lead this work.

Proposal 2: RAN3 waits for progress in other groups (particularly SA3) for release 17, and notes this in the reply LS.

Note that this will have direct impacts to RAN3 specifications since various restrictions may need to be lifted. However the details can be worked during release 17, following SA3.

Observation 3: RAN3 specification changes are expected in release 17.

2.4 Codepoints for maximum integrity protected data rate
Although not connected to the LS, it has been noticed that CT1 recently agreed a CR to add a new codepoint to the Maximum Integrity Protected Data Rate. This has a value of “null” and is to be used by a UE that does not support N3 data transfer.
Considering the applicable NGAP procedures to such a UE, it is possible that such value will not be passed to the RAN (i.e. it is defined because the UE is mandated to return a value, and in this case, other values are meaningless). Still, it seems safe practice to add this codepoint since in future further codepoints may be added or the usage of this codepoint could be extended, and the RAN IE should preferably be formally aligned with the NAS IE.

CRs adding this new codepoint are provided in [4,5,6].

Proposal 3: Agree CRs adding a new codepoint for the Maximum IP Data Rate, to align with NAS specification.

3. Summary and conclusions
From the discussion above, the following observations were made:
Observation 1: The requirement in the TS 33.501 CR can be fulfilled via UE behaviour, and without impact in RAN3 stage 3 specifications.

Observation 2: Stage 2 changes regarding UE behaviour (if needed) may be left to RAN2.
Observation 3: RAN3 specification changes are expected in release 17.

These result in the following proposals:
Proposal 1: Send a reply stating that RAN3 assumes that the requirement can be fulfilled by a change of UE behaviour (mandating “full rate” signalling” at least for certain UEs), and no RAN3 impact is expected in this case.
Proposal 2: RAN3 waits for progress in other groups (particularly SA3) for release 17, and notes this in the reply LS.

Proposal 3: Agree CRs adding a new codepoint for the Maximum IP Data Rate, to align with NAS specification.

A draft LS reply (for P1 and P2) is provided in [3], and CRs (for P3) are provided in [4,5,6].
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