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1 Introduction

CB: # 106ter_RAN_UE_ID

-  clarify usage and requirements

- security concerns?

- persistence of such a UE ID?

- is this a new, allowed, RAN function?

(TIM - moderator)

Summary of offline discussion R3-202770
2 For the Chairman’s Notes

There is no consensus on supporting additional scenarios, as requested by operators.
There is no consensus on the impact of the proposed solution on existing functions.

There are some technical aspects that should be further addressed:
· RAN UE ID uniqueness: how frequent it is and whether to specify the treatment in case of conflict

· Security and privacy aspects, including use of TTL, to be discussed with SA3
3 Discussion

3.1 Usage and requirements for RAN UE ID transfer over X2/Xn and NG

Proposal in R3-202313 aims at extending the usage of RAN UE ID, already introduced in Rel-15 over E1 and F1, to be able to also correlate procedures over X2/Xn and NG affecting the performance of the same user, for e.g. trouble shooting and performance monitoring.

Company are invited to provide comments about the purpose of the proposed extension wrt to alternative/existing solutions in the Table. 

	Company
	Yes/No
	Comment

	TIM
	Yes
	The extension to X2/Xn and NG is needed to be able to correlate procedures like handover or EN-DC to the same UE. Correlation based on interface identifiers may not work in the case these ID are changed or require extensive tracing effort both in the network nodes and at management layer.

	Samsung
	No
	The need for the RAN UE ID correlation with X2/Xn and NG should be further clarified, e.g. what performance monitoring, by which entity.

	ZTE
	No
	The motivation should be clarified, which issue needs to be solved with this RAN UE ID.

	Ericsson
	Yes
	The gain is the simplicity and possibility to not need to follow the full chain, e.g. after 3 handovers you can see if the same UE comes back without having to trace all UEs all over the network. This last thing is not possible with UE AP IDs. Correlation among the UE AP identifiers is not and should not be generically assumed over the various UE AP ID in inter-vendor cases

	Deutsche Telekom
	Yes
	Support views of TIM and E///.

	Huawei
	
	Same view as Samsung and ZTE with regards of the scenario, gain and benefit.

They are tools existing for tracing, KPI etc … which are going above the RAN UE ID and provide information also during connected mode.

In connecting mode the UE History information already provide more information than the ‘benefit’ claims by R3-202313 over interface like Xn

We also do not understand this correlation concept because the ID should change at each connection. 

How the RAN UE ID could be used in real-time only during one RRC connection?

Etc…

	Nokia
	No
	Already with existing UE-associated identifiers assign per interface, it is possible to match different interface events for a particular UE. Thus, there is no need to add additional information elements across elements and over multiple messages as it is proposed. 
Likewise, the optional nature of the RAN UE ID will not guarantee that the network nodes support passing this value (which we also see as a severe security concern) or that it even remains without change (i.e., is a persistent value), and correlation would need to anyway be based on UE-associated identifiers. For the intention of tracing a UE, tracing function can be used instead.

Furthermore, if the RAN UE ID is made persistent and valid across gNBs, a new mechanism should be in place to guaranty the uniqueness of the ID, and also a new mechanism to release the ID when it is not used anymore.


3.2 Security issues

In R3-202420 and during the online discussion, concerns were raised about potential security issues, wrt the introduction of new UE identity. Companies are invited to provide details about the additional security issues introduced by the usage of RAN UE ID over X2/Xn and NG interfaces.

	Company
	Yes/No
	Comment

	TIM
	No
	As defined for F1 and E1, RAN UE ID is generated by RAN nodes and extending to X2/Xn/NG does not modify the purpose of the identifier. The presence of RAN specific identifier, e.g. at the handover, locally is not different from any other information coming with e.g. a RAN UE context. The persistency of the RAN UE ID may be controlled in a way that the validity can be limited to observe performance for a limited time period / coverage area (see next point).

	Samsung
	
	With use of TTL, we don’t see the security issue. There may be no correlation between UE’s permanent ID and RAN UE ID.

	ZTE
	
	There already has X2/Xn UE AP ID which is used to recognize the UE uniquely over those interfaces without any security issues.

	Ericsson
	
	RAN UE ID will not be sent on Uu and can be treated similarly to T-IMSI, i.e. changed regularly e.g. every 24 hours, to protect end-user integrity, which is proposed by the TTL mechanism

	Deutsche Telekom
	
	Introduction of TTL mechanism for protecting the user integrity.

	Huawei
	
	We already had concern for RAN UR ID over E1 and F1, but accepted considering this was “internal to gNB”. 

Change the paradigm of identifying the UE and tracking it, is SA2 and SA3 decision not a RAN3 decision.

There is already UE history to monitor time period etc…   

The TTL is not a guarantee of security and safety according to the fact it is generated in the RAN. We already face in some country and implemented feature against rogue BTS. We do not understand how TTL can face such issue …

	Nokia
	Yes
	We see this as a strong security concern regardless of the TTL proposed. A TTL determined at source node, with value up to 65535 mobility/SN addition events before being refreshed is by no means “short timed”, and a user can be identified over multiple RAN zones simply based on this IE. Moreover, by also including the RAN UE ID over NG, we see also compromising security by allowing simple matching of 5G-S-TMSI with the RAN UE ID included in the message.
Likewise, even if “refreshed” after very limited mobility events, there is still issue on how to manage allocation and release of these identifiers.


As discussed in previous meetings and summarized in R3-202313, a mechanism is proposed to configure the time-to-live of the assigned RAN UE ID, in order for the operator to control the persistency of the allocated RAN UE ID, and to comply with potential security needs. The proponents also suggest to verify with SA3 whether the solution is compliant with 3GPP requirements.

Companies are invited to comment on whether the solution is feasible from WG3 point of view or to highlight additional issues related to the RAN UE ID persistency.

	Company
	Yes/No
	Comment

	TIM
	Yes
	The opportunity to configure the time-to-live seems feasible with limited impact and allows the operator to set it according to both management and security requirements in a flexible manner. In order to verify the validity of the principle and define a suitable configuration range, it is suggested to verify across the 3GPP security requirements (e.g. SA3)

	Samsung
	
	The following comment raises other issue:
The RAN UE ID is not globally unique, so even though TTL is used, the RAN UE ID for a UE might be conflicted with other UE’s RAN UE ID after mobility. In case of intra-gNB, this ID conflict issue was already discussed and solved.

	ZTE
	
	The current UE AP ID over interfaces or S-TMSI can serve this purpose as well.

	Ericsson
	Yes
	TTL mechanism should be enough and details can be checked by SA3. No conflict with other UE IDs as the RAN UE ID is totally independent and optional

	Deutsche Telekom
	Yes
	Any security issues to be checked with relevant WGs, especially SA3 (see comments by TIM and E///). 

	Huawei
	
	Same concern as Samsung and ZTE.
Besides security, there is also privacy issue to check. In some context RAN should not be able to record “private” information related to the UE. 

What is the benefit of RAN UE ID compared with MDT, trace and UE history which allow already all interface exchange

	Nokia
	No
	Similar concerns as Samsung, ZTE and Huawei


3.3 Impact on existing functions

During the online discussion, comments were raised about functional impact on tracing from the extension of RAN UE ID. It was also discussed if the proposal in a new function, or part of an existing one.

Companies are invited to provide their view about the impacts of the solution on tracing mechanism. Companies are also invited to give their view about the novelty (or not) of the proposal.

	Company
	Yes/No
	Comment

	TIM
	No
	Apart from handling the validity time, the extension of transferring RAN UE ID over X2/Xn/NG does not introduce additional functionality in the RAN nodes. The principles of tracing are not changed, e.g. both interface trace or internal node trace may be supported and no specific trace activation is required in addition to the mechanisms currently specified.

	Ericsson
	No
	As commented online, this is not a new function as it exists already on E1 and F1, from rel-15. The comments regarding the differences between the RAN UE ID and the trace function was clarified during the rel-15 discussion. There is no impact on the existing Trace function 

	Deutsche Telekom
	
	Same view as TIM and E///.

	Huawei
	
	There is new function for sure and a new paradigm on fact RAN is more and more informed on UE identity,… There is huge different in term of function on what is inside a gNB and what is exchange over inter node and inter system…

	Nokia
	Yes (i.e. new function)
	We see this as a new function. Likewise, also not impacting only 5G RAN, but also legacy 4G with further changes to core network. Definitively not a “correction” in our view either.


4 Conclusion, Recommendations [if needed]

Companies contributing to the email discussion
TIM, Samsung, ZTE, Ericsson, Deutsche Telekom, Huawei and Nokia

Usage and requirements for RAN UE ID transfer over X2/Xn and NG

Nokia, ZTE, Huawei, Samsung do not see the benefit of extending the usage of RAN UE ID to X2/Xn and NG. 

Operators expressed the need for important procedures like EN-DC and inter- node mobility and clarified why the existing solutions are not effective (as also discussed when RAN UE ID was introduces on F1 and E1)
Security issues

Nokia, Huawei have concerns on the implication on security and privacy
Samsung, Ericsson, TIM and DT believe that the presence of the RAN UE ID as such does not introduce additional security threats wrt any other RAN ID, especially if TTL is used. Exact values for TTL can be discussed. 
It is acknowledged that the issue should be anyway checked with SA3.
Ensure the uniqueness of RAN UE ID
Samsung and Nokia raise the concerns on how to ensure the uniqueness of RAN UE ID. This is considered an additional constraint on the node implementation. Based on the proposal, this looks a very rare case, but it is acknowledged by the proponents that the behavioral description could be improved, if necessary, in order not to imply stringent requirements.
Impacts on existing functionalies

Huawei believe that the extension of the usage of RAN UE ID imply new functions in the nodes wrt to trace. Nokia also raises concerns of affecting E-UTRAN and NG-CN. Ericsson, TIM and DT comment that implications on tracing were discussed in Rel-15 and it was acknowledged that there are no functional impacts on tracing.
Conclusion and way forward
There is no consensus on supporting additional scenarios, as requested by operators.
There is no consensus on the impact of the proposed solution on existing functions.

There are some technical aspects that should be further addressed:
· RAN UE ID uniqueness: how frequent it is and whether to specify the treatment in case of conflict

· Security and privacy aspects, including use of TTL, to be discussed with SA3
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