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1 Introduction
This contribution is to summarize the offline discussion for the following CB:

CB: # 10_Email_IAB_DC_operation

- Turn WA into agreement: the X2 interface needs to be enhanced to transfer the IP packets of the F1-C interface, which includes the F1AP, as well as other SCTP CHUNKs between the MeNB and IAB-Donor? (ZTE,QC,SS,Nok)

- LTE leg for F1-C traffic can be used only after the F1 interface has been established between IAB donor CU and IAB node? (SS)

-  X2 can be used for F1-C as the initial or as alternative path; X2 path should use separate IP addresses selected from the link local unicast address space of either IPv4 or IPv6; agree X2 establishment procedure and IP address allocation; liaise RAN2? (QC)

- Up to donor CU to decide when to configure the indirect path, but it is not configured as a complete replacement? (HW)

- no special desgn needed for IP address allocation for indirect path? (HW)

- reuse IP address allocation and IPsec mechanisms? Up to implementation whether NR or LTE path is used to transfer F1-C? (ZTE)

- IPsec for F1-C traffic over LTE not needed/left to implementation? (SS,QC,HW)

- Go for minimum agreeable set

- merge/revise as agreeable; check details

(Nok - moderator)

Summary of offline disc R3-202482
The contributions discussed in this CB are listed in Section 6.

2 For the Chairman’s Notes

Following proposals are agreed:

P1-1: The F1-C IP packet over the LTE leg includes the SCTP/IP header.
Stage-3 TP can be found in R3-202789. 
P2-1: When a LTE leg is configured, it can be used for F1-C. It is up to RAN2 to design how to perform the configuration.

P2-2: It is up to Donor-CU to decide to only configure LTE leg, or only configure NR leg, or configure both LTE leg and NR leg, for F1-C. 

P2-3: When both LTE leg and NR leg are configured, it is up to node’s implementation to select a leg for F1-C transfer. 

P3-1: The existing security requirements for F1-C apply to F1-C over LTE leg as well. The F1-C over LTE leg reuses the existing security mechanisms for F1-C interface. 

P4-1: separate IP address pair {IAB-DU’s IP address, CU’s IP address} should be used for NR leg and LTE leg.

P4-2: FFS on whether same SA/NSA IP address allocation procedures for the IP address assignment for F1-C over LTE leg

P5-2: No impact to X2 interface on setting up LTE leg for F1-C. 

3 Discussions (Phase I)

3.1
previous WA
Last RAN3 meeting agreed the WA: the X2 interface needs to be enhanced to transfer the IP packets of the F1-C interface, which includes the F1AP, as well as other SCTP CHUNKs between the MeNB and IAB-Donor.
In last meeting, there was some questions on this WA, e.g. whether the X2AP procedure only transfer the F1AP message or the F1AP message plus the SCTP/IP header. Contribution ([2]

 REF _Ref38266736 \r \h [3]

 REF _Ref38266737 \r \h [4]

 REF _Ref38266738 \r \h [5]) propose to transfer the F1AP message plus the SCTP/IP header. 

Q1: Is it agreeable to turn the WA into an agreement and make it more clear, e.g. add the last sentence as below?

the X2 interface needs to be enhanced to transfer the IP packets of the F1-C interface, which includes the F1AP, as well as other SCTP CHUNKs between the MeNB and IAB-Donor. The F1-C IP packet over the LTE leg includes the SCTP/IP header. 
If yes, need to add the clarification text in the Semantics description for the F1-C Traffic Container IE. 

	Company 
	Answer to above question 
	Comments (please provide views on your choice)

	QC
	See comment
	Let’s understand the background. 

RAN2 discussed this matter, and they asked themselves which entity at the IAB-node and the IAB-donor would be responsible to switch between the NR and the LTE/X2 paths. The following was considered:

1. F1AP entity: In this case, it would be sufficient to solely send F1AP messages directly over X2/LTE RRC. Security, reliability, in-order delivery is the same as for NR RRC over X2/LTE, where nobody has ever raised any concerns.

2. SCTP entity: In this case, SCTP multi-homing could be used in the same manner as for SA mode with NR DC. This implies that the LTE/X2 represents a separate SCTP path. There was the feeling that this had certain advantages.

All of this is RAN3 territory. It should be up to RAN3 to discuss and understand the trade-off between these two solutions or consider further options. In the last meeting, I asked for reasons why we send the full stack and not just F1AP. Since nobody could give me an answer, I asked to keep this as a WA. 

I still haven’t heard a single convincing technical reason 
why sending the full stack is better than only F1AP. I hope I’ve missed it. 

I hope that the further entries in this table will provide the reasons why RAN3 thinks it is best to send the full stack!

	KDDI
	yes
	Originally, we assume SCTP entity described by QC above. The advantage of this is using SCTP multi-homing to ensure the path qualities with multiple SCTP paths, one is NR leg, the other is LTE leg. Those transport layer configuration is not discussed in RAN3 usually in my understanding. So, we admit that RAN3 may not capture all those transport layer configuration.

We also see some benefit for F1AP entity, so we are fine to have both mechanisms.

	Samsung
	Yes
	In our understanding, the intention of including the full stack is to utilize the in-sequence delivery of the F1AP message(s) at the IAB donor CU if the F1AP messages are transmitted via the LTE leg. If only F1AP message is included in the RRC and X2AP, how the in-sequence delivery is guaranteed? Please note that, the in-sequence delivery over X2 is referring to the X2AP rather than F1AP. 
To decide which leg is used, we think it is the internal implementation issue. Specifically, at the IAB donor CU side, after the IP layer generates the IP packet including the F1AP message or SCTP CHUNKs, IAB donor CU can internally determine which leg is used. At the IAB node side, the similar operation can be applied. In this sense, we don’t think the multi-homing feature of SCTP should be utilized. 

	ZTE 
	Yes 
	

	Huawei
	See comment
	We are fine with the WA in last meeting, but not agree to add the “The F1-C IP packet over the LTE leg includes the SCTP/IP header.”. Because as QC pointed out, the F1AP can be transmitted via X2&LTE RRC with or without adding SCTP/IP, this is beneficial with less overhead. Both solutions are workable.

	Nokia
	Yes
	Regarding to QC comment, we think this is an implementation issue.

	Ericsson
	Yes
	As a reply to QC question: the packet must include the SCTP/IP header, for several reasons:

· We have agreed to carry F1-C traffic, F1AP packets without SCTP/IP header are not F1-C traffic

· F1AP connection is a logical one and SA3 requires that it is security protected end-to-end, regardless of the scenario. This means that if IPsec is used, there must exist IP, and if DTLS is used there must exist SCTP -> SCTP/IP headers must be carried.
· Please note that even if we have DTLS on X2-C and PDCP on LTE Uu, the SA3 requirement on end-to-end F1AP protection must still be respected!

· One example of ‘double protection is NAS signalling’, where the protection is applied both end-to-end and on S1.
We shall not dare tampering with well-established SA3 principles!

	AT&T
	Yes
	As implied in comments by some companies, both solutions can be made to work by implementation. However, it may be clearer to explicitly state the inclusion of SCTP/IP header. Ericsson brings up some good reasons to do that.  


Summary: 
· 6 companies are ok to turn the WA into an agreement, and make it clear that the F1-C traffic transmitted over X2AP interface includes the SCTP/IP header;

· 2 companies are not ok to turn the WA into an agreement, and propose to not include the SCTP/IP header. 
P1: It is suggested that companies opposing the WA to clarify the issue for current WA (i.e. why the WA cannot be an agreement).  
3.2
When setup the LTE leg for F1-C transfer, and how to use the LTE leg for F1-C transfer

There are some different views on when to setup (or configure) and use the LTE leg for F1AP transfer. 

· Contribution ([2]) proposes “When both NR and LTE paths are already established, which one is used to transfer F1-C traffic can be up to IAB node implementation.”

· Contribution ([3]) proposes “the LTE leg for F1-C traffic can be used only after the F1 interface has been established between IAB donor CU and IAB node.”

· Contribution ([4]) proposes “It is up to the IAB donor-CU’s implementation to decide when to configure the indirect path, but the indirect path is only configured as a complementary to the direct path, rather than as a complete replacement.”

Q2-1: is it agreeable that it is up to the IAB donor-CU’s implementation to decide when to configure the LTE leg for F1-C transfer? 

	Company 
	Answer to above question 
	Comments (please provide views on your choice)

	QC
	Yes, but…
	This should not preclude the IAB-node to attempt F1-C establishment via the LTE path, i.e., before the NR path is established. 

	KDDI
	Yes
	We don’t see any benefit to have a restriction for the implementation.

	Samsung
	See comments
	In general, we agree that IAB donor CU can determine when to use the LTE leg by implementation. However, when the LTE leg is allowed to be used is a debatable issue. 

Thus, a precise expression should be 

It is up to the IAB donor CU’s implementation to decide when to use the LTE leg for F1-C transfer after the LTE leg is allowed to be used.  


	ZTE
	Yes, but...
	Donor CU determines when to configure the LTE leg, but when both NR and LTE paths are already established, which one is used to transfer F1-C traffic can be up to IAB node implementation.

	Huawei
	Yes
	We prefer the original expression, that’s not mean the path selection which is discussed in the Q2-2.

	Nokia
	Yes
	We prefer to let Donor-CU have full control. 

	Ericsson
	Does “configure” mean “to prepare” OR “to start using”?
	What does it mean “to configure”? To prepare the F1-C LTE leg and use it later when necessary OR to start using the LTE F1-C leg from start? 

In our view:

· IAB-node *always* starts using the F1-C NR leg first. If the leg cannot serve F1-C reliably, what can we expect it to do for the F1-U traffic, which is higher in volume and more dynamic?

· The LTE F1-C leg can start being used anytime *later*, and the decision on when later that is should be up to node implementation.

	AT&T
	Yes
	It should be left up to Donor CU implementation when to use the F1-C LTE leg after it has been configured. However, we prefer to not preclude the use of the LTE leg for F1-C establishment for deployment flexibility. That would also be a more forward-looking design. 


Q2-2: is it agreeable that using LTE leg for F1-C transfer is a complementary to using NR leg for F1-C transfer, rather than as a complete replacement to using NR leg for F1-C Transfer?

If the answer is yes, how to activate or deactivate the LTE leg? Does it require explicit signaling to inform the IAB-DU and Donor-CU to switch to LTE leg, or switch back to NR leg?

	Company 
	Answer to above question 
	Comments (please provide views on your choice)

	QC
	See comment
	This contains two questions:

Q2-2a: What should be the policy for using the LTE leg?

QC answer: We should not constrain the policies on how to use the LTE path vs. NR path. This should be up to implementation. In some deployments, operators may want to use it as backup only, while in others, they want to use it as the primary path due to its robustness.

Q2-2b: How should the LTE leg be established?

First of all, the setup procedure needs to ensure that all three nodes (IAB-node, MeNB, donor) need to support this feature. This implies that there is a signalling exchange across all the three of them. This needs more discussion. 

QC answer: Further, the establishment procedure should allow using LTE as the main path, i.e., for the establishment of F1-C before the BAP has been established. 



	KDDI
	
	If we adopt SCTP entity, then we don’t have to take care how to activate or deactivate the LTE leg, because SCTP mechanism works for that.

If we adopt F1AP entity, then we need a new mechanism, a signalling exchange across the nodes as QC commented above. It needs further discussion. The mechanism will be applicable to NR DC also.

	Samsung
	See comments
	First, we would like to give our understanding on “using LTE leg for F1-C transfer is a complementary to using NR leg for F1-C transfer, rather than as a complete replacement to using NR leg for F1-C Transfer”:

· A complete replacement means that the LTE leg can be used for F1AP transmission from very beginning, i.e., F1 interface is set up via LTE leg
· A complementary means that LTE leg is used after the F1 setup via NR leg
With the above understanding, our answer is “YES”. 
The intention of setting up F1 interface between IAB node and IAB donor CU is to utilize the IAB network over the NR leg to transmit the user plane data. To make sure NR leg is a workable in term of IAB functionalities, the end-to-end link between IAB donor CU and IAB node via NR leg should work properly, e.g., the packet can be transmitted between IAB donor CU and IAB node via the configured BAP routing and bearer mapping. The successful establishment of F1 interface is a valid verification. After that, the IAB donor CU or IAB node has the freedom to choose LTE leg or NR leg for F1AP transmission. 

We don’t want to use LTE leg from the very beginning since the IAB donor CU cannot know whether its configuration for the BAP routing and bearer mapping over the NR leg can work properly. Moreover, a legacy F1 setup procedure requires 1) IPSec tunnel establishment for tunnel mode, and 2) SCTP association establishment:

· IPSec tunnel cannot be established via LTE leg. Specifically, to establish IPSec tunnel, the related packets need to be sent to the SEG. However, those packets are sent to IAB donor CU via X2AP. 
· SCTP association establishment via LTE leg cannot verify whether NR leg is workable for the configuration of BAP routing and bearer mapping
After F1 setup via NR leg, the IAB donor CU and IAB node has the freedom to select the LTE leg for F1-C traffic transmission, which is an implementation issue. On the other hand, the explicit signalling is also a feasible solution. Considering the spec. impact, we slightly prefer to leave it to implementation, while we are open for explicit signalling.

	ZTE
	See comments
	In our opinion, once the default BH RLC channel and BAP routing ID have been configured for IAB node MT, IAB node MT may utilize the NR path for F1-C transport. For the F1-C over LTE path, it could be used after the SN addition and IP address allocation procedure for IAB node have been completed. When both paths are ready, which one to select can be up to IAB node’s implementation. It is not necessary to explicitly configure it via RRC signaling.

	Huawei
	yes
	We think the indirect path is a complementary path, will not be used in the beginning phase. And the switch of path can leave to implementation.

For example, if the indirect path via LTE is used as a backup path in case of the direct NR path fails, the IAB node can always choose the NR direct path as the primary path, only select the indirect path when detects BH RLF or receive BH RLF notification. If the NR path recovers, the IAB node can switch back to NR path. But this totally relies on the IAB node implementation.

By the way, RAN2 also has an ongoing email discussion involves this issue, and leave it to implementation is majorities’ view. We can wait RAN2.

	Nokia
	yes
	If it is agreed that Donor-CU have the full control, then there may be no need to discuss which one is primary, which one is complementary. 
Explicit signalling, e.g. a RRC message, is preferred to indicate which path is to be used/activated. 

	Ericsson
	Yes
	The LTE F1-C leg is complementary and is used as backup (see are comment above).

	AT&T
	
	In our view, the specifications should be flexible to have either NR leg or LTE leg as the primary path for F1-C transfer. The decision about which leg is used as the primary path, should be left to implementation.  


Summary: 
For Q2-1: is it agreeable that it is up to the IAB donor-CU’s implementation to decide when to configure the LTE leg for F1-C transfer? 

· There may be no need to consider the 2-step: 1) first configure the LTE leg (but not use/activate it), 2) then use/activate it later.    This means the LTE leg can be used once the LTE leg is configured. 

· Most companies think it can be Donor-CU’s implementation to decide when to configure LTE leg. Donor-CU can decide NR leg only, LTE leg only, or both NR leg and LTE leg.
· When both LTE leg and NR leg are configured, it is up to node implementation to select which leg is to be used for F1-C.
· 1 company think the IAB can start the F1-C using the LTE leg, before NR path is established. 
· This requires LTE leg to be configured first. Donor-CU can decide whether configure LTE leg before NR path is ready. So it seems still under Donor-CU’s control.
· 1 company think the IAB always starts the F1-C using NR leg, and the LTE leg can be used later. 
· If the Donor-CU only configure NR leg (i.e. not configure the LTE leg), the IAB can only use the NR leg to initiate SCTP/F1 Setup. It seems still under Donor- CU’s control.
· Later, if Donor-CU want to use LTE leg, the Donor-CU configures the LTE leg. 
For Q2-2: is it agreeable that using LTE leg for F1-C transfer is a complementary to using NR leg for F1-C transfer, rather than as a complete replacement to using NR leg for F1-C Transfer?

If the answer is yes, how to activate or deactivate the LTE leg? Does it require explicit signaling to inform the IAB-DU and Donor-CU to switch to LTE leg, or switch back to NR leg?

· 5 companies agree the LTE leg is complementary to NR leg. 
· 2 companies think it should be allowed to use LTE leg as the primary path. 
· Even the LTE leg is the primary path, it is still under Donor’s control, i.e. to configure the LTE leg. So is it ok to leave this to Donor-CU’s implementation/configuration?
Potential proposals:

· P2-1: When a LTE leg is configured, it can be used for F1-C. 
· P2-2: It is up to Donor-CU to decide to only configure LTE leg, or only configure NR leg, or configure both LTE leg and NR leg, for F1-C . 

· P2-3: When both LTE leg and NR leg are configured, it is up to node’s implementation to select a leg for F1-C transfer. 
3.3
Security for F1AP over LTE leg
Views from the contributions:

· Contribution ([1]) proposes “NDS security protection of the LTE/X2 path is left up to implementation.”

· Contribution ([2]) proposes “The mechanism used to support IP address allocation and IPSec between IAB-DU and donor-CU in SA scenario could be reused to support F1-C over LTE transport scenario.”

· Contribution ([3]) proposes “the IPSec for the F1-C traffic over LTE leg is not needed”

· Contribution ([4]) proposes “no additional IPsec protection for the F1-C is needed.”

· Contribution ([5]) proposes “there is no need to enable IPSec for F1-C”

So it seems all agree that F1AP can be protected via PDCP on the LTE link and via NDS over the X2 connection, thus no need to mandate the NDS security protection for F1AP over LTE leg. 

Q3: is it agreement that NDS security protection for F1AP over LTE leg is not mandatory? If the answer is yes, does RAN3 need to inform SA3?

	Company 
	Answer to above question 
	Comments (please provide views on your choice)

	QC
	Not clear
	X2AP is already NDS protected and LTE uses PDCP. This means that there is hop-by-hop protection among trusted nodes. Further, NR RRC is already sent directly over the same path without additional protection. So we could assume as WA that unprotected F1AP/F1C is fine to.

Before we send anything to SA3, we need to finish up the design.

	KDDI
	
	We are ok to include only the proposal in “Contribution ([2]) “. At least with “Contribution ([2]) “, we can achieve the same protection.

	Samsung
	See comments
	IPSec security is not needed since RRC and X2AP provide the enough protection. Meanwhile, if the IPSec tunnel mode is used, the IP packets should be sent to SEG first. However, F1-C traffic is directly transmitted from the MeNB to IAB donor CU via X2 interface. 

	ZTE
	
	Agree with QC.

	Huawei
	YES
	We  think the existing security mechanism in X2 and LTE Uu is enough, no need to involve redundant security protection for E2E F1.

RAN3 should inform SA3 if decided.

	Nokia
	Yes
	Since the F1AP is protected over Uu and X2, there is no need to use NDS for F1-C over LTE.


	Ericsson
	No!
	As explained above:
· F1AP connection is a logical one and SA3 requires that it is security protected end-to-end, regardless of the scenario. This means that if IPsec is used, there must exist IP, and if DTLS is used there must exist SCTP -> SCTP/IP headers must be carried.

· Please note that even if we have DTLS on X2-C and PDCP on LTE Uu, the SA3 requirement on end-to-end F1AP protection must still be respected!

· One example of ‘double protection is NAS signalling’, where the protection is applied both end-to-end and on S1.

We shall not dare tampering with well-established SA3 principles!

	AT&T
	No
	Agree with Ericsson


Summary: 

There is different view on whether need to mandate the IPSec, or rely on the security of Uu/X2. This may be up to the deployment to enable the NDS protection for F1. 

Potential proposals:
· P3-1: Current NDS security protection of F1 can be reused. It is up to the deployment on whether enable the NDS protection, or rely on the protection of Uu/X2.
3.4
IAB’s IP address to be used for F1-C over LTE leg
There are some different views on the IAB’s IP address: 

· Contribution ([1]) proposes “The LTE/X2 path should use separate IP addresses selected from the link local unicast address space of either IPv4 or IPv6.”

· Contribution ([2]) proposes “The mechanism used to support IP address allocation and IPSec between IAB-DU and donor-CU in SA scenario could be reused to support F1-C over LTE transport scenario”

· Contribution ([4]) proposes “No special design is necessary for the IP address allocation for indirect path, the final selected IP address allocation solution for the NSA scenario is suitable for both the direct path and the indirect path”

There is some difference for the IAB’s IP address to be used for F1-C in SA and NSA. In SA, the routing of the DL F1-C/U IP packet is based on the IAB’s IP address, which ensures the DL F1-C/U IP packet is routed to the appropriate Donor-DU. When LTE leg is used in NSA, the DL F1-C packet is directly sent over the X2 interface to the MeNB, rather based on the routing using IAB’s IP address. 

There may be several possible options for IAB’s IP address to be used for F1-C over LTE leg:

· Option 1:  use separate IP addresses selected from the link local unicast address space of either IPv4 or IPv6.

· Option 2: same IP address allocation solution for SA and NSA.

· Option 3: leave it to IAB’s implementation, i.e. IAB may select any unicast IP address

· Other Options: …

Q3: which option is to be used for IAB’s IP address to be used for F1-C over LTE leg?

	Company 
	Answer to above question 
	Comments (please provide views on your choice)

	QC
	Depends…
	We first need to decide which entity at the end points switches between the paths:

If F1AP entity: Either F1AP would be sent without SCTP/IP or a separate SCTP connection would be necessary. In this case, the client (which establishes the connection) needs to know the server’s IP address. In this case, the server’s IP address (presumably IAB-donor) could be the same for both paths since the paths are differentiated by their full 5-tupels. NOTE: In case IPsec tunnel mode is used on the main path, the server’s IP address would be the inner tunnel address. However, it would be better to use link-local IP addresses since there is no routing involved and the LTE/X2AP connection represents a L2 link to the IP layer above. In this case, the server also needs to use a link-local address.

If SCTP entity: In this case, a separate IP address pair needs to be established for the new path. This pair should be different from that on the NR path so that SCTP can distinguish the paths. They could use link local addresses for the LTE path.

If L2 entity: This is a hack which allows using the same IP addresses for LTE and NR paths as proposed by some contributions. It implies that the IP/IPsec/SCTP/F1AP are the same on BOTH paths. It is not clear how this would work with IPsec tunnel mode when the SeGW is outside the CU. 

	KDDI
	
	If SCTP entity: In this case, separate two IP addresses, one is for LTE, the other is NR are allocated. IP address allocation is done by OAM or RRC as agreed for SA case.

If F1AP entity: Basically, need further discussion. Having separate two IP addresses seems easier, but it may also possible with the same IP addresses for LTE and NR paths.

	Samsung
	See comments
	No specific processing to the IP address allocation. The IP address allocated for F1 setup between IAB donor CU and IAB node can be reused. The LTE leg and the corresponding X2 will not do any IP layer processing for the F1-C traffic. It just simply forwards the IP packets.  

	ZTE
	Option 2
	The IAB’s IP address to be used for F1-C in SA and NSA can be the same. Because the IP encapsulating F1-C traffic is terminated at donor-CU, that means MeNB does not process the IP packet, what IP address is used for the F1-C traffic does not impact F1-C packet forwarding at MeNB.

	Huawei
	See comments
	The options are somehow confusing for me. To my understanding, option 1 and option 3 seems to solve whether IAB node use separate IP address for the LTE indirect path, while option 2 seems focus on the IP address allocation.

About the IP address allocation, we think the unified way for SA and NSA can be reused.

While for the necessity of IP address separation for direct and indirect path, we have no strong opinion. Since the IP address for F1-C in the indirect path will not be used for routing, so, I think it is ok to use either a separate IP for indirect path or use same one as the direct path. 

	Nokia 
	Option 1 or 3
	First, it may be better to use separate IP address for LTE leg and NR leg, at least the SCTP will treat them as separate path. 
Second, how does the IAB get an IP address for LTE leg? Option 1 and Option 3 are ok, as long as the SCTP packets including different IP address. Or maybe a fixed IP address is to be used for LTE leg,


	Ericsson
	Opt1
	Separate addresses must be used so that SCTP could operate properly.

	AT&T
	Option 1
	Need separate IP addresses NR and LTE legs.


Summary: 

·  Most companies think separate IP address to be used for NR leg and LTE leg. 
· 2 companies think same IP address can be used for NR leg and LTE leg.

· Different low layer/link layer usually require different IP address. In addition, multi-homing requires different IP address. It may be better to use different IP address for NR leg and LTE leg. 
· For the IP address assignment for LTE leg, it may be ok to reuse the SA IP address assignment. 
· If it is agreeable that separate IP address is used for LTE leg and NR leg, Phase 2 will discuss how the IP address is assigned, e.g. link-local address or any other method 
Potential proposals:

· P4-1: separate IP address is to be used for NR leg and LTE leg. 

· P4-2: If P4-1 is agreeable, discuss the IP address assignment for F1-C over LTE leg.  
3.5
Any other issues not covered by above 
Please add any other issues if they are missing:

	Company 
	Any other issues if they are missing

	QC
	We are seeing the following issues:

1. What is the entity at the end-nodes where path switching occurs? There are multiple options and we need to discuss the trade-offs and which way we want to go.

2. What should the policy for path selection be? Do we need to specify this or leave it up to implementation?

3. How would path setup work? How does it ensure that all three nodes support the feature? Can it support all policies for path selection, e.g., including using the LTE path as the initial path, e.g., before the NR path is established?

	KDDI
	In Rel-16, we want to specify SCTP entity at least. As to F1AP entity, we admit to need further work so we propose to postpone the discussion to Rel-17.

	Nokia
	We think this is an implementation issue for Donor-CU. 

The path setup may need some work. 

	Ericsson
	SCTP multihoming can be applied to path switching. 

	
	

	
	


Summary:

· It may need some further discussion on how to configure the LTE leg, including, how the Donor-CU know IAB’s capability for F1-C over LTE. 
· But RAN3 interface usually does not exchange the capability information over the RAN3 interface (e.g. X2). 
· The call flow from QC ([1]) may be used as a starting point. 

· As discussed in QC ([1]), “This indicator could be included in the UE Capability Information message for instance.” If so, there is no impact to RAN3. 
· …

Potential proposals:

· P5-1: Need discussion on how to configure the LTE leg, including, how the Donor-CU know IAB’s capability for F1-C over LTE.  The call flow from QC ([1]) may be used as a starting point. 
4 Discussions (Phase II)
Based on Phase I discussion, Rapporteur makes the following Potential Proposals. Please share your view on following potential proposals, i.e. whether agree or disagree, any reason, or any proposed changes, etc …

 P1: It is suggested that companies opposing the WA to clarify the issue for current WA (i.e. why the WA cannot be an agreement).  
	Company 
	Comments 

	
	

	
	

	
	

	
	

	
	

	
	


P1-1: The F1-C IP packet over the LTE leg includes the SCTP/IP header.
P2-1: When a LTE leg is configured, it can be used for F1-C. It is up to RAN2 to design how to perform the configuration.
	Company 
	Comments 

	QC
	Yes, assuming every node involved supports it.

	Nokia
	Yes

	Samsung
	Yes

	AT&T
	Yes

	Ericsson
	We would agree to When a LTE leg is configured, it can be used for F1-C as a backup leg.
LTE leg should carry F1-C only as a *backup* leg. If the low-rate F1-C connectivity is not possible over the NR leg, it is likely that decent connectivity (including UP and CP) via NR leg will not be possible at all.
We encourage other companies to answer the concern above.

	Huawei
	Yes, but we share similar view as Ericsson, this LTE leg should be backup.

	KDDI
	Yes

	ZTE
	Yes 

	QC2
	The LTE let can be used for backup only based on implementation. However, there is no reason to preclude implementations to also use it as parallel path. 

	Nokia2
	Regarding Ericsson comment, this can be supported by P2-2 (i.e. Donor-CU to have full control). The Donor-CU can choose to only configure LTE leg when the “backup condition” is met. This can ensure LTE leg is only used as a backup.
It is up to RAN2 to design how to configure the IAB (i.e. NR leg only, or LTE leg, etc). updated the proposal with “It is up to RAN2 to design how to perform the configuration.”


P2-2: It is up to Donor-CU to decide to only configure LTE leg, or only configure NR leg, or configure both LTE leg and NR leg, for F1-C. 
	Company 
	Comments 

	QC
	Yes.

	Nokia
	Yes

	Samsung 
	This proposal implicitly indicates that some information should be sent to IAB node to tell it NR-leg-only/LTE-leg-only/both. Is this the intention?

	AT&T
	Yes

	Ericsson
	No – NR leg should *always* be configured, and LTE leg should be used for F1-C only if communication via the LTE leg is not possible.

	Huawei
	No, the NR leg is always configured, and then it is up to Donor-CU to decide to whether configure additional  LTE leg  or not.

	KDDI
	Yes

	ZTE
	Yes 

	QC2
	Samsung raises as good question: There should be a mean by the donor-CU to prohibit establishment of this path. That’s all we need. It is up to donor implementation to determine which of the two paths it he predominant one. The CU can indicate this in SCTP. There is nothing to be specified by Ran3.

	Nokia2
	Agree with Samsung the configuration shall be able to prohibit (or remove) a LTE leg. For example, LTE leg is used when NR leg has some problem or “backup condition” is met. Later, the NR leg is recovered. The Donor-CU shall be able to configure the IAB to only use NR leg. (i.e. for example, if no LTE leg information, it means the LTE leg is prohibited)   
Again, this is up to RAN2 to design how to perform the configuration.


P2-3: When both LTE leg and NR leg are configured, it is up to node’s implementation to select a leg for F1-C transfer. 
	Company 
	Comments 

	QC
	Yes.

	Nokia
	Yes

	Samsung 
	Yes

	AT&T
	Yes

	Ericsson
	No – NR leg should always be primary for F1-C.

	Huawei
	Yes

	KDDI
	Yes

	ZTE
	Yes 

	Nokia2
	Regarding to Ericsson comment to use LTE leg used as backup, Donor can choose to only configure the LTE leg when the “backup condition” is met. Although both LTE leg and NR leg are configured, the NR leg is not operational (i.e. the backup condition). 
Without this proposal, we have to specify the conditions under which IAB-MT switches to LTE leg.


P3-1: Current NDS security protection of F1 can be reused. It is up to the deployment on whether enable the NDS protection, or rely on the protection of Uu/X2. No impact to RAN3 specifications. 
	Company 
	Comments 

	QC
	In other words: F1-C stack can include IPsec (transport or tunnel mode). Yes, as you state, that should be possible but not mandatory.

	Nokia
	Yes. 

	Samsung
	If NDS protection is applied, can IAB donor CU decode an IP packet with NDS protection which is directly sent to the IAB donor CU from MeNB?
In our understanding, for IPSec tunnel mode, the outer address should be removed by SEG. However, in this case, the IP packet from IAB node has no chance to be sent to SEG. 
In our understanding, the security of Uu/X2 is enough.  

	AT&T
	 In our view this should follow the same principle as existing F1-C. Text from TS 33.501 quoted below, which indicates that it should be mandatory to support but up to operator to use.
In addition to IPsec, for the F1-C interface, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].

NOTE 1: 
The use of transport layer security, via DTLS, does not rule out the use of network layer protection according to NDS/IP as specified in TS 33.210 [3]. In fact, IPsec has the advantage of providing topology hiding.

NOTE 2: 
The use of cryptographic solutions to protect F1 is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.

NOTE 3: 
The security considerations for DTLS over SCTP are documented in RFC 6083 [58].

	Ericsson
	F1AP connection is a logical one and SA3 requires security support end-to-end, regardless of the scenario. We shall follow the existing security requirements for F1-C, whatever we make for F1-C over LTE shall comply to that. Mandatory to support, optional to use.

	Huawei
	Yes. 
But using IPsec tunnel mode for F1 interface may cause roundabout routing between IAB donor CU and the SeGW for F1, as stated in Samsung’s statement.

	KDDI
	We share the view with AT&T

	ZTE
	Yes 

	QC2
	Clarification: We can use IPsec tunnel mode to protect F1-C on this path. However, we CANNOT use a separate SeGW for this IPsect tunnel! Instead the SeGW for the F1-C path would have to be integral to the CU since only the CU can terminate X2AP, which carries the outer IP layer for IP-sect protected F1-C! 

DTLS is always doable if you have an end-to-end IP connection. 

The type of security protection (IPsec mode, IPsec vs DTLS) is outside RAN3 scope. 

	Nokia2
	It is out of RAN3 specification on the deployment scenario. So I added one sentence in the proposal, i.e. No impact to RAN3 specifications.


P4-1: separate IP address pair {IAB-DU’s IP address, CU’s IP address} should is to be used for NR leg and LTE leg.
	Company 
	Comments 

	QC
	I would say: A separate IP address pair is used for NR path and LTE path.

	Nokia
	Yes. Agree with QC. The SCTP association has one endpoint in IAB-DU, and the other endpoint in CU, so it is a pair of {IAB-DU’s IP address, CU’s IP address}. P4-1 is updated

	Samsung
	We still don’t understand this. After allowing LTE leg, we may face a case that for a class-1 F1AP procedure, the request message is sent via LTE leg, while the response message is sent via NR leg. If we use separate IP address pair, which means that a class-2 F1AP procedure may be transmitted via two SCTP associations. This is not allowed in legacy F1, as indicated in TS38.472:

“For a single UE-associated signalling, the gNB-DU shall use one SCTP association and one SCTP stream, and the association/stream should not be changed during the communication of the UE-associated signalling unless TNL binding update is performed.”

	AT&T
	Agree with QC – separate IP address pair should be used for NR path and LTE path. 

	Ericsson
	Agree with QC

	Huawei
	No strong view, fine with majority.

	KDDI
	Agree with QC

	ZTE
	I still cannot see the necessity of separate IP address. Using the same IP address does not impact packet forwarding by MeNB. And IAB-DU can use the same SCTP association to send F1-C traffic no matter IAB-MT decides to use LTE leg or NR leg. 

Actually, both same IP address and separate IP addresses are workable. I think it should be up to IAB node implementation to decide whether separate IP address is used.

	QC2
	On Samsung’s comment: The same rules should apply as for path-redundant SA mode. I don’t know if there is any restriction that F1AP request/response always have to use the same SCTP path. If so, the same applies for LTE/NR SCTP paths as it does for two NR SCTP paths. 

	Nokia2
	Regarding to Samsung’s comment, current F1AP multiple SCTP association support the request and response message are sent via different SCTP associations. 
I would suggest adopt AT&T’s suggestion “separate IP address pair should be used for NR path and LTE path.” The proposal is updated accordingly. 


P4-2: same SA/NSA IP address allocation procedures for If P4-1 is agreeable, discuss the IP address assignment for F1-C over LTE leg:  

Possible options: e.g. link-local address, same SA/NSA IP address allocation, etc.
	Company 
	Comments 

	QC
	IAB-node and CU use link-local addresses. CU address is configured via OAM. IAB-node self-selects link-local address and uses both addresses establishing the PDCP connection, or when adding the new PDCP path to an existing PDCP connection. It also uses these addresses for IKE handshake in case IPsec-protection of this IP path is desirable. Need for IPsec and IPsec mode is also OAM configured on IAB-node.

	Nokia
	Link-local address is ok. 

	Ericsson
	We should use the SA/NSA IP address allocation procedures

	Huawei
	Same SA/NSA IP address allocation, we should not make the IP address allocation for IAB node be more complicated. 

	KDDI
	We share the view with Huawei.

	ZTE
	Same SA/NSA IP address allocation

	QC2
	We should NOT use the same IP address allocation procedure as for NR because:

· The LTE/X2 IP addresses are not anchored on a donor-DU since they do not need to be routable via an IP network.

· The LTE/X2 IP addresses are not used for DL mapping since the packets do not pass the donor-DU.

· There is no need to allocate a whole IPv6 prefix or multiple IPv4 addresses since this is a single point-to-point link which only does F1-C.

· There is no need for an IPaddress swapout during topology adaptation as for the NR case.

We propose a very simple solution:

· The CU includes its (link-local) IP address in Step 3 below. The IAB-node can self-select a (link-local) IP address. It can establish an SCTP connection to the CU’s IP address. 

· The IAB-nod can include a (link-local) IP address in Step 1 below. In this case, the CU select its own (link-local) address etc.

	Nokia2
	Ok. We can accept the majority view. 


P5-1: Need discussion on how to configure the LTE leg, including, how the Donor-CU know IAB’s capability for F1-C over LTE.  The call flow from QC ([1]) may be used as a starting point. 
P5-2: No impact to X2 interface on setting up LTE leg for F1-C. 
	Company 
	Comments 

	QC
	All three nodes, i.e., IAB-node, MeNB and donor, need to agree that the feature is supported:

· Step 1: IAB-node-MT includes support in capability signalling to MeNB.

· Step 2: In case MeNB supports this feature, it sends support for this feature to donor in SgNB Addition/Modification Request for the MT.

· Step 3: Donor confirms support in SgNB Addition/Modification Request Ack. 
· Step 4: MeNB confirms support in RRC reconfiguration. 
This handshake creates the path. It can be done at any time. The path can be used for setup F1-C. The donor can delay establishment of this path by holding back on the confirmation. The donor can use PDCP-internal mechanisms to determine the main SCTP path. The same rules apply as for topological redundancy with SA.

	Nokia 
	Numbered QC’s steps for better reference. 

Configuring the LTE leg (e.g. Step 3 and Step 4) may be performed later, i.e. Donor does not want to configure the LTE leg now. After the Donor know the capability of IAB and MeNB, Donor can configure the LTE at any time, i.e. now or later.  

	Samsung
	I think we have a discussion on capability exchange over X2 interface before, i.e., including IAB node support capability. Finally, we go to OAM configuration. Why not for this case?
We agree that IAB node can use capability signalling to indicate its support of F1-C over LTE leg, i.e., step 1. For Step 2&3, we didn’t see the necessity. 

	AT&T
	The framework proposed by QC seems like a reasonable way forward.

	Ericsson
	Network node capability exchange is not acceptable. This can be OAM-configured.

	Huawei
	Agree with Samsung and Ericsson. No additional RAN3 capability signalling is needed. 

	KDDI
	We support the framework proposed by QC above.

	ZTE
	Agree with Huawei.

	QC2
	We don’t need an explicit “capability” exchange. If MeNB does not support the feature it does not forward the messages in step 2 and step 4. If CU does not support the feature it does respond in step 3. 

	Nokia2
	Agree no modification to the X2 interface. It is RAN2 scope to add the capability for F1-C over LTE leg. Added P5-2.
We may need a simple Stage-2 section to describe the setup F1-C over LTE leg. QC call flow can be used and add sentence that is just one example and Donor can decide when to setup the LTE leg, or NR leg for F1-C.


5 Conclusions
Based on the received comments, ... 

There is agreement on following aspects:

…
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