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1   Introduction
According to the existing design, both MN and SN are able to trigger SN modification procedure. During the previous RAN3 meeting, the interaction between the MN initiated SN modification and SN initiated SN modification was discussed and the agreements were captured in the X2/Xn specification. Take the TS 36.423 [1] as the example, the related descriptions are following:
	8.7.6
MeNB initiated SgNB Modification Preparation

8.7.6.4 Abnormal Conditions
Interaction with the SgNB initiated SgNB Modification Preparation procedure:

If the MeNB, after having initiated the MeNB initiated SgNB Modification procedure, receives the SGNB MODIFICATION REQUIRED message, the MeNB shall refuse the SgNB initiated SgNB Modification procedure with an appropriate cause value in the Cause IE.

If the MeNB has a Prepared SgNB Modification and receives the SGNB MODIFICATION REQUIRED message, the MeNB shall respond with the SGNB MODIFICATION REFUSE message to the en-gNB with an appropriate cause value in the Cause IE.


	8.7.7
SgNB initiated SgNB Modification

8.7.7.2 Successful Operation

Interaction with the MeNB initiated SgNB Modification Preparation procedure:

If applicable, as specified in TS 37.340 [32], the en-gNB may receive, after having initiated the SgNB initiated SgNB Modification procedure, the SGNB MODIFICATION REQUEST message including the DL Forwarding GTP Tunnel Endpoint IE and the UL Forwarding GTP Tunnel Endpoint IE within the E-RABs To Be Released List IE.
If applicable, as specified in TS 37.340 [32], the en-gNB may receive, after having initiated the SgNB initiated SgNB Modification procedure, the SGNB MODIFICATION REQUEST message including the SgNB Security Key IE within the UE Context Information IE.

If applicable, as specified in TS 37.340 [32], the en-gNB may receive, after having initiated the SgNB initiated SgNB Modification procedure, the SGNB MODIFICATION REQUEST message including the measGapConfig IE as defined in TS 38.331 [31] within the MeNB to SgNB Container IE.

The en-gNB may receive, after having initiated the SgNB initiated SgNB modification procedure including the New DRB ID Request IE for an SN terminated bearer within the E-RABs To Be Modified List IE, the SGNB MODIFICATION REQUEST message to release and add the same bearer with a new DRB ID or with the same DRB ID but together with the SgNB Security Key IE within the UE Context Information IE.


	8.7.7
SgNB initiated SgNB Modification

8.7.7.4 Abnormal Conditions
Interaction with the MeNB initiated SgNB Modification Preparation procedure:

If the en-gNB, after having initiated the SgNB initiated SgNB Modification procedure, receives the SGNB MODIFICATION REQUEST message including other IEs than an applicable SgNB Security Key IE and/or applicable forwarding addresses or applicable measurement gap pattern or information applicable to release and add the same bearer with different DRB ID, the en-gNB shall

-
regard the SgNB initiated SgNB Modification Procedure as being failed;

-
stop the TDCoverall, which was started to supervise the SgNB initiated SgNB Modification procedure;

-
be prepared to receive the SGNB MODIFICATION REFUSE message from the MeNB and;

-
continue with the MeNB initiated SgNB Modification Preparation procedure as specified in section 8.7.6.


However, there still are some cases which cannot be covered by the existing interactions and we think it is essential to have a discussion on the potential issues and achieve one feasible solution from RAN3 perspective.
2   Discussion
According to the description of subclause 8.7.7.2, when SN initiated SN modification requires, e.g., data forwarding, key refresh or new DRB ID, the MN upon reception of the SN modification required message should initiate the SN Modification Preparation procedure. The whole procedure can be illustrated as following:
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Figure 1: Interaction between MN and SN initiated SN modification procedures

In this case, from the perspective of the SN which initiated the SN modification procedure, it receives the SGNB MODIFICATION REQUEST message including applicable forwarding address and/or SgNB Security Key IE and considers it is a successful operation.
However, there will be some cases where both MN and SN initiate the SN modification procedure at almost the same time. 
Case1: MN and SN initiate SN modification at almost the same time for mobility purpose involving security update
From the perspective of MN, for example, it initiates the SN modification preparation procedure because of intra-MN handover. In this case, the MN includes an applicable SgNB Security Key IE in the SGNB MODIFICATION REQUEST message. From the perspective of SN, it initiates the SN modification procedure which requires key refresh, in this case it expects to receive a SGNB MODIFICATION REQUEST message including an applicable SgNB Security Key IE. 
The signalling flow can be illustrated as following:
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Figure 2: Illustration of the misunderstanding Case 1 between MN and SN
We can see in Figure 2 the MN sends the SGNB MODIFICATION REQUEST message to SN at t1 and receives the SGNB MODIFICATION REQUIRED message at t4. According to the specified abnormal conditions, the MN shall refuse the SgNB initiated SgNB Modification procedure with an appropriate cause value in the Cause IE.
	If the MeNB, after having initiated the MeNB initiated SgNB Modification procedure, receives the SGNB MODIFICATION REQUIRED message, the MeNB shall refuse the SgNB initiated SgNB Modification procedure with an appropriate cause value in the Cause IE.


Therefore, in Figure 2 the MN responses the SGNB MODIFICATION REFUSE message to SN. At this moment, from the perspective of the MN, it believes that the SN initiated SN modification procedure has been refused. And then at t7, MN receives the SGNB MODIFICATION REQUEST ACKNOWLEDGE message and considers it is a response message to the previous SGNB MODIFICATION REQUEST message. Therefore, MN may consider the whole MN initiated SN modification preparation procedure successful.
However, this is not the fact because from SN’s point of view, it responses the SGNB MODIFICATION REQUEST ACKNOWLEDGE message as the third message of the SN initiated SN modification procedure.

In details, we can see in Figure 2, the SN sends the SGNB MODIFICATION REQUIRED message to MN and expects to receive an SGNB MODIFICATION REQUEST message including the SgNB Security Key IE. Then at the t3, it receives a SGNB MODIFICATION REQUEST message. In this case, the SN will misunderstand this message is the response message to the previous SGNB MODIFICATION REQUIRED message. Anyway, SN will not consider this message failure as specified in the subclause 8.7.7.4. I.e., the SN is not able to figure out that this SGNB MODIFICATION REQUEST ACKNOWLEDGE message is not the response to the previous SGNB MODIFICATION REQUEST message.
At last, at t8, upon reception of the SGNB MODIFICATION REFUSE message the SN successes to know that the SN initiated SN modification procedure was refused before and the UE configuration included in the SGNB MODIFICATION REQUIRED message failed to be provided to the UE.

In conclusion, in the case illustrated in Figure 2, the SN initiated SN modification procedure fails and the SN is not able to figure out the failure at the beginning. As a result, there may be communication problem between UE and SN because the configuration applied in UE side is not aligned with the one maintained in SN. In addition, the MN may think that the MN initiated SN modification preparation procedure successed, but it is not true because there is misunderstanding from the perspective of SN. Such misunderstanding will also lead to the MN initiated SN modification preparation procedure failure. For example, in the SN initiated SN Modification with MN involvement procedure defined in TS 37.340 [2] subclause 10.3, if the procedure only requires MN to provide the SN security key, the SN includes the UE configuration in SGNB MODIFICATION REQUIRED message so that the MN is able to transmit the configuration to UE as soon as possible.
	NOTE 2:
If only SN security key is provided in step 2, the MN does not need to wait for the reception of step 3 to initiate the RRC connection reconfiguration procedure.


In the case illustrated in Figure 2, the SN includes the UE configuration in the SGNB MODIFICATION REQUIRED message instead of the SGNB MODIFICATION REQUEST ACKNOWLEDGE. Based on this assumption, the MN initiated SN modification preparation procedure also fails because the SN configuration caused by the key refresh is not available.
Observation 1: If the MN and SN initiated SN modification procedures are triggered at almost the same time, the SN initiated procedure will fail but the SN is not able to recognize the failure at the beginning, therefore the communication between UE and SN may fail.
Observation 2: If MN and SN initiated SN modification procedures are triggered at almost the same time, the MN may misunderstand the MN initiated procedure is successful. Consequently, failure may happen between MN and UE.
In addition, the above cases cannot be considered as corner ones. As illustrated in Figure 2, if |t1-t2| < 20ms, the case will happen assuming the interface delay between MN and SN is about 20ms. In the scenario where MN triggers the PCell change, i.e., intra-MN handover, there will be the MN initiated SN modification procedure involving SKgNB refresh. At the same time, if the key refresh is also required because of, e.g., the PSCell change, the case discussed above could happen. In our understanding, if operator deploys NR cells with the same cell edge as the LTE cells, this case will happen rather frequently.
Observation 3: The issue that the MN and SN initiate the SN modification procedures at almost the same time happens rather frequently because of the UE mobility.
Case2: MN and SN initiate SN modification at almost the same time for measurement gap coordination
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Figure 3: Illustration of the misunderstanding Case 2 between MN and SN
In this case, the MN initiates SN modification procedure to configure measurement gap which is needed for its own measurement purpose. However, to align the MN and SN scheduling/understanding, the MN needs to inform SN of the configured measurement gap.
At almost the same time, the SN wants to perform measurement with gap and according to EN-DC agreement the gap should be determined by the MN. Therefore, the SN initiates SN modification procedure with measurement frequency info included in the SgNB Modification Required message to MN to require measurement gap. Later, when SN receives the SgNB Modification Request message which is initiated by MN, it considers it is the response of SgNB Modification Required message. Then it applies the measurement gap and replies SgNB Modification Request Acknowledge message.
However, from the perspective of the MN, when it receives the SgNB Modification Required message after sending the SgNB Modification Request message, it refuses the requirement by sending the SgNB Modification Refuse message.

That means, the SN will receive the SgNB Modification Refuse message after mistakenly applying the received measurement gap. As specified in RAN3 specification, upon reception the SgNB Modification Refuse message, the SN shall regard the requested modification as failed and may take further actions like triggering the SgNB initiated SgNB Release procedure. That means at that time both MN and SN initiated modification procedure fail.
Observation 4: For the case where both MN and SN trigger SN modification procedure for measurement gap configuration coordination, the existing design may lead to configuration failure.

To resolve the above problems, it is better to have a future-proof solution to prevent all possible procedure collision and we think it is beneficial to introduce a Transaction ID in the SN modification procedure related messages. Further, it depends on network implementation to make sure the MN and SN will not allocate same Transaction ID.
Proposal: Introduce a Transaction ID in the SN modification procedure related messages.
3   Conclusion and Proposals
Based on the discussion, we have the following observations and proposals:

Observation 1: If the MN and SN initiated SN modification procedures are triggered at almost the same time, the SN initiated procedure will fail but the SN is not able to recognize the failure at the beginning, therefore the communication between UE and SN may fail.

Observation 2: If MN and SN initiated SN modification procedures are triggered at almost the same time, the MN may misunderstand the MN initiated procedure is successful. Consequently, failure may happen between MN and UE.
Observation 3: The issue that the MN and SN initiate the SN modification procedures at almost the same time happens rather frequently because of the UE mobility.

Observation 4: For the case where both MN and SN trigger SN modification procedure for measurement gap configuration coordination, the existing design may lead to configuration failure.

Proposal: Introduce a Transaction ID in the SN modification procedure related messages.

The corresponding CRs for X2 and Xn starting from R15 are provided in [3] ~ [6].
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