3GPP TSG-RAN WG3 Meeting #107e-bis                                                         R3-201782
Electronic Meeting, April 20 – 30, 2020					                                  
[bookmark: _GoBack]Agenda item:       13.2.4
Source: 		Qualcomm Incorporated
Title: 	IAB - Establishment of F1-C over LTE
Document for:	Discussion
1 Introduction

RAN2 #108 agreed [1]
	F1AP transport in EN-DC
· SRB2 is used for transport of all F1AP messages in EN-DC.
· Extend LTE DL Information Transfer and UL Information Transfer RRC procedures for F1AP transport since they already use SRB2.
· Container that carries F1AP message is carried directly in LTE RRC, i.e. there is no additional NR RRC container, assumes protocol stack of “option 1b”. 
· Terminology and wording F1-C, F1-AP etc is FFS
· Should capture that this is not applicable to normal UEs or just to IAB-MT
· Endorsed (with these comments)



RAN3 #107-e agreed:
	ENDC operation
· Introduce a new UE-associated X2AP message to deliver F1-C traffic.
· WA the X2 interface needs to be enhanced to transfer the IP packets of the F1-C interface, which includes the F1AP, as well as other SCTP CHUNKs between the MeNB and IAB-Donor.
· TP for IAB BL CR to 36423:  R3-201425 Agreed unseen



This paper discusses aspects related to the establishment and use of the F1-C-over-LTE/X2 path for IAB.
2	Discussion
2.1 		Conditions for establishment of LTE/X2 path for F1-C
The LTE/X2 path for F1-C can be used under the following conditions:
1. The IAB-node has been authorized for IAB operation.
2. The IAB-donor-CU has been configured for the IAB-node.
3. All three nodes, i.e., IAB-node, MeNB and IAB-donor-CU support the feature.
The LTE/X2 path can be established at any point in time if the above conditions are met. This path can be established and used by F1-C before the NR-path has become available, or as an alternative to the NR-path at a later point in time.
Proposal 1: The LTE/X2 can be used for F1-C as the initial or as alternative path.

2.2 	IP address allocation
The LTE/X2 path can further be used as the primary path or as an alternative path for any SCTP connection supporting the F1-C association. In either case, the LTE/X2 path requires a separate pair of IP addresses used by the SCTP connections. This pair of IP addresses must be different from IP addresses used by other SCTP paths. Since the addresses are only visible at the path end points, i.e., they are not used for the purpose of packet differentiation and/or routing between IAB-node and IAB-donor-CU, they can be selected from the link local unicast address space of either IPv4 or IPv6. 
Proposal 2: The LTE/X2 path should use separate IP addresses selected from the link local unicast address space of either IPv4 or IPv6.

2.3 	Security protection
The LTE/X2 path enjoys security protection via PDCP on the LTE link and via NDS over the X2 connection. There is exposure to adverse activities by the MeNB, which represents a man in the middle and could intercept any F1AP signaling exchange between IAB-node-DU and IAB-donor-CU. While the MeNB is unlikely to be considered as a threat it would still be possible for IAB-node and IAB-donor to protect this path via NDS. The configuration of this protection mechanism would follow the same rules as for F1-C on the NR path, and it can therefore be left up to implementation.
Proposal 3: NDS security protection of the LTE/X2 path is left up to implementation.

2.4 	Establishment procedure of LTE/X2 path
 The following procedure for the LTE/X2 can be considered (Figure 1): 




Figure 1: Procedure for establishment of F1-C over LTE/X2
1. The IAB-MT sends an F1C-over-LTE/X2-support indicator in an RRC message to the MeNB. 
a. This indicator could be included in the UE Capability Information message for instance.

2. The MeNB sends an F1C-over-LTE/X2-support indicator in an X2AP message to the IAB-donor-CU for this IAB-MT. 
a. This indicator could be included in the SgNB Addition Request or SgNB Modification Request message.

3. The IAB-donor-CU sends an acknowledgement for the support of F1C-over-LTE/X2 in an X2AP message to the MeNB and includes its link-local IP address for this path. At this point, the IAB-node may or may not have an NR RRC connection or an F1-C connection over the NR path to the IAB-donor-CU. 

a. The information sent by the IAB-donor-CU could be included into the SgNB Addition Request Acknowledgement or SgNB Modification Request Acknowledgement message. The acknowledgement of the F1C-over-LTE/X2 path should be included in the X2AP message body to the MeNB. The IP address and a copy of the acknowledgement could be included in the SgNB-to-MeNB container carried by this message. 

4. The MeNB configures the bidirectional LTE/X2 forwarding path for this IAB-MT and sends an acknowledgement together with the IAB-donor-CU’s IP address to the IAB-MT via RRC. 
a. It could use the RRC Connection Reconfiguration message for this purpose.

5. The IAB-node selects a link local IP address of the same type (i.e. IPv4 or IPv6) as the IP address received from the IAB-donor-CU. It uses these IP addresses to establish an SCTP connection with the IAB-donor-CU, and uses this SCTP connection for an F1-C association with the IAB-donor-CU. Alternatively, it includes the IP address pair as an alternative path to an existing SCTP connection for an existing F1-C association with the IAB-donor-CU.
Proposal 4: RAN3 agree on the LTE/X2 establishment procedure and IP address allocation above.
Proposal 5: RAN3 to send an LS to RAN2 to support the signaling for the LTE/X2-path establishment procedure.

3	Conclusion
This paper discusses aspects related to the establishment and use of the F1-C-over-LTE/X2 path for IAB.
The following observations and proposals have been made:
Proposal 1: The LTE/X2 can be used for F1-C as the initial or as alternative path.
Proposal 2: The LTE/X2 path should use separate IP addresses selected from the link local unicast address space of either IPv4 or IPv6.
Proposal 3: IPsec security protection of the LTE/X2 path is based on implementation.
Proposal 4: RAN3 agree on the LTE/X2 establishment procedure and IP address allocation above.
Proposal 5: RAN3 to send an LS to RAN2 to support the signaling for the LTE/X2-path establishment procedure.
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