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CB: # 10_Email010-Intra-DU_HO  
-  solved by implementation at receiving side, CU is able to distinguish different cases? (ZTE, HW)

- Add flag in F1AP UE RRC Message Transfer to indicate “first message on a re-established SRB flow” and indicator in UE ctxt mod resp? (E///)

(ZTE)

Summary of offline disc R3-201123
Discussion 
This issue is raised in [1] last meeting, i.e., there is no information in F1AP UL RRC Message Transfer that informs gNB-CU-CP if an RRC message originates from old cell or the new/target cell. 
In [2], The argument is that this is a common issue for the handover, and the RRC message sent by the old  cell will be discarded because the RRC message with the old security key cannot be decoded by CU with the new security key.
[Ericsson] However, this implementation is not in line with hjow PDCP is supposed to operate today. PDCP is not designed to attempt decryption with different keys and “guess” which key works. This implementation is inefficient and computationally expensive because:

PDCP protocol will need to maintain a duplicate PDCP PDU fpr the case where decryption will fail and the same PDU wants to be decoded with a different decryption key

PDCP protocol will require more computational power because UP traffic is supposed to be handled with very low delays and forcing a process that attempts PDU decryption with keys that may not work will introduce UP delays 
Furthermore, with implementation, there is a mechanism to optimize the RRC information transfer scenario, i.e., the UE will generate and re-transmit the RRC information to the gNB if the handover happens after the RRC information transferred within 1s.
[Ericsson] This mechanism is unclear. It is not clear how the problem can be solved. Even if this could work, the mechanism would be totally up to UE implementation, i.e. if a UE does not uimplement it the problem persists. 
In [3], It discussed that the CU is able to distinguish the normal case and abnormal cases during the Intra-DU handover.

Normal case, i.e. the incoming UL RRC message from DU is RRC Reconfiguration Complete message from new cell, and the PDCP COUNT value is 0, and the timer is not expired;
[Ericsson] The PDCP protocol does not understand RRC. If the PDCP protocol does not see an in-sequence SN it will not “close” the PDCP window and it will declare RLF eventually.
Abnormal case:
the incoming UL RRC message from DU is from old cell, PDCP COUNT value is not 0, before timer expires;
the incoming UL RRC message from DU is from old cell, PDCP COUNT value is 0, before timer expires;
after timer expires, there receives an incoming UL RRC message;
For 2a), when the PDCP COUNT value is not 0, the CU could deduce the received UL RRC message is from the old cell. And the CU will discard this message.
[Ericsson] This is incorrect. It is possible (since 3G) that not in sequence PDCP SN are received. Namely, in the case above, if the PDCP PDU SN is not 0 it could be either because the message was sent from an old cell or because the message is set from the new cell but it is not received in-sequence.
For 2b), The CU knows the original PDCP COUNT value from the old cell, when the PDCP COUNT value is 0, it means the old count value has reached the maximum number. By implementation, the CU could detect the content of the received RRC message and understand the situation.
[Ericsson] Again, the PDCP protocol does not understand the content of RRC messages, it simply examines a PDCP PDU SN and if it is not in sequence with what the PDCP receiver expects, a timer is started while the missing PDCP PDU SN can be received (if this is not received on time, an RLF is declared). Therefore, the case where a PDCP PDU with a SN == 0 is received, but this is due to SN wra around on the old cell is a case that can never be recognized, i.e. PDCP layer does not know if the PDCP PDU is from old or new cell.
For 2c), when the timer expires, the CU will discard the received RRC message.

Another point is that the CU is able to decode the first received UL RRC message by using old key or new key to identify the RRC message is from old cell or new cell
[Ericsson] Note that if the RRC message is discarded, the HO fails.

The method by which decryption attempts are made with possibly wrong keys has been addressed above and is not valid according to the PDCP design the specifications foresee.
In [4] and [5], It analyzed that this issue would causes problems with the PDCP re-ordering functionality related to SRBs in the CU.

To solve this problem, the “Reestablished SRB flag” in the UL RRC MESSAGE TRANSFER message is proposed to be introduced to indicate this RRC message is the first message in a re-established SRB flow, also with the “Reestablished SRB indication” in UE CONTEXT MODIFICATION RESPONSE message to indicate the DU supports the inclusion of the “Reestablished SRB flag” in the UL RRC MESSAGE TRANSFER message.
[Ericsson] This method allows a simple solution, which is multi-vendor interoperable because independent from specific implementations. The method avoids extra UP delays and extra computation and memory consumption at PDCP level.
Question: Do you think whether this issue exists or not? If yes, wehther it can be solved by implementation or a standardized solution?
	Company
	Does this issue exsit?
(Yes/No)
	Can this issue be solved by implementation or not?

(Yes/No)
	Remark

	Ericsson
	Yes
	No. 
	A solution based on implementation would go against the design principles of the PDCP protocol, which is a protocol simply in charge of ensuring that PDCP PDUs are received in sequence and with no gaps. Such solutions would imply to add UP delays and to increase the computational power used by the PDCP layer.  

Moreover, an implementation specific solution would not work in multivendor cases. For example, if the gNB-CU does not follow the specific implementation suggested, HO failures would occur and it would not be able to assess if they were due to bad behaviour from gNB-DU or gNB-CU

	Nokia
	No
	Yes
	The scenario although it exists, it is not considered an issue. Likewise, it can be addressed in a straightforward manner via implementation as highlighted in [2][3] without requiring changes in the existing F1AP specification (e.g., via discard of the incoming message on basis of a security failure).

	HW
	No
	Yes
	Similar understanding as Nokia, it happens but it is not an issue.

In our understanding, current spec doesn't have an explicit way to tell CU if the received RRC message over F1 is from old cell or new cell.

But, during the HO process, if security key is updated, then CU anyway would use new key to decode, if failed, it is obvious that the message would be discarded; if the key is not updated, then of cause PDCP packet is recognized, then RRC would anyway be involved to decide if the received message should be discarded or not. Having said that, actually we think key update during HO is good approach which is actually also an implementation.

Regarding the disorder of PDCP packet from new cell, we think this is a normal case, if SN=0 is expected, but a packet with SN=3 comes, system could start a timer and wait for SN=0.

	ZTE
	No
	Yes
	Views are inline with HW and Nokia. The situaiton exists but it is common, and not considered an issue, and the implementation solution works well so far.

The case where a PDCP PDU with a SN == 0 is just a corner case. The size of the PDCP PDU for SRB is 12 bits, and the probability of SN wraping around is low just during handover.  

In addition, decryption and inegrity protection for the packet from source cell can't be implemented by new PDCP. (e.g. if UE use COUNT value from souce cell to encrypt message, the newtork can't decrtpy message with COUNT value from the target cell. According to TS38.323, if integrity verification and decryption fails, the packet will not be stored in the reception buffer. Therefore, there is no packet discard. The network only need to ignore the failure of the first packet.

	Samsung 
	No 
	Yes 
	First, we are not sure if this case is a quite normal case. By reading R3-200930, the main concern comes from the RRC message sent via old cell between step 4 and step 8. The step 4 is used to transmit intra-CU HO CMD from CU and DU, then step 5 is DU sends HO CMD to UE. So, the concerned issue can occur only between step 4 and step 5, which is a very short time (there is no reason for DU not sending HO CMD quickly).

Second, even if this issue occurs, DU can know the Cell where the RRC message comes from. If it is from old cell, the DU can simply discard it. We don’t think the DU needs to send the RRC message from the old cell to CU since it is not sure whether the CU can decode such message. 


Conclusions

Based on above discussions, we made following observations and proposals:
It seems that 4 input companies think this scenario is not considered as an issue and can be solved by implementation. And one company expresses that this issue exists and need a standardized solution.

Proposal 1: It is acknowledged that the scenario where a gNB-CU-CP cannot anticipate from which cell an RRC PDCP PDU is received during Intra gNB-DU handovers exists. 

Proposal 2: There is no consensus in RAN3 on whether implementation or a standardised F1AP protocol level solution should be adopted to handle this scenario. 
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