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1
Introduction

In the Private Network Support for NG-RAN WI (RAN3-led) discussion, the access control for the RRC Resume and RRC Reestablishment procedure has not been discussed.  So this document discusses the impact introduced by the NPN to the RRC Resume and RRC Reestablishment procedures.
2
Discussion

RRC resumption for SNPN

If the UE operating in SNPN mode moves into RRC-Inactive mode, and initiate RRC Resume Request in a new serving NG-RAN node, there is no UE selected NID in the RRCResumeRequest message, so the new node can not do the any checking. The new node will initiate RETRIEVE UE CONTEXT REQUEST message to the old node. The old serving cell in the old node has been passed the access control, i.e. its NID is same as the serving NID in the Mobility Restriction List. If the NID in the new cell is not same as the old NID, it means the UE can not access to the new cell. In this case, there are two methods afterwards, 

1. The old node can judge if the new NID is same as the old NID. Same as the active mobility, inter-SNPN resume is not supported. The old node can know the new NID from the Xn Setup procedure. If new cell doesn’t support the same NID, the old node will send reject message to the new node, with proper cause value.
2. The old node sends UE context to the new node anyway. The new node judges based on the cell NID and the received UE context. If the UE is not allowed to access, the new node will send the RRC Reject message with proper cause value. 

The problem of method 2 is the UE context is transferred to a node where UE access is not allowed and the UE context is removed from the old node. From the UE side, the serving cell is still the old serving cell in the old node. If the UE resumed in another cell next time, the UE context can not be found. So we think method 1 is better. 
In order to facilitate the old node handling in method 1, besides the new serving cell identity, the new node can also provide the new cell supported NID to the old node in the RETRIEVE UE CONTEXT REQUEST message. Then the old node doesn’t need to cross checking two procedures.
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Figure 1: UE context retrieval for resume 
Similar for the RRC Reestablishment initiated by a UE in a new node, the UE context is only transferred if the new serving NID is same as the old NID.

Proposal 1: 
It is proposed old NG-RAN reject the UE context retrieval if the new NID is not same as the old NID with proper cause value.
Proposal 2: 
It is proposed new NG-RAN sends Cell supported NID to old NG-RAN in RETRIEVE UE CONTEXT REQUEST message. 

RRC resumption for CAG
If the UE is resumed in a new cell, UE sends RRCResumeRequest message to the new node. The new node can not do any checking since there is no CAG information in the RRCResumeRequest message. The new node shall initiate RETRIEVE UE CONTEXT REQUEST message to the old node. If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, or if the new serving cell is a CAG cell, but any of broadcasting CAG Identifiers is not part of the UE’s allowed CAG List, it means the UE can not access to the new cell. In this case, there are two methods afterwards:
1. Old node rejects the UE context transfer with proper cause value, based on the new serving cell Id in the retrieve procedure, the cell support CAG ID list in the Xn Setup procedure and the stored UE context.
2. Old node forwards the UE context anyway. The new node checks based on the cell supported CAG Id list and the received UE context and reject the RRC connection recovery with proper cause value. 

Same reason as discussed in the RRC resumption for SNPN, method 1 is better.
As in the discussion in previous section, besides the new serving cell, the new node can also provide the new cell supported CAG ID List to the old node in the RETRIEVE UE CONTEXT REQUEST message. 

Proposal 3: 
It is proposed old NG-RAN reject the UE context retrieval If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, or if the new serving cell is a CAG cell, but any of broadcasting CAG Identifiers is not part of the UE’s allowed CAG List.

Proposal 4: 
It is proposed new NG-RAN sends Cell supported CAG ID List to old NG-RAN in RETRIEVE UE CONTEXT REQUEST message. 

Proposal 5:   
It is proposed to agree the TP against BL CR in below, reflecting the proposal 1 to proposal 4.
3
Text Proposal to TS38.423
8.2.4
Retrieve UE Context

8.2.4.1
General

The purpose of the Retrieve UE Context procedure is to either retrieve the UE context from the old NG-RAN node and transfer it to the NG-RAN node where the UE RRC Connection has been requested to be established, or to enable the old NG-RAN node to forward an RRC message to the UE via the new NG-RAN node without context transfer.

The procedure uses UE-associated signalling.

8.2.4.2
Successful Operation
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Figure 8.2.4.2-1: Retrieve UE Context, successful operation

The new NG-RAN node initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old NG-RAN node.

If the old NG-RAN node is able to identify the UE context by means of the UE Context ID, and to successfully verify the UE by means of the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message, and decides to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT RESPONSE message.
If the Index to RAT/Frequency Selection Priority IE is contained in the RETRIEVE UE CONTEXT RESPONSE message, the new NG-RAN node shall store this information and use it as defined in TS 23.501 [7].

If the Location Reporting Information IE is included in the RETRIEVE UE CONTEXT RESPONSE message, then the new NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].
8.2.4.3
Unsuccessful Operation
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Figure 8.2.4.3-1: Retrieve UE Context, unsuccessful operation

If the old NG-RAN node is not able to identify the UE context by means of the UE Context ID, or if the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message is not valid, or, if it decides not to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.

If the old NG-RAN node decides to keep the UE context in case of periodic RNAU, it shall store the Allocated C-RNTI IE and the Access PCI IE in the UE Context ID IE, as described in TS 38.300 [9].

If the Old NG-RAN node to New NG-RAN node Resume Container IE is included in the RETRIEVE UE CONTEXT FAILURE message, the new NG-RAN node should transparently forward the content of this IE to the UE as described in TS 38.300 [9].
If the RETRIEVE UE CONTEXT REQUEST contains a SNPN ID IE which is not allowed for the UE, the old NG-RAN node shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.
If the RETRIEVE UE CONTEXT REQUEST contains CAG identifier List and does not match any of the CAG IDs supported by the UE, the old NG-RAN node shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.
If the RETRIEVE UE CONTEXT REQUEST initiated from a non-CAG cell and the UE is not allowed to access non-CAG cells, the old NG-RAN node shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT FAILURE message.
8.2.4.4
Abnormal Conditions

Void.

============ Next change ==============
9.1.1.8
RETRIEVE UE CONTEXT REQUEST

This message is sent by the new NG-RAN node to request the old NG-RAN node to transfer the UE Context to the new NG-RAN.

Direction: new NG-RAN node ( old NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	reject

	UE Context ID
	M
	
	9.2.3.40
	
	YES
	reject

	Integrity protection
	M
	
	BIT STRING (SIZE (16)) 
	RRC Resume:

ResumeMAC-I either contained in the RRC ResumeRequest or the RRCResumeRequest1 message as defined in TS 38.331 [10])

or the ShortResumeMAC-I in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])

RRC Reestablishment:

ShortMAC-I contained in the RRCReestablishmentRequest as defined in TS 38.331 [10])

or the ShortMAC-I in the RRCConnection ReestablishmentRequest message as defined in TS 36.331 [14]).
	YES
	reject

	New Cell Identifier
	M
	
	NG-RAN Cell Identity

9.2.2.9
	RRC Resume:

Corresponds to the targetCellIdentity within the VarResumeMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortINACTIVE-MAC-Input as specified in TS 36.331 [14].

RRC Reestablishment:

Corresponds to the targetCellIdentity within the VarShortMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortMAC-Input as specified in TS 36.331 [14].
	YES
	reject

	RRC Resume Cause
	O
	
	9.2.3.61
	In case of RNA Update, contains the cause value provided by the UE in the RRC ResumeRequest or the RRCResumeRequest message, as defined in TS 38.331 [10],

or in the RRCConnection ResumeRequest message, as defined in TS 36.331 [14].
	YES
	ignore

	NPN Broadcast Information
	O
	
	9.2.2.x7
	
	YES
	


9.1.1.9
RETRIEVE UE CONTEXT RESPONSE

============ Next change ==============
9.2.3.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the XnAP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(

Cell not Available,

Handover Desirable for Radio Reasons,

Handover Target not Allowed,

Invalid AMF Set ID,

No Radio Resources Available in Target Cell,

Partial Handover,

Reduce Load in Serving Cell,

Resource Optimisation Handover,

Time Critical Handover,

TXnRELOCoverall Expiry,

TXnRELOCprep Expiry,

Unknown GUAMI ID,

Unknown Local NG-RAN node UE XnAP ID,

Inconsistent Remote NG-RAN node UE XnAP ID,

Encryption And/Or Integrity Protection Algorithms Not Supported,

Protection Algorithms Not Supported,

Multiple PDU Session ID Instances,

Unknown PDU Session ID,

Unknown QoS Flow ID,

Multiple QoS Flow ID Instances,

Switch Off Ongoing,

Not supported 5QI value,

TXnDCoverall Expiry,

TXnDCprep Expiry,

Action Desirable for Radio Reasons,

Reduce Load,

Resource Optimisation,

Time Critical action,

Target not Allowed,

No Radio Resources Available,

Invalid QoS combination,

Encryption Algorithms Not Supported,

Procedure cancelled,

RRM purpose,

Improve User Bit Rate,

User Inactivity,

Radio Connection With UE Lost,

Failure in the Radio Interface Procedure,

Bearer Option not Supported,

UP integrity protection not possible, UP confidentiality protection not possible,

Resources not available for the slice(s),
UE Maximum integrity protected data rate reason,

CP Integrity Protection Failure,

UP Integrity Protection Failure,

Slice(s) not supported by NG-RAN,
MN Mobility,

SN Mobility,

Count reaches max value,

Unknown Old NG-RAN node UE XnAP ID,

PDCP Overload,

DRB ID not available,
Unspecified,

…,

UE Context ID not known, Non-relocation of context, Invalid NPN access)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport Resource Unavailable,

Unspecified,
…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,

Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload,
Hardware Failure,

O&M Intervention,

Not enough User Plane Processing Resources,

Unspecified, …)
	


The meaning of the different cause values is specified in the following table. In general, “not supported” cause values indicate that the related capability is missing. On the other hand, “not available” cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Cell not Available
	The concerned cell is not available.

	Handover Desirable for Radio Reasons
	The reason for requesting handover is radio related.

	Handover Target not Allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	Invalid AMF Set ID
	The target NG-RAN node doesn’t belong to the same AMF Set of the source NG-RAN node, i.e. NG handovers should be attempted instead.

	No Radio Resources Available in Target Cell
	The target cell doesn’t have sufficient radio resources available.

	Partial Handover
	Provides a reason for the handover cancellation. The target NG-RAN node did not admit all PDU Sessions included in the HANDOVER REQUEST and the source NG-RAN node estimated service continuity for the UE would be better by not proceeding with handover towards this particular target NG-RAN node.

	Reduce Load in Serving Cell
	Load in serving cell needs to be reduced. When applied to handover preparation, it indicates the handover is triggered due to load balancing.

	Resource Optimisation Handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Time Critical Handover
	Handover is requested for time critical reason i.e. this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	TXnRELOCoverall Expiry
	The reason for the action is expiry of timer TXnRELOCoverall.

	TXnRELOCprep Expiry
	Handover Preparation procedure is cancelled when timer TXnRELOCprep expires.

	Unknown GUAMI ID
	The target NG-RAN node belongs to the same AMF Set of the source NG-RAN node and recognizes the AMF Set ID. However, the GUAMI value is unknown to the target NG-RAN node.

	Unknown Local NG-RAN node UE XnAP ID 
	The action failed because the receiving NG-RAN node does not recognise the local NG-RAN node UE XnAP ID.

	Inconsistent Remote NG-RAN node UE XnAP ID
	The action failed because the receiving NG-RAN node considers that the received remote NG-RAN node UE XnAP ID is inconsistent..

	Encryption And/Or Integrity Protection Algorithms Not Supported
	The target NG-RAN node is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.

	Multiple PDU Session ID Instances
	The action failed because multiple instances of the same PDU Session had been provided to the NG-RAN node.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown in the NG-RAN node.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknown in the NG-RAN node.

	Multiple QoS Flow ID Instances
	The action failed because multiple instances of the same QoS flow had been provided to the NG-RAN node.

	Switch Off Ongoing
	The reason for the action is an ongoing switch off i.e. the concerned cell will be switched off after offloading and not be available. It aides the receiving NG-RAN node in taking subsequent actions, e.g. selecting the target cell for subsequent handovers. 

	Not supported 5QI value
	The action failed because the requested 5QI is not supported.

	TXnDCoverall Expiry
	The reason for the action is expiry of timer TXnDCoverall.

	TXnDCprep Expiry
	The reason for the action is expiry of timer TXnDCprep

	Action Desirable for Radio Reasons
	The reason for requesting the action is radio related.
In the current version of this specification applicable for Dual Connectivity only.

	Reduce Load
	Load in the cell(group) served by the requesting node needs to be reduced.
In the current version of this specification applicable for Dual Connectivity only.

	Resource Optimisation
	The reason for requesting this action is to improve the load distribution with the neighbour cells.
In the current version of this specification applicable for Dual Connectivity only.

	Time Critical action
	The action is requested for time critical reason i.e. this cause value is reserved to represent all critical cases where radio resources are likely to be dropped if the requested action is not performed.
In the current version of this specification applicable for Dual Connectivity only.

	Target not Allowed
	Requested action towards the indicated target cell is not allowed for the UE in question.

In the current version of this specification applicable for Dual Connectivity only.

	No Radio Resources Available
	The cell(s) in the requested node don’t have sufficient radio resources available.

In the current version of this specification applicable for Dual Connectivity only.

	Invalid QoS combination
	The action was failed because of invalid QoS combination.

In the current version of this specification applicable for Dual Connectivity only.

	Encryption Algorithms Not Supported
	The requested NG-RAN node is unable to support any of the encryption algorithms supported by the UE.
In the current version of this specification applicable for Dual Connectivity only.

	Procedure cancelled
	The sending node cancelled the procedure due to other urgent actions to be performed.

In the current version of this specification applicable for Dual Connectivity only.

	RRM purpose
	The procedure is initiated due to node internal RRM purposes.

In the current version of this specification applicable for Dual Connectivity only.

	Improve User Bit Rate
	The reason for requesting this action is to improve the user bit rate.

In the current version of this specification applicable for Dual Connectivity only.

	User Inactivity
	The action is requested due to user inactivity on all PDU Sessions. The action may be performed on several levels: 

-
on UE Context level, if NG is requested to be released in order to optimise the radio resources; or S-NG-RAN node didn’t see activity on the PDU session recently.

-
on PDU Session Resource or DRB or QoS flow level, e.g. if Activity Notification indicate lack of activity

In the current version of this specification applicable for Dual Connectivity only.

	Radio Connection With UE Lost
	The action is requested due to losing the radio connection to the UE.

In the current version of this specification applicable for Dual Connectivity only.

	Failure in the Radio Interface Procedure
	Radio interface procedure has failed.

In the current version of this specification applicable for Dual Connectivity only.

	Bearer Option not Supported
	The requested bearer option is not supported by the sending node.

In the current version of this specification applicable for Dual Connectivity only.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU session cannot be accepted according to the required user plane confidentiality protection policy.

	Resources not available for the slice(s)
	The requested resources are not available for the slice(s).

	UE Maximum integrity protected data rate reason
	The request is not accepted in order to comply with the maximum data rate for integrity protection supported by the UE.

	CP Integrity Protection Failure
	The request is not accepted due to failed control plane integrity protection. 

	UP Integrity Protection Failure
	The procedure is initiated because the SN (hosting node) detected an Integrity Protection failure in the UL PDU coming from the MN. 

	Slice(s) not supported by NG-RAN
	The failure is due to slice(s) not supported by the NG-RAN node.

	MN Mobility
	The procedure is initiated due to relocation of the M-NG-RAN node UE context.

	SN Mobility
	The procedure is initiated due to relocation of the S-NG-RAN node UE context.

	Count reaches max value,
	Indicates the PDCP COUNT for UL or DL reached the max value and the bearer may be released.

	Unknown Old NG-RAN node UE XnAP ID
	The action failed because the Old NG-RAN node UE XnAP ID or the S-NG-RAN node UE XnAP ID is unknown. 

	PDCP Overload
	The procedure is initiated due to PDCP resource limitation.

	DRB ID not available
	The action failed because the M-NG-RAN node is not able to provide additional DRB IDs to the S-NG-RAN node.

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	UE Context ID not known
	The context retrieval procedure cannot be performed because the UE context cannot be identified.

	Non-relocation of context
	The context retrieval procedure is not performed because the old RAN node has decided not to relocate the UE context.

	Invalid NPN access
	Access was requested to an unauthorized Non Public Network.


	Transport Layer cause
	Meaning

	Transport resource unavailable
	The required transport resources are not available.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.


	NAS cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related.


	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated “reject”.

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated “ignore and notify”.

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related.


	Miscellaneous cause
	Meaning

	Control Processing Overload
	NG-RAN node control processing overload.

	Hardware Failure
	NG-RAN node hardware failure.

	Not enough User Plane Processing Resources
	NG-RAN node has insufficient user plane processing resources available.

	O&M Intervention
	Operation and Maintenance intervention related to NG-RAN node equipment.

	Unspecified
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer or Protocol.


============ End of change ==============
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